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providers handle electronic, identifiable health information, they are subject to the HIPAA 
Security Rule. But HIPAA regulates providers not patients. This paper discusses the 
factors that should be considered when protecting patient-generated health information 
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Over the past decade mobile phones have revolutionized the way we communicate. 
They have made the world a smaller place where people can interact with each 
other, irrespective of which part of the world they are in. Mobile phones are generally 
affordable and available to most of the population, making them more accessible than 
computers and far more cost-effective than hospital beds. Therefore, mobile technology 
has the potential to revolutionize health care in developing countries, particularly in the 
area of heath awareness schemes and training of health care professionals. This paper 
reports the results of a Healthcare IT initiative aimed at using Mobile Phone technology 
to spread medical care amongst people slum areas. A survey was done in an urban 
slum setting to test the feasibility of deploying Mobile Technology for providing primary 
healthcare services. The design of the study was based on a ‘Regionalised Service 
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Delivery Model’. The visits to the slum revealed that people of the community accepted 
the use of technology for accessing healthcare. Although the slum did not have a regular 
electricity supply, people were attuned to use the mobile phones on a daily basis and 
walked upto the nearest market areas to charge their handset batteries. This helped us 
to approach them with our concept of introducing technology, analyse the mindset of the 
people of the slum, understand the feasibility of technology intervention for healthcare 
and to collect database of common medical symptoms to form the database of the 
mobile phone application.

 40 mHealth—Security and Compliance
By Jeff Brandt
Security in mHealth encompasses many facets, concerns, misconceptions and fears. 
From users’ perceptions to data breaches, this chapter will introduce some of the issues 
that will help you develop insights and strategies as you plan for, develop and implement 
mHealth solutions. Designers and purchasers of mobile health solutions must take many 
issues into consideration when developing an organizational mobile health strategy. 
The sheer speed of adoption of mobile devices and software into our everyday lives has 
propelled the market to produce quicker, cheaper and more feature-rich devices faster 
than most organizations can digest. The speed with which these devices evolve also 
increases the rate of system deprecation. If not managed correctly, this technical liability 
can be very costly to a healthcare organization. Although we are only at the beginning 
of what can and will be accomplished with mHealth, being cognizant of the opportunity 
is important. The caveat is that with all new technologies comes new risk. With a well-
developed strategy, however, the exposure can mitigated.
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expectations of measuring EHR success in terms of “go live” functionality to measurable 
improvements in patient outcomes will require significant investment, organizational 
structural changes, utilization of clinical informatics professionals to their full potential, and 
a willingness to envision a future where care delivery, research, and quality improvement 
coexist at the bedside. Implementation of health information systems has been a 
significant focus over the past decade, but now is the time for informatics professionals to 
collaborate with their technology, quality, and evidence-base practice colleagues to help 
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and availability. Some of these technologies include integrated clinical information 
systems, robotics, imaging, genomics, telemedicine and nanotechnologies. However these 
technologies are increasingly complex and integrated. Most organizations do not have 
the infrastructure to adequately deal with the proper selection, deployment or support 
of these new and emerging technologies and are therefore woefully unprepared. These 

healthcare organizations must adopt strategic processes to insure they select technologies 
appropriate to the mission and goals. These organizations must also evolve existing 
services such as clinical engineering and information technology into as seamless support 
service for medical and information technologies by adopting a common governance 
framework. Implementing a strategic technology selection process and evolving the 
technology support infrastructure (staff, processes, tools) are necessary to achieve the 
substantial benefits to patient care and economic.
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Consumer health informatics is an emerging field that offers the ability to enhance the 
quality and safety of care by leveraging information and communication technologies to 
place the patient at the center of care. This is particularly true for patients with chronic 
complex medical conditions and/or from vulnerable populations, including minorities, the 
elderly and disabled. Uptake and adoption of such technology has been slow. Strategies 
are needed to assess barriers and develop successful approaches to promote connected 
health leveraging consumer eHealth technologies, including interoperability with 
organizational IT systems, for support of patients and their provider teams to optimize 
care. Through two case studies and an overview of current evidence and industry trends 
in personal connected health technologies, this paper will make the case for connected 
health applications adoption and integration within the healthcare IT ecosystem to 
support and connect patients and their providers. We will present a model developed by 
a healthcare system and a software developer for the interoperability of web-based self-
care management platforms for seamless 24/7 sharing of personal health information 
across the continuum of care among the patient, system and non-system providers and 
organizations which are stakeholders in the US healthcare delivery system.

 72 Electronic Patient Plan of Care—Nursing Care Coordination 
and Patient Care Transitions in Electronic Medical Records
By Luann Whittenburg, PhD, RN
This article discusses the new healthcare environment of rewarding patient care quality in 
organizations that devote attention to outcomes measures and improvement. Since 2004, 
federal health policy has promoted delivery performance changes to obtain patient care 
value and quality transparency.1 The Patient Protection and Affordable Care Act (Pub. L. 
111–148) was enacted on March 23, 2010 to improve the health of individuals, families, 
and communities (HHS, 2004). Nursing is moving from task-oriented documentation in 
Electronic Medical Record systems (EMRs) to a Patient Plan of Care model. Electronic 
nursing documentation systems are focusing on Patient Plan of Care documentation 
to monitor and track the progress of patient care. The aim of this article is to describe 
a replicable method to examine EMR nomenclatures and lexicons using the structured 
nursing concepts in the Clinical Care Classification (CCC) System to support nursing 
outcomes measurement and quality transparency in health systems.
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W
el come to the  2012  
Summer edition of JHIM, 
the theme of which is 
mobile health.

Many interesting mobile electronic solu-
tions have been developed in healthcare. 
At HIMSS12, sessions included applica-
tion development, adoption frameworks, 
management of the new BYOB beasts on 
the block, use cases for effective healthcare 
management in ambulatory and remote-
care settings, as well as the cautionary bar-
riers that must be considered.

Mobile technology penetrates our daily 
lives, from the use of consumer-influenced 
devices that keep us tethered to the world 
around us to the complex work environ-
ments that compel us to be more efficient 
and productive every hour of the day. 
Healthcare has become more data-driven 
and our thirst for immediate access to 
information has propelled mobility into 
a game changer for healthcare planning 
and delivery. 

As Krohn and Metcalf point out in their 
column this issue: “ We’re experiencing 
a pivotal event—technology and soci-
etal trends are converging to create new 
communication patterns that connect 
and coordinate the roles of every health-
care stakeholder, including the patient,  
provider, payer, employer, pharma, public 
health…”

In my early nursing career, the adage 
“the patient is where the chart is not” rang 
true. It meant that someone was forever 
hunting down patient charts for updating 
or to share information with clinicians. 
With today’s virtual charts, patient infor-
mation can be in the hands of those who 
need it as rapidly as it is entered into a 
system. Now we want it all—integrated 

and in a form factor that works for us. 
EHR vendors are racing to create versa-
tile presentation of data on small screens 
that provide accurate and useful infor-
mation in the clinical decision-making 
process.

Access to information and how we use it 
are driving rapid changes in the technolo-
gies required to support and protect data 
that is everywhere when we need it. The 
freedom of versatility and ease of access to 
data using mobile technologies comes with 
responsibilities.  Healthcare organizations 
have given up paper charts in deference to 
the electronic medical record in order to 
comply with HITECH and other reform 
changes. The reams of green bar financial 
reports have given way to large computer 
screens that allow users to manipulate and 
analyze data in seconds.  

Instant and mobile access comes with 
responsibilities.  Evolving regulatory 
policies, standards, restrictions and sanc-
tions provide the cautionary tone needed 
to manage and protect the data that is 
nowhere and everywhere. We have always 
been required to manage and protect sen-
sitive institutional and patient related 
data, whether written into a chart or on 
a spreadsheet.  Yet new threats to privacy 
demand a more comprehensive and more 
costly investment for organizations whose 
resources are stretched. 

The technologies are still evolving that 
will further enhance the availability of 
information in healthcare. In this edition 
of JHIM, you will enjoy reading the experi-
ences of those who are exploring new uses 
with form factors, scalability of the func-
tions, data protection methods, empow-
ered patient smartphone experiences and 
more. JHIM

EdItor’s rEport By Mary Alice Annecharico, MS, RN, FHIMSS

Mary Alice Annecharico, 
MS, RN, FHIMSS, is Senior 

Vice President and CIO of 

the Henry Ford Health 

System, Detroit. Annecharico 

recently transitioned from a 

similar position at University 

Hospitals, Cleveland, where 

she was responsible for the implementation of an 

integrated EHR with an 87 percent physician CPOE 

adoption rate.

Introducing 
the JHIM 
Editorial Board

F
ollowing himSS12 earlier 
this year in Las Vegas, I have 
been working diligently 

with the editorial staff to create a 
more interactive and participatory 
Editorial Board and to continue to 
develop challenging and provoca-
tive themes for future editions of 
the HIMSS’ highly acclaimed and 
peer-reviewed publication.

I am pleased to welcome the HIMSS 
members, both returning and new, 
who have agreed to serve on the  
Editorial Board with me:

■■ Marion J. Ball
■■ William Bria 
■■ John P. Glaser
■■ Margaret M. Hassett
■■ James Langabeer
■■ Eta S. Berner
■■ Sharon Klein
■■ Barbara Hoehn

Mobile Technology
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Editor’s rEport: title By Jeffrey C. Bauer, PhDtHE H.I.t. FUtUrIst

H
ealthcare haS a reputa-
tion for being years behind 
other businesses in adopting 
information and communi-

cations technologies (ICT). Being known 
as a technology laggard is generally not a 
sign of strength in today’s global econo-
my, but neither is it a fatal flaw if delays 
in digital transformation allow healthcare 
organizations to avoid mistakes made by 
early adopters in other industries. Learn-
ing the lessons of others’ experiences can 
have real value.

However, as a futurist, I focus on look-
ing beyond today’s preoccupations—like 
Meaningful Use and ICD-10—to identify 
“the next big thing” and to estimate its 
evolution. One noteworthy trend—mobile 
health—is already getting attention it 
deserves as the featured topic in this issue 
of JHIM. Mobile deployment of informa-
tion and communications technologies has 
transformed other industries in the past 
few years. Now is clearly the time to start 
creating knowledge about the applications 
of mobile ICT in healthcare.

Looking one step further down the infor-
mation highway, I see “big data” as the next 
trend likely to compete for the attention of 
healthcare’s information executives. Arti-
cles about the exploitation of colossal data 
bases in other industries now appear in the 
business press daily. Best-selling books 
extol the power of companies that amass 
and analyze consumer data on many dif-
ferent levels (e.g., goods and services pur-
chased, locations visited, subjects searched 
online) to influence future purchases.

HealtHcare’s Gold Mine?

Medical enterprises sit atop an exponen-
tially growing mass of computer-accessible 

data generated by electronic records, auto-
mated claims processing and government 
program reporting requirements. Some 
commentators already describe these raw 
numbers as an untapped gold mine, ready 
to be turned into actionable—and, there-
fore, valuable—information. I agree that 
the trend is worth careful attention. As one 
CIO asked me at HIMSS12, “What are we 
going to do with all these numbers?” Lots 
of vendors will be there with answers to 
her question.

The prospects of a big push for “big 
data” are sufficiently strong that we’d bet-
ter start planning to deal with it. However, 
the lessons of history suggest that we must 
prepare ourselves not to overreact. The 
next big thing is often the next big bubble 
to burst. We don’t need to look back any 
further than the global economic crash of 
2008. Economies around the world lost tril-
lions of dollars due to defective investment 
vehicles created by new analytics. Origi-
nally peddled as the wave of the future for 
international finance, “big data” quickly 
turned out to be a tsunami.

Today’s medical enterprises do not have 
spare cash to invest in such risky ventures. 
Nor do they have the luxury of climbing a 
mountain of numbers just because it is 
there. Raw data can only be turned into 
valuable information if they have intrinsic 
value. We must remember that alchemists 
have been around for hundreds of years, 
and they have never succeeded in creating 
gold out of any material that did not contain 
gold in the first place. 

real Gold or Fool’s Gold?

My 40 years of experience with health data 
convinces me that many of our numbers 
are not worth the silicon they are stored 

on (or, more accurately in our ICT-lagging 
industry, the paper they are printed on). 
Lots of clinical and operational data are 
recorded incorrectly, and even observa-
tions that were recorded correctly are often 
meaningless. For example, patient records 
typically contain data on the vital signs of 
every hospitalized patient, but providers do 
little to make sure that the measurements 
are made the same way by every caregiver. 
Nor are the recorded numbers validated for 
inter-rater reliability. 

We also have a tendency to keep collect-
ing the same clinical data (often because 
regulations require it) while medical sci-
ence is identifying new data that are bet-
ter measures of the underlying conditions 
we are in business to treat. Again, data on 
vital signs illustrate the point. Cardiac and 
respiratory functions are observed at regu-
lar time intervals, presumably every four 
hours, for non-critical patients whose con-
ditions can deteriorate in minutes. Recent 
research has identified easily detectable 
changes that precede life-threatening cri-
ses for non-critical patients, but current 
methods for recording and analyzing the 
vital signs do not provide information that 
would summon rapid response teams in 
time to save many patients who are unex-
pectedly found “dead in bed.” 

In addition to collecting vast quantities 
of inaccurate and meaningless data, medi-
cal enterprises stockpile lots of numbers 
that never will be analyzed. Storage may 
be cheap, but we could save billions of dol-
lars annually if we had the inclination and 
freedom (from outdated and/or meaning-
less regulations) to focus on the efficiency 
of our data operations. Unquestioning 
acceptance of big data’s alluring concepts 
runs the risk of encouraging us to collect 

Big Data
The Next Big Thing in Health IT?
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even more data in hopes that we might 
find something valuable when we process 
it. Like successful gold mining companies, 
we should assay our raw material before 
we run it through the mill.

BiG data’s Potential BeneFits

When healthcare data is worth mining, the 
new analytical tools should be adopted for 
the specific purpose of ensuring consistent-
ly good medical services as inexpensively 
as possible. Assuming that “big data” will 
move from being the subject of this single 
column to the featured topic in a future 
issue of JHIM, I propose that we begin 
thinking seriously about our data—pay-
ing close attention to the intrinsic value of 
numbers we will someday be turning into 
information in new ways.

In other words, my reservations about 
the arrival of “big data” are based on 
inherent flaws in our data, not weak-
nesses in modern analytics and enabling 
technologies. The healthcare industry’s 
information executives need to ensure 
that they do not invest in good technolo-
gies to refine bad data. If we continue to 
build data bases full of flawed numbers, 
we risk learning more and more about less 
and less until we know absolutely every-
thing about nothing. To avoid falling into 
this trap, health IT leaders should start 
pushing efforts to collect only good data so 
that “big data” does only big, good things 
when it arrives. JHIM

Today’s medical enterprises do not 
have … the luxury of climbing a 
mountain of numbers just because it 
is there. Raw data can only be turned 
into valuable information if they have 
intrinsic value.

thE hit futurist: big data
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LEgIsLatIon By Gerry Blass and Susan A. Miller, JD

T
hoSe of uS who experienced 
the implementation of healthcare 
applications during the 1990s 
know that for the most part, phy-

sicians did not want to use them. There was 
a simple reason why: It was easier to write 
an order on a paper pad and make a note 
in a paper chart than it was to remember 
a sign-on, enter a password and navigate 
a series of screens to enter an order. Let’s 
face it, when something is not easy to do, 
the natural thing is to avoid doing it.

Since the 1990s, a number of factors 
have changed. For starters, the kids of the 
1990s grew up using computer technol-
ogy. It is second nature to them to use new 
technology. Secondly, the technology of 
today has simplified the use of tools like 
electronic medical records (EMR). So the 
young interns and physicians of today love 
to use what they have always used, and the 
older physicians finally have technology 
that may actually be easier to use than the 
pen and a pad of paper. Those two strong 
motivational factors could explain the cur-
rent explosion in the use of technology in 
healthcare today.

tHe idoc Will see You noW

The use of portable devices—especially 
smartphones and tablets—are turning phy-
sicians into iDocs. These consumer tools 
are moving into the healthcare environ-
ment at break-neck speed. We have seen 
increased usability—that is good. But, we 
also have seen increased security risks—
that is bad.

We have learned over the past 20 years 
that new technology cycles can initially 
increase the risk of unauthorized access to 
data due to new vulnerabilities. Portable 
devices such as laptops and flash drives 

are some examples of tools vulnerable to 
breach. We have seen that the majority of 
breaches of ePHI have been caused by lost 
or stolen portable devices. 

Cycles begin when new technologies 
become available and are implemented. 
Vulnerabilities are exploited, and then con-
trols are implemented. We have recently 
seen the same cycle with physicians’ use of 
text messaging ePHI. Physicians love the 
ease of use, but in many cases, there is a 
still a need to implement controls to prevent 
unauthorized access. 

We have recently seen the evolution of 
the HIPAA rule with the HITECH Act over 
the past three years in an effort to keep up 
with advances in technology. In the federal 
agency arena we have seen updated guid-
ance from the National Institute for Stan-
dards in Technology (NIST) and in the 
private arena the HITRUST CSF (Common 
Security Framework).

So now that the physicians are on board 
with technology (for the most part), we 
should begin to see more and more infor-
mation organizational, administrative, 
physical and technical controls to protect 
unauthorized access to ePHI. It is the next 
natural step in the cycle.

Here are some examples:
Administrative. Strong policies and pro-

cedures around the use of portable devices. 
For example, should personal devices be 
allowed in the work environment? They 
can currently distract physicians with 
personal information, such as a text from a 
friend during a patient visit, never mind in 
the surgery suite. Not good. And, they may 
not have the technical control standards 
required by the healthcare organization. 
Ah, but there are apps for that, no doubt. 
Workforce training should cover the risks 

and vulnerabilities and sanctions for viola-
tions including those involving improper 
use of mobile devices.

physical and technical. ePHI will 
either not be stored on personal devices 
or the devices will be protected by strong 
authentication, encryption (including text 
messages) and a GPS location app that also 
has the capability to wipe the media. These 
controls are available today and will con-
tinue to improve. And, why not store all 
data on a secure server rather than on the 
device itself? 

Legal framework. With all of the above 
said, let’s take a look at the current legal and 
regulatory framework for mHealth devices, 
which includes six of the federal alphabet 
soup agencies: the FCC, FTC, FDA, NIST, 
OCR and ONC. Each of these agencies has 
one or more direct or indirect controls 
mobile devices.

■■ The FCC regulates communications 
including all private users; they manage all 
the federal frequency bands.

■■ The FTC works in the area of con-
sumer protections especially privacy and 
identity protections; they have a new con-
sumer privacy protection report out on 
their web site.

■■ The FDA has regulatory authority 
over all mobile medical devices, possibly 
including EHRs.

■■ NIST writes security guidance for the 
federal departments and agencies including 
Special Publication (SP) 800-66, An Intro-
ductory Resource Guide for Implementing the 
Health Insurance Portability and Account-
ability Act (HIPAA) Security Rule, and other 
SP 800 documents to assist with security 
such as risk assessment, various types of 
encryption, security controls, plus a free-
ly downloadable NIST HIPAA Security 

Security Risks
Mobile Devices Are Here to Stay, But Challenges Remain
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LEGisLAtioN: SeCUritY riSkS

Toolkit that can be used in audit and risk 
analysis.

■■ OCR writes and enforces the HIPAA 
Privacy, Security, Breach and Enforcement 
rules and guidance.

■■ ONC is partnering with OCR to deter-
mine the privacy and security needs of 
mobile devices.

It is important for Covered Entities to 
stay current with the latest rules and guid-
ance from these agencies.

conclusion

The use of mobile devices in healthcare is 
here to stay and will continue to advance 
into the healthcare environment. We have 
witnessed a revolution that has been fueled 
by the government-sponsored expansion of 
EHRs and tremendous advances in mobile-
device engineering, making technology 
easier to use.

Like any revolution, there is good and 
bad. The “bad” has been ePHI breaches due 
to lost or stolen mobile devices. There are 
solutions: as we witnessed with computer 
viruses, the solution was virus protection 
software. Today we have several differ-
ent types of controls, such as encryption 
to protect against unauthorized access 
of ePHI on mobile devices. The cycle of 
new technology, new opportunities, new 
vulnerabilities and new controls to offset 
the vulnerabilities continues. The key is 
to know where your vulnerabilities exist, 
prioritize risk and mitigate risk via controls 
and monitoring.

It is really the same thing that healthcare 
organizations have been doing since the 
dawn of electronic computing. What makes 

it more challenging today is the speed of 
technology advances and the need to keep 
up with the implementation of controls and 
to comply with the regulations from vari-
ous federal agencies. JHIM
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nUrsIng InForMatIcs By Mark D. Sugrue, RN-BC

T
he 2012 annual HIMSS Confer-
ence & Exhibition in Las Vegas 
adjourned on Feb. 24, with 
record attendance and a mind 

boggling number of pre-conference sym-
posia, educational sessions, posters, virtual 
learning and networking opportunities and 
more than 1,000 vendors displaying the lat-
est and greatest health IT solutions.

Even long-time veterans of the industry 
concede that never before has such empha-
sis been placed on the value offered by 
health IT and never before has the expec-
tation been higher. The federal government 
agrees and is putting money behind its 
belief that health IT can help reform our 
struggling healthcare delivery system.

Through the HITECH Act of 2009, bil-
lions of dollars are being pumped into the 
industry to accelerate adoption of enabling 
technologies by 2015, and to promote its 
successful implementation as defined by 
Meaningful Use criteria. Providers—from 
those working within the largest for-profit 
integrated delivery systems to community 
hospitals struggling to stay afloat to the 
solo practice—are trying to figure out how 
to receive the government incentive, adopt 
the technology all while trying to take care 
of patients in one of the most challenging 
era’s for both the US economy and its fail-
ing healthcare system.

The magnitude of the change related 
to adoption of health IT notwithstanding 
there is also significant change simultane-
ously occurring in the very professional 

organizations that support the delivery of 
care. Nursing represents the largest seg-
ment of the healthcare workforce with 
more than 3 million registered nurses in 
the United States. The nursing profession 
has struggled for decades with core profes-
sional definition around who nurses are, 
what nurses do, how to educate the next 
generation of professionals and perhaps 
most importantly how to raise the voice 
of nursing and lead the national effort to 
transform healthcare as we know it.

On Oct. 5, 2010, the Robert Wood John-
ston Foundation and the Institute of Med-
icine (RWJF/IOM) released a landmark 
report that gets to heart of the crisis within 
the nursing profession. The Future of Nurs-
ing: Leading Change Advancing Health is seen 
by many as a crucial work for the profes-
sion and a call to action for all. This con-
sensus report endorsed by physician and 
nursing leaders alike explores the issues 
facing the nursing profession today and 
offers recommendations for the future. 
While the details of the recommendations 
are emerging there is little doubt that nurs-
ing informatics professionals will be called 
upon to offer their expertise in the transfor-
mation of nursing.

According to the 1989 Graves and Corco-
ran definition, nursing informatics is a spe-
ciality that combines nursing science, com-
puter science and information science. The 
American Nurses Association has formally 
recognized the speciality since 1992 and its 
credentialing agency, the American Nurse 

Credentialing Center offers the opportuni-
ty for aspiring informatics nurses to gain 
Board Certification in the specialty.

According to a recent survey released 
by HIMSS, today’s informatics nurses 
are increasing in number. The results, 
as compared to previous surveys from 
2004 and 2007, continue to suggest that 
nurse informaticists play a critical role 
in the implementation of various clinical 
applications including clinical/nursing 
documentation and clinical information 
systems, computerized provider order 
entry (CPOE) and electronic medical/
health records. Furthermore, in compari-
son to previous surveys, the 2011 salary 
data suggests a substantial increase for 
nurse informaticists as the average salary 
increased by 17 percent from 2007 and 42 
percent from 2004.  The value that infor-
matics nurses bring is well recognized 
within the profession as evidenced by the 
results of this survey.  Nursing informatics 
as a specialty within nursing, therefore is 
well positioned to assist the profession in 
meeting the challenges identified in The 
Future of Nursing.

The Future of Nursing identifies eight key 
recommendations for the profession to con-
sider, organized into three broad categories 
of Leadership, Practice and Education. (See 
Figure 1).

The report shows that nursing practice 
is challenged on many fronts. One example 
explored in the report relates to the dispar-
ity in practice between Advance Practice 

Informatics’ Role in 
the Future of Nursing
What the Coming Years Hold for Our Profession
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Registered Nurses (APRN) across the 
United States. Despite national standards 
for education and specialty certification of 
APRNs there is great inconsistency from 
state to state in how APRNs are allowed 
to practice. In some states, APRNs are 
allowed to practice independently, others 
allow for some autonomy as it relates to 
prescription writing and many require a 
collaborative arrangement with a physi-
cian to diagnose, treat and prescribe. Even 
that level of collaboration however, varies 
from state to state.

As nursing informatics professionals 
know, the role of technology and infor-
matics to support nursing practice is cru-
cial; regardless of practice setting. In the 
example cited in the report above with 
APRNs, informatics can help promote the 
value of this specialty practice through 
data and information. APRNs for example 

may be eligible for Meaningful Use fund-
ing under the Medicaid program, as they 
meet the Medicaid definition of an Eligible 
Professional. Interestingly, these same 
practitioners are not eligible for incentive 
dollars from the Medicare program further 
accentuating the disparity.

That disparity notwithstanding, APRNs 
and their nursing informatics colleagues 
should work hand in hand to ensure that 
the HITECH incentives are obtained to help 
support practice. Additionally, and perhaps 
more importantly, informatics skills and 
competencies are fundamental to demon-
strating outcomes of the care provided by 
APRNs. Collecting and assimilating the 
data collected in this practice setting will be 
essential to measurement and reporting of 
outcomes. This is also true for every nurse 
practicing in every environment. Without 
good data and information to demonstrate 

the value of nursing practice nurses will 
not be able to move the profession forward.

education

Nursing has struggled for decades with 
entry to practice and the multitude of edu-
cational pathways available to enter the 
profession. The profession has also strug-
gled with the ability of its academic institu-
tions to keep pace with rapid advancements 
in medicine as well as significant changes 
in the practice environment and the role of 
modern day nurse. One of the most chal-
lenging issues in the education arena, how-
ever, is the aging of our faculty.

Key recommendations from the report 
related to nursing education include:

■■ Increase the proportion of nurses 
with a baccalaureate degree to 80 percent 
by 2020.

■■ Double the number of nurses with a 
doctorate by 2020. 

■■ Ensure that nurses engage in life-long 
learning.

These recommendations are bold and 
aggressive and will require close collabora-
tion between practice and academia. Infor-
matics competencies will need to be defined 
for all levels of practice and will need to be 
built into revised nursing curricula. Deans 
of schools of nursing will need to move 
away from thinking about informatics 
as a standalone course and move toward 
embedding informatics competencies in all 

FIgUrE 1: transforming Nursing

prACtiCE
the key recommendations from the 
report related to nursing practice include:

■■ remove scope-of-practice barriers
■■ increase nurse residency program

The nursing profession has struggled for decades with a core 
professional definition around who nurses are, what nurses do, 
how to educate the next generation of professionals and 
perhaps most importantly how to raise the voice of nursing and 
lead the national effort to transform healthcare as we know it.

NursiNG iNforMAtiCs: iNFOrMatiCS’ rOle iN tHe FUtUre OF NUrSiNg
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didactic and clinical courses.
Simulation technology is another great 

example of how academia and informatics 
can come together to help achieve the goals 
identified in the report related to transition 
to practice. While more and more institu-
tions are implementing simulation labora-
tory environments few have the informatics 
experts on staff to be able to thread through 
the concepts of data, information, knowl-
edge and wisdom to support critical think-
ing. Rather, simulation labs are implement-
ed with a task- or skills-based focus. Again, 
informatics experts can help in the design 
and implementation of effective simulation 
environments. 

leadersHiP

During times of great change stakehold-
ers look to leadership for guidance. Never 
before in the history of the nursing pro-
fession has the need for leadership been 
greater. While there are many great nursing 
leaders there are few who are able to advo-
cate for the profession at a national level 
and to directly define, shape and influence 
public policy.

the key recommendations from lead-
ership include:

■■ Expand opportunities for nurses to 
lead and diffuse collaborative improve-
ment efforts.

■■ Prepare and enable nurses to lead 
change to advance health.

Nursing informatics leaders and nursing 
management leaders will need to join forces 
to collectively address these recommenda-

tions. All nursing leaders must understand 
the implications for informatics in practice 
and must demonstrate by example.

conclusion

The last of the eight key recommendations 
from the report is: Build an infrastructure 
for the collection and analysis of inter-pro-
fessional health care workforce data

This recommendation speaks directly to 
the nursing informatics community and is 
a call to action.  Building the infrastructure 
will require close collaboration with nurs-
ing informatics professionals and other 
members of the inter-professional team 
who not only understand the underlying 
data requirements but can offer to assist 
in translating and mining that data into 
meaningful information about the work-
force. Informatics nurse stakeholders are 
uniquely positioned to help define national, 
minimum data sets that can be used as part 
of inter-professional workforce surveil-
lance. Nursing informatics professionals 
have a strong history of inter-professsional 
collaboration and will need to embrace, 
own and be accountable for this recom-
mendation.  

These are historic times for the health-
care industry and the profession of nurs-
ing. Informatics provides an opportunity 
to help transform not only the care delivery 
system but the very professions it relies on 
to deliver safe, effective and evidence-based 
care. JHIM

Mark D. Sugrue, RN-BC, is adjunct faculty in the 

Regis College Doctorate of Nursing Practice  

Program in Weston, MA. He serves as the HIMSS 

Nursing Informatics Task Force Chair and is a 
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Informatics Consortium.

During times of great change stakeholders look to 
leadership for guidance. Never before in the 
history of the nursing profession has the need for 
leadership been greater.
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VEndors By Robert Doe, JD

T
o keep my column topical, I try 
to write about issues that fre-
quently arise in my practice. It 
may not always be clear to me 

why a certain topic comes up repeatedly 
during any given period of time, but I trust 
that if several of my clients are thinking 
about it, then chances are there are others 
who are interested. 

Lately there have been a number of cli-
ents who, for a variety of reasons, are not 
happy with their software vendors. Some 
may be having difficulty getting their prod-
uct to work correctly. Others may be look-
ing to change products. Regardless, the 
issues that one must consider are similar. 
Hopefully, you planned ahead when nego-
tiating your license agreement and included 
language in the contract that will help you 
at the end of the relationship with the ven-
dor. A word of caution—consult with your 
legal advisors before taking any action to 
terminate a contract.

non-BreacH situations

License payments. If you are seeking to 
terminate with a vendor when there has 
been no breach of contract, the first thing 
to look at is the type of license that you pur-
chased. Software licenses are either perpet-
ual or term licenses. If you have a perpetual 
license, you paid the entire license fee at the 
beginning of the contract. You will not owe 
any additional fees with regard to the soft-
ware license itself. Hopefully, you’ve gotten 
enough use out of the software to justify the 
license fee. If you have a term license, you 
have been paying on an ongoing basis (e.g., 
an annual license fee) for the term of the 
agreement. Most term license agreements 

have an initial term (anywhere from one to 
10 years), with renewal terms that are typi-
cally one year in length.

Next you will need to determine where 
you are in the term. Has the initial term 
expired? If not, how many years are left on 
the initial term and how much is the license 
fee for the remainder of the term? Is there 
any room to negotiate if you agree not to 
use the software for the remainder of the 
initial term?

If the initial term has expired, many term 
licenses are set up to automatically renew 
for a set term (e.g., consecutive one-year 
terms) unless either party gives written 
notice of its intent not to renew a set num-
ber of days prior to the renewal date. If the 
initial term has expired, you may now be 
licensing the software on a year-to-year 
basis. You will need to determine from the 
contract the exact procedure laid out to give 
notice that you do not want to renew again 
at the end of your current term (whether 
that be the initial term or a renewal term). 
Therefore, in order to terminate the license 
and avoid automatic renewal, you will need 
to provide written notice to the vendor pur-
suant to the notice provision of the contract 
the stated number of days in advance of the 
renewal date.

Maintenance and support payments. 
Whether you have a perpetual or term 
license, you are likely also paying for main-
tenance and support services. Some licens-
es, especially term licenses, have the sup-
port fee included in the license fee, so the 
maintenance and support services would 
also be terminated as the term license is 
terminated (as described above). Most 
perpetual licenses have a separate mainte-

nance and support fee. The termination of 
maintenance and support is very similar to 
the termination of the term license. Mainte-
nance and support services typically have 
an initial term (anywhere from one to 10 
years), with renewal terms that are com-
monly one year in length. You will need to 
determine where you are in the term.

If the initial term has expired, mainte-
nance and support services are frequently 
set up to automatically renew for addition-
al, consecutive terms (e.g., one-year terms) 
unless either party gives written notice of 
its intent not to renew a certain number of 
days prior to the renewal date. Once again, 
you will need to determine from the con-
tract the exact procedure laid out to give 
notice that you do not want maintenance 
and support services to renew again at the 
end of your current term (whether that be 
the initial term or a renewal term). There-
fore, to terminate maintenance and support 
services, you will need to provide written 
notice to the vendor pursuant to the notice 
provision of the contract the stated number 
of days in advance of the renewal date`.

other payments. Usually there are also 
other service fees included in a software 
license agreement. If we are well into your 
agreement, you probably paid these fees 
early on. No additional fees are typically 
due, but you may want to do an analysis as to 
whether if you’ve gotten your money’s worth 
on these initial service payments (e.g., you 
wouldn’t want to pay a large implementa-
tion fee, only to move to another vendor two 
years later). If there are other ongoing ser-
vice fees, they are typically structured simi-
larly to maintenance and support services, 
so the analysis above would likely apply.

Exit Strategy
Ending an Existing Software License Agreement

15www.himss.org ■ SuMMeR 2012 ■ VoluMe 26 / NuMBeR 3

www.himss.org


VENdor: eXit StrategY

terMination Based  
on BreacH oF contract

Another reason to attempt to terminate 
a contract is because the software is not 
working. In this case, you may have more 
options to terminate sooner, but it is defi-
nitely not going to be simple. You will need 
to establish that the vendor breached the 
contract. If you are in the initial stages of the 
agreement, you may still have acceptance 
testing language or a warranty stating that 
the software will perform in accordance 
with certain criteria, including the user 
documentation and specifications.

You will need to review the contract 
language in these areas to determine if the 
issue you are experiencing is covered by 
the warranty and/or the acceptance test-
ing provision. Assuming it is you then need 
to review the contract to determine if there 
are any limitations on your remedies for 
the breach of contract. One area this might 
occur is in the actual acceptance testing or 
warranty section itself. If you agreed to any 
“sole and exclusive” remedies when you 
negotiated the contract, you may be limited 
in your remedies to what is stated (e.g., the 
remedy might be limited to the amounts 
paid only for the specific product or service 
at issue). In addition, the limitation of liabil-
ity section may further limit your remedies 
if you agreed to limit the vendor’s liability.

oBliGations uPon terMination

Most contracts contain obligations for the 
parties upon termination. For example, 
the confidential information section of the 
agreement may state that, upon termina-
tion, each party must return or destroy the 
other party’s confidential information. This 
would likely include the software and docu-
mentation. Some agreements require the 
user to provide some sort of written certifi-
cation that the software and documentation 
have been destroyed. If your software ven-
dor has possession of your protected health 
information, your business associate agree-
ment may contain certain requirements of 
the vendor, which you should consider fol-
lowing up on. 

In summary, there are a number of 
reasons why you may want to part ways 
with your software vendor. Understand-
ing the applicable contractual provisions 
will help you to navigate your way through 
the process so that your organization can 
cleanly move on to the next vendor. And 
don’t forget to plan ahead with the new 
vendor for the eventual, inevitable part-
ing of ways. JHIM

There are a number of reasons why you may want to 
part ways with your software vendor. Understanding 
the applicable contractual provisions will help you to 
navigate your way through the process.
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tEcHnoLogy By Rick Krohn, MA, MAS and David Metcalf, PhD

I
t’S not often that we get to witness—
let alone recognize—a watershed 
moment in US healthcare. But that 
moment is happening now. In just 

three years, mobile healthcare has blos-
somed at incredible speed and stirred tre-
mendous excitement—and hype—within 
the industry. Few technologies have the 
potential to radically alter the current 
paradigm in so many areas—patient care, 
clinical workflows and healthcare delivery, 
consumerism, among others—as mobile 
solutions.

From smartphones and tablets to apps, 
body sensors and telemedicine, these com-
pact, portable tools promise foundational 
shifts in healthcare quality and delivery 
that will dramatically impact stakehold-
ers at every level—from patients to C-suite 
executives—and deliver on the elusive 
promise of quality care, coordination and 
cost-savings.

Mobile innovation in healthcare is being 
driven by the tech sector, by cost-saving 
initiatives by providers and payers and by 
overwhelming demand from consumers. 
The tools of mobile computing—smart-
phones, PDAs, tablet PCs, patient moni-
toring devices and an avalanche of apps 
among them—are opening new vistas of 
opportunity for clinical collaboration.

It’s an evolutionary cycle. Telemedicine, 
voice recognition and home monitoring 
have been around for years, but the cur-
rent wave of mHealth product innovation 
is being driven by the convergence of form, 
function, a burst of entrepreneurship and 
favorable economics. mHealth devices have 
made dramatic leaps forward in terms of 

cost, bulk, weight, durability and perfor-
mance. And there are thousands of mobile 
healthcare apps already on the market, 
with more on the way. They include e-pre-
scribing, medical calculators, decision sup-
port tools, personal health records, health 
and fitness, patient medical and eligibility 
queries, for starters.

The explosion of mHealth is more than 
just a technology play. Mobile health solu-
tions support new treatment modalities, 
such as accountable care organizations 
(ACO), health information exchanges (HIE) 
and patient-centered medical homes.

Most significantly, mHealth is democra-
tizing healthcare, giving people the ability 
to understand and play an active role in 
addressing their health issues. mHealth 
provides a mechanism for healthcare con-
sumers—patients with both temporary 
and chronic health issues, as well as the 
healthcare conscious, the family caregiver 
and the “worried well”—to become respon-
sible stewards of their own health.

But if you think mHealth is all about 
smartphones and iPads, then you aren’t 
grasping the wealth of mHealth devices 
and software solutions that are proliferat-
ing throughout the spectrum of care, and 
the revolutionary impact this suite of tech-
nologies is having on the industry.

mHealtH aPPs

The potential universe of mHealth appli-
cations spans the payer, provider and 
healthcare consumer markets. There are 
literally thousands of mHealth apps and 
software programs available on the mar-
ket today—with hundreds more hitting 

the marketplace every month. One 2010 
study estimated that more than 7,000 
health-related apps are available through 
Apple alone. Nearly 3,000 healthcare-
related apps are available through other 
mobile providers.

Most mobile apps used by providers 
are drug and clinical references, but stud-
ies show that apps for e-prescribing and 
clinical decision support are quickly gain-
ing ground.

For example, the Medscape Mobile, an 
iPhone application, is essentially an exten-
sive and interactive drug reference with 
images and videos of medical conditions in 
addition to in-depth and up to date medi-
cal news. Yet another popular digital drug 
guide for smartphone is Epocrates, which 
is currently used by more than 100,000 
physicians.

Skyscape Medical Resources offers 
iPhone and Android, Blackberry and 
Windows Mobile applications with con-
tents such as outlines in clinical medicine, a 
medical calculator and a drug dosing tool.”

aPPs, WeB or MessaGinG?

Beyond apps, many people believe that 
HTML5 and other standards will allow 
mobile Web apps to catch up, surpass or 
merge with the capability of native OS apps 
that must be developed separately for each 
platform and tied to a closed-system app 
store model.

An important quote from Google found-
er Sergey Brin talked about this merger of 
Web and native apps at a recent I/O confer-
ence. Web apps are now able to go offline, 
and they can have richer graphics thanks 

Innovation
A Snapshot of mHealth’s Moving Target
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to HTML5.
“It’s getting similar to app frameworks,” 

he says. He also notes that there are ben-
efits to using web apps versus native apps, 
such as the lack of installation, and certain 
aspects of security. “It’s headed in a positive 
direction, but these are fairly recent devel-
opments,” Brin says. 

Another trend that extends beyond the 
structure of the app is the use of text mes-
saging in public health campaigns. Text-
4Baby is a popular program with signifi-
cant results in prenatal care. Some of the 
largest campaigns have been HIV cam-
paigns that have sent billions of messages 
to change attitudes and behaviors.

PeriPHeral devices

But the mobile health universe encompass-
es far more than just retail commodities like 
smartphones and tablets. A large host of 
peripheral devices already are available on 
the market, and scores of others are current-
ly in development. What these disparate 
devices have in common is that they allow 
providers to perform and patients to receive 
diagnostic care and treatment remotely—
whether the location is the patient’s home or 
a distant satellite clinic, miles from a central 
healthcare organization.

Dr. Patrick Soon-Shiong, Chairman of 
the Chan Soon-Shiong Family Foundation 
and Chairman and CEO of the Chan Soon-
Shiong Institute for Advanced Health, 
National LambdaRail, the Healthcare 
Transformation Institute and NantWorks, 
LLC, summarizes the needs and promise 
of mHealth including instant access to evi-
dence-based medicine available on a “Medi-
cal Information Highway” (Soon-Shiong).

The plan to use mobile technology in 
conjunction with cloud-based models for 
a secure, high-speed ecosystem that can 
influence health- instead of just healthcare. 
“It includes state of the art semiconductor 
chips, switches and encryption technolo-
gies, augmented reality, novel object and 
voice recognition technologies, broadband 
telecommunications services and ultra-low 
power remote monitoring devices.”

Mobile apps for healthcare will con-
tinue to be important, but other devices 
and peripherals that link to smartphones 

as a hub form an even broader picture of 
the capabilities of the mHealth ecosystem. 
Examples include a digital stethoscope, 
digital blood pressure monitor (connected), 
Bluetooth wireless digital weight scale, 
full body sensor body fat and  composition 
monitor, fingertip pulse oximeter, Blue-
tooth blood glucose meter, Avacen MOD, 
armband weight management system, 
sleep tracking systems, fitness watch with 
GPS and biosensing and many more. 

teleMedicine, reMote  
MonitorinG and roBotics

Another emerging trend that may influence 
the use of mobile technology is telemedi-
cine. There are several categories of tele-
medicine: store-and-forward, remote mon-
itoring, and interactive services. Store-and-
forward describes acquiring medical data, 
such as medical images, and transmitting 
the data to a physician or medical specialist 
at a remote location. Remote monitoring as 
a tool of telemedicine is focused principal-
ly on disease and condition management. 
Interactive telemedicine services provide 
real-time interactions between patients and 
providers via voice, text and data. 

The practice of remote medicine through 
the use of advanced telecommunications, 
robotics and other distributive means has 
influenced everything from doctors who 
perform consults remotely to specialists 
linking across the globe using high-resolu-
tion telepresence systems and for efficiency 
in trauma units like the example from Uni-
versity of Miami and Ryder Trauma Center.

Telemedicine also can be used to link 
eConsults with EMRs. Mobile access using 
video teleconferencing and telepresence 
systems will enable real-time, anywhere 
access for doctors and healthcare workers. 
This also could make initial record input 
and dispatch more efficient as patients are 
being admitted during emergency trans-
port. In some areas of medical education 
curriculum is being offered and delivered 
over mobile devices, such as Tuft Univer-
sity’s TUSK system.

coMPleMentarY tecHnoloGies 

There are huge opportunities for com-
plementary vendors to partner and bolt 

together boutique solutions within a mobile 
architecture. Several independent health 
technologies illustrate this point. Real-time 
location systems (RTLS) are being merged 
with mobile devices to accelerate patient 
throughput, manage staff, monitor at-risk 
family members and schedule utilization 
of high-value equipment.

Speech recognition tools are being 
employed via mobile devices for docu-
mentation, charge capture, scheduling and 
notes. Mobile video conferencing mated 
with robotics has spawned a new market 
segment – telepresence.  In each case—
RTLS, speech recognition and video—bou-
tique health technologies are innovating to 
perform in a mobile environment. mHealth 
solutions are being designed with the user 
experience in mind – there are now biomet-
ric monitors that capture data via ear buds, 
mHealth coaches that intuitively modify 
care plans as new data is obtained, and 
non invasive diabetes testing and report-
ing tools. We are constantly learning about 
new applications of mHealth solutions, of 
ways that healthcare delivery is being rein-
vented via mHealth solutions, and ways 
that mHealth is being married with com-
plimentary technologies to fundamentally 
alter healthcare’s workflows, economics 
and the patient experience.

Within the next few years mHealth is 
likely to evolve in unexpected ways, but 
one thing seems clear: mHealth is poised 
to evolve beyond apps and even beyond 
peripherals and systems. Perhaps it will 
transition toward more organic and embed-
ded technologies that will advance beyond 
external cognitive and physical prosthetics, 
as represented by current handheld mobile 
phones, into wearable pervasive pill-sized 
cameras and remote telerobotics now being 
deployed which were only a dream several 
years ago.

mHealth will genuinely personalize 
healthcare by virtue of its convenience, con-
nectivity, clinical and economic coherence. 
Its organizing principle is alignment—
alignment of the inputs to healthcare—the 
verticals, the venues, the spectrum of care-
givers, the technologies, the workflows—
within an integrated, interoperable system 
architecture that is efficient and accessible. 

tEChNoLoGy: a SNaPSHOt OF MHealtH’S MOViNg target
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mHealth will genuinely personalize 
healthcare by virtue of its 
convenience, connectivity, clinical 
and economic coherence.
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In sum, the mHealth ecosystem is going to 
change the way that each of us experience 
healthcare.

mHealth isn’t just a disruptive force in 
healthcare –it’s a displacement force that 
is reinventing healthcare delivery. And 
mHealth isn’t just a collection of apps and 
devices – it’s evolving through smart sys-
tems into its own ecosystem. That ecosys-
tem is still in a formative stage and some 
prime determinants—standards, security 
layers, compliance and regulation—will 
have a heavy influence on the adoption 
curve and the proliferation of mHealth 
solutions. JHIM
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M
any of us have used the 
term “on demand” to talk 
about inventory or help for 
accounting, administrative 

or clinical support staff. Can we also apply 
this to the healthcare chief information offi-
cer? The short answer is yes, but I know 
this may not resonate well for some.

On demand means just that, bring the 
resource in when you need it and move it 
out immediately when you don’t need it.  I 
have worked the role as a CIO and as a CIO 
consultant in the healthcare provider set-
ting for more than 25 years. I have many 
fond memories of the role I played as a 
hospital and system CIO. Understanding 
the culture of the organization and being 
imbedded in the management team are cer-
tainly key elements that make up many of 
our successful CIOs today.

However, the current times for the 
healthcare CIO are not as they were before, 
and there are some options that every 
CIO, CEO, CFO and COO must take into 
account as they manage their organizations 
through these “perfect storm” days. Execu-
tives today must figure out how to leverage 
technology and meet the requirements for 
Meaningful Use, ICD-10, health informa-
tion exchanges, accountable care organi-

zations, patient-centered medical homes 
and using social media to link providers 
and patients.

Having one person oversee all of these 
initiatives and leverage the technologies 
while balancing reduced budgets is becom-
ing more than a one person job. Large pro-
viders might have the ability to hire more 
highly skilled staff to support the CIO in 
these efforts. Smaller providers typically 
do not have the budgets in IT salaries to 
support this. I think the time is right to con-
sider CIO skills “on demand” for both large 
and small provider organizations.

The demands for integrating technol-
ogy in our healthcare environments can 
be overwhelming. Healthcare has always 
been recognized as a laggard in its use of 
technology—in most cases, 10 years behind 
or more. You only need to see how we deal 
with paper for information and the spider 
maze of insurance company billings to 
appreciate how far behind we are. Even 
the government has recognized this and 
that better patient care and outcomes can 
be achieved by leveraging technology. 
Unfortunately, it seems like we are trying 
to make up 10 years of technology gaps in 
three years or less.

Here are some real life examples and 

experiences. A CIO needs to have someone 
he or she can trust and be at the table when 
working vendors, consultants and even the 
senior management team. This can be a 
seasoned CIO who is available on a full- or 
part-time basis and is acting as the extra 
arms and legs that healthcare provider 
CIOs need these days, typically on one or 
several major initiatives. Another example 
is the “Mentor CIO.” Typically, this is a 
former CIO who has “been around” and is 
brought in to help mentor a new or up and 
coming CIO. Having a part-time mentor 
can be an excellent way to groom your new 
CIO and make sure that the projects and 
investments that support the organization’s 
strategies are adequately spent.

Finally, another example is “I am not 
sure I have the right CIO.” As the demands 
increase on the use and dollars for technol-
ogy, many CEOs, CFOs and COOs want to 
avoid costly technology disasters and are 
not sure their CIO has the ability to get 
them through this “perfect storm”. Bring-
ing in the outside CIO, sometimes working 
alongside your current CIO can provide the 
assurance that the executives need, espe-
cially when many boards are asking the 
question, “Are we sure we are doing the 
right thing in our technology investments?”

The ‘On Demand’ 
CIO Leader in 
Healthcare
Is Healthcare Facing More Initiatives  
and Technology than One Person Can Handle?

By Jack Hueter ExEcUtIVE LEadErsHIp
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There is another force in the marketplace 
that is making the on demand CIO attrac-
tive. Many seasoned CIOs who used to 
retire early are now continuing to work for 
many reasons—the stock market impact on 
their retirement earnings certainly is one. 
A significant number of talented individu-
als are available for short-term projects or 
part-time work. These are typically CIOs 
who don’t want to deal with the day-to-day 
operational issues, but welcome the oppor-
tunity to assist with focused efforts.

One thing we are all aware of is that the 
constant in healthcare is change. When a 
new CEO comes onboard, they will take a 
hard look at their technology leader and 
decide to make changes if they feel the 
organization needs one. Many times this 
does not mean the CIO was not a quali-
fied candidate. There are many reasons 
for change in management teams and the 
negative perception of someone because 
they leave an organization is many times, 
not a negative one.

The counter to the above strategies is to 
hire a consultant, typically from one of the 
large consulting companies. This does not 
always mean that you are hiring the best 
candidate but typically gives management 
some assurance since the consultant has 
the backing of a large firm. Sometimes this 
can be effective, sometimes not.

In summary, I would encourage health-
care executives to consider “on demand” 
resources for CIOs. This applies whether 
the need is interim, strategic, project specif-

ic, mentorship or just a change in IT direc-
tion. It can be effective both from a cost and 
strategic viewpoint. The market forces have 
put the biggest challenge we have ever seen 
on the healthcare CIO. Additionally, it has 
also provided good seasoned CIOs that are 
available to help. We are always looking for 
innovative ways to leverage technology, let’s 
apply this to the technology leadership as 
well. JHIM

I would encourage healthcare executives to consider 
‘on demand’ resources for CIOs. This applies whether 
the need is interim, strategic, project specific, 
mentorship or just a change in IT direction.
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VirtuALizAtioN: deSktOP VirtUalizatiON aNd MObile deViCe MaNageMeNtBy Ryan A. TerryVIrtUaLIzatIon

T
he proliferation of mobile 
technology into the daily lives 
of our workforce has forever 
changed the expectations placed 

on IT departments and data accessibility 
within healthcare. For years IT depart-
ments have recommended the central-
ization of data management, access and 
reporting. These recommendations often 
came with significant investments in enter-
prise systems, staff and governance struc-
tures designed to control the flow of data to 
clinicians, researchers and business units.

The challenge is that the information 
access requirements evolved faster than 
healthcare IT departments’ abilities to 
adapt systems to meet the needs of a con-
sumer workforce. Fortunately, many IT 
departments followed the trends of desktop 
virtualization and mobile device manage-
ment, with the promise of cost reduction, 
risk mitigation and bring-your-own-device 
(BYOD) strategies. Fundamentally, the 
aforementioned benefits can be achieved 

through implementing these strategies. 
However, today and in years to come, one of 
the most significant values these tools bring 
to healthcare will be enabling access to data 
in a form that the consumer workforce can 
rapidly consume.

Desktop virtualization and mobile device 
management (MDM) strategies enables the 
flexibility to adapt data governance and 
accessibility models at pace more consis-
tent with the evolving consumer audience 
expectations. They will achieve this ben-
efit through enabling secure, profile-based, 
federated data analysis.

Federated data analytics is, at its core, 
the dissemination of control over report 
development. IT departments that focus 
on this approach and leverage their invest-
ments in desktop virtualization and MDM 
will be able adapt to a constantly changing 
consumer device market while meeting the 
data accessibility needs of their consumers.

For example, desktop virtualization 
can enable access to many legacy report-

ing environments, giving anywhere, any 
device access to data in a usable form fac-
tor. MDM has the ability to leverage vast list 
of consumer applications to enable secure 
access to enterprise data. The combination 
of these strategies gives data consumers the 
ability to access information on any device 
and through the application of their choice. 
The challenge is re-thinking the function of 
IT within the governance process.

One federated approach is to rethink 
data management into a three tiered orga-
nizational system. Each tier has its own 
governance, staff, and function with respect 
to the delivery of technology and data to 
consumers. The central tier or inner core 
noted in Figure 1 is managed and lead by 
information technology resources, primar-
ily focused on maintaining the integrity, 
availability of the data, and the develop-
ment of enterprise wide reporting services 
for the outer two tiers.

The middle tier, also noted in figure 1, 
exists to provide more service line focused 

Desktop 
Virtualization  
and Mobile Device 
Management
Meeting the Data Accessibility  
Expectations of the Consumer Workforce
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reporting functions. This group of tech-
nology resources adheres to the techno-
logical guidelines for report development 
established by the inner core, but serves 
as focused analytics support for specific 
clinical, business or research departments.

The outer tier in Figure 1 is the consumer 
level of data accessibility and reporting. 
This is the tier that is enabled through 
desktop virtualization and MDM as they 
are given the most flexibility to modify data 
variables in an on-demand fashion. These 
users are given access to the centralized 
reporting environments that have been 
created to answer known questions about 

clinical, business or research challenges, 
but they also are provided secure access 
to data through applications and devices 
familiar to them. This familiarity and level 
of accessibility will make them highly effi-
cient consumers of enterprise data and 
change the way information technology 
can bring benefit the healthcare workforce.

As such, IT departments that adopt fed-
erated data accessibility models leveraging 
their investments in desktop virtualization 
and MDM will not only meet the expecta-
tions of a consumer workforce, but increase 
the benefit of information technology to the 
organization. JHIM
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The proliferation of mobile technology into the 
daily lives of our workforce has forever changed 
the expectations placed on IT departments and 
data accessibility within healthcare.

FIgUrE 1: Levels of data Access
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FOCUS Mobile health

L
everaging the power of new 
technologies, researchers fund-
ed by the Robert Wood Johnson 
Foundation’s Project Health-

Design are encouraging patients to track 
and share with clinicians observations of 
daily living (ODLs) and other information 
that can serve as important indicators of 
a patient’s health.1 Previous phases of 
Project HealthDesign focused on making 
personal health records more effective 
tools for patient self-care.2 The current 
phase takes the next step and tests the 
impact of patients’ use of smartphones 
and mobile devices to collect and share 
self-care information like ODLs with their 
healthcare providers.3 While ripe with 
potential to improve patients’ health, the 
use of mobile devices to generate and com-
municate health information subjects this 
potentially sensitive information to security 
risks. These risks, if unaddressed, pose a 

ABSTRACT
Robert Wood Johnson’s Project HealthDesign is exploring a vision of personal 

health records as tools for improved health decision-making by both patients 

and providers. In the latest phase, researchers are providing patients with 

smartphones to aggregate and send observations of daily living (ODLs) to 

healthcare providers, providing a richer picture of a patient’s day-to-day health 

status. Patients’ use of mobile devices to generate and communicate health 

information subjects this information to unique security risks for which solutions 

have not yet been discussed. When healthcare providers handle electronic, 

identifiable health information, they are subject to the HIPAA Security Rule. But 

HIPAA regulates providers, not patients. This paper discusses the factors that 

should be considered when protecting patient-generated health information 

created on or shared through mobile devices. It also recommends strategies for 

securing patient health information on mobile devices and implementing technical 

safeguards to ensure general device security.

KEYWORDS
mHealth, HIPAA, security, patient-generated health information, mobile device.

Lessons from Project 
HealthDesign 
Strategies for Safeguarding Patient-Generated Health 
Information Created or Shared through Mobile Devices
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potential obstacle to more widespread use 
of such tools by patients to generate and 
share health information.

Healthcare providers are subject to the 
Health Insurance Portability and Account-
ability Act (HIPAA) Security Rule, which 
outlines the safeguards that must be used 
to secure electronic, individually identifi-
able electronic health information (known 
as ePHI).4 But HIPAA regulates providers, 
not patients. When patients generate health 
information using applications on their 
mobile devices—whether they share it with 
their healthcare providers or simply use it 
to engage in their own self-management 
activities—the Security Rule does not apply.

Project HealthDesign involves activity 

that is neither provider activity subject to 
HIPAA nor autonomous patient activity 
for which providers could not conceiv-
ably be held responsible.5 Instead patients 
are collecting and transmitting ODLs and 
other health information in a research 
environment administered and overseen 
by healthcare organizations. This unique 
environment raises challenging questions 
regarding the responsibility of these orga-
nizations for information security.

As part of Project HealthDesign, each 
grantee team collects a variety of ODLs 
from patients using different technolo-
gies. Table 1 summarizes how each team 
is using mobile devices to collect ODLs and 
incorporate them into clinical care. While 

these activities are part of a research study, 
it is not hard to envision an environment 
in which healthcare providers routinely 
encourage patients to use mobile devices 
to collect and share clinically relevant 
information such as ODLs. As reimburse-
ment models for healthcare providers move 
toward episode of care-based bundling, 
shared savings incentives and capitation, 
there will be greater incentives for provid-
ers to more actively engage patients in daily 
self-management and care coordination. 

This paper suggests strategies for pro-
moting the security of health information 
generated by patients and shared with 
healthcare providers using mobile devic-
es, an area where clear legal standards 
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University of 
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Healthy Communities 
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Project Name iN Touch Estrellita BreathEasy Crohnology.MD dwellSense

Project Description The iN Touch team 
is examining how 
collecting ODLs 
via an iPod Touch 
impacts low-income 
youth who are 
managing obesity.

The estrellita team 
is creating a mobile 
application for collecting 
information from high-
risk infants and their 
primary caregivers that 
will allow the caregivers 
to more easily interface 
with clinicians to improve 
care and communication.

The crohnology.
mD team is 
helping young 
adults who have 
crohn’s disease 
create visually-
aided narratives 
of their conditions 
and responses to 
treatment. 

The crohnology.mD 
team is helping young 
adults who have crohn’s 
disease create visually-
aided narratives of their 
conditions and responses 
to treatment.

The dwellSense 
team is 
developing and 
evaluating new 
technologies that 
will monitor the 
routine of elders 
who have arthritis 
and are at risk for 
cognitive decline.

Devices Given to Patients iPod Touches Smartphones and scales Smartphones Smartphones and sensors Sensors and 
laptops

Information Flow ODLs are sent 
from iPod Touch 
to Thecarrot.com 
through an app on 
the iPod Touch. 
Thecarrot.com 
generates reports, 
which patients 
view through an 
online portal from 
Thecarrot.com 
and which are 
sent to healthcare 
providers’ eHRs.

ODLS are sent 
from smartphone to 
Healthvault through 
estrellita app on phone. 
Patients access reports 
through an app on the 
smartphone.

ODLs are sent 
from smartphones 
to the RTI server. 
clinicians view 
reports/dashboards 
through a portal or 
eHR. Patients may 
also view reports 
through dashboard 
on smartphones.

ODLs are sent from 
smartphones to project 
servers (data from sensors 
flow separately). Patients 
can access reports 
through an app on the 
smartphone. Patients can 
send healthcare provider a 
30 day read-only invite to 
view patient data in report 
mode via an iPad.

ODLs are sent 
from laptops 
to Healthvault. 
Reports are 
generated, which 
clinicians and 
patients may view 
on their laptops.

Use of SMS/Text 
Messaging?

Yes. Health coaches 
send and receive 
SmS messages  
to patients.

No. No. No. No.

Table 1: Project HealthDesign Grantee Teams’ Use of Mobile Devices
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do not exist. The paper draws on lessons 
learned by the Project HealthDesign 
grantee teams as they have attempted to 
strike a balance between data security and 
clinically effective information exchange by 
patients. The strategies reflect the unique 
“middle ground” environment in which 
Project HealthDesign grantees operate, 
with patient-generated information not 
subject to the HIPAA Security Rule, but 
maintained and transmitted as part of a 
research study designed, promoted and 
financially subsidized by healthcare orga-
nizations. While this environment may 
not be frequently encountered today, it 
may become a more prevalent framework 
for managing chronic illness in the future. 
Thus, the strategies discussed herein may 
have broader application in the future.

Special RiSkS  
pReSented by Mobile deviceS

Mobile devices such as smartphones pose 
unique risks to health information, such 
as loss or theft, unauthorized access, 
malware (viruses) and cloning.6 Since 
2009, HIPAA-covered entities have been 
required to report breaches of unsecured 
health information affecting 500 or more 
individuals.7 These breach reports strong-
ly suggest that risks related to the loss, 
theft and unauthorized access of mobile 
devices are likely to be more significant 
than sophisticated external threats. This 
threat assessment is an important consid-
eration in determining the type of safe-
guards that are appropriate in properly 
balancing security and clinical efficacy.

StRategieS foR SafeguaRding 
patient-geneRated HealtH 
infoRMation cReated oR SHaRed 
tHRougH Mobile deviceS

HIPAA Security Rule. Even where the 
HIPAA Security Rule does not apply, it is 
a useful starting point for understanding 
the types of safeguards that may be appro-
priate. At the same time, any set of strate-
gies must take into account the differences 
between an environment of provider-gen-
erated information, for which the Security 
Rule was designed, and an environment of 
ODLs and other information collected and 

transmitted by patients. Healthcare provid-
ers have direct control over their workforce 
and can require compliance with various 
security measures, but providers have no 

such authority over their patients. Thus, 
while both environments may warrant 
consideration of the same types of issues, 
in the world of patient-generated informa-
tion the Security Rule’s safeguards should 
be evaluated and implemented in a man-
ner not necessarily contemplated under 
HIPAA.

A complete explanation of the HIPAA 
Security Rule is beyond the scope of this 
paper, but a few elements are worth high-
lighting. The Security Rule is designed to be 
flexible and scalable so a covered entity can 
implement strategies that are appropriate 
for the entity’s particular size and organi-
zational structure, as well as the nature of 
the risks to its EPHI.8 Thus, some specific 
safeguards are required by the Rule; others 
are listed as “addressable” specifications.9 

The key Security Rule standards relevant 
to patients’ use of mobile devices to gener-
ate and share health information are listed 
in Figure 1.

The Security Rule also requires provid-
ers to assess the potential risks and vulner-
abilities to the confidentiality, integrity, and 
availability of ePHI.10 In a “risk analysis,” 
providers must often evaluate and weigh 
competing concerns. The experiences of the 
Project HealthDesign grantee teams indi-
cate that securing patients’ health informa-
tion without overburdening information-
sharing by patients is a challenge. Patients 
do not want to be inconvenienced, and their 
ability (in terms of knowledge and resourc-
es) to implement security measures on their 
mobile devices is limited. Taking the grant-
ee teams’ experiences into account, the fol-
lowing key questions should be considered 
in a risk analysis related to the protection of 
patient-generated health information cre-
ated on or shared through mobile devices:

Standards HIPAA Security 
Rule Section

Implementation 
Specifications

(R) = Required 
(A) = Addressable

Access Control 164.312(a)(1) ■n Unique User 
Identification

■n emergency Access 
Procedure

■n Automatic Logoff

■n encryption and 
Decryption

■n (R) 

■n (R) 

■n (A)

■n (A)

Audit Controls* 164.312(b) ■n (R)

Integrity* 164.312(c)(1) ■n mechanism to 
Authenticate 
electronic Protected 
Health Information

■n (A)

Person or Entity 
Authentication

164.312(d) ■n (R)

Transmission 
Security

164.312(e)(1) ■n Integrity controls

■n encryption

■n (A)

■n (A)

FiGUre 1: Key Security rule Standards relevant to 
Patients’ Use of Mobile Devices to Generate and Share 

Health information.19

*We have identified “audit controls” and “integrity” as security rule standards relevant to patients’ use 
of mobile devices to generate and share health information. However, based on the experiences of the 
Project HealthDesign grantee teams, there does not appear to be a need for a patient to log and audit the 
use of his or her mobile device, since it is generally only the patient who will have access to the device 
(the provider has access to the information sent by the patient from the device). Likewise, there should be 
no need for a patient to take steps to ensure the integrity of the ePHI the patient stores and/or transmits 
through the mobile device since the risk of alteration or destruction is low.
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■n Complexity and cost. Does a patient’s 
smartphone come with built-in security 
tools (e.g., encryption), or would the patient 
would have to buy, download and install 
third-party software?

■n Patient ability. Could the patient 
reasonably install and implement the soft-
ware?

■n Effect on clinical care. Will imple-
menting an access measure—like a pass-
word—lessen the patient’s willingness to 
report health information?

■n Measure of risk. Will ePHI includ-
ed on or transmitted through a patient’s 
mobile device cause the patient harm or 
embarrassment if breached?

When healthcare providers are provid-
ing their patients with mobile devices and 
encouraging them to share their health 
information as part of a provider-led ini-
tiative, they may take responsibility for 
implementing certain security activities on 
the patient’s behalf. While patients using 
mobile devices outside of a provider-led 
initiative will likely make security deci-
sions with minimal provider involvement, 
providers can and should be more involved 
in security when the provider is designing 
and subsidizing the information exchange. 
These facts are critical to the risk analysis.

For example, if a provider expects 
patients will simply not use smartphones 
that automatically log off after a specified 
period of time, or if patients will feel incon-
venienced by having to input a password, 
the provider should take these facts into 
account when determining what security 
measures to implement directly or to rec-
ommend a patient implement. Because 
the decision to protect the patient’s health 
information ultimately rests with the 
patient, security measures should be rec-
ommended with the likelihood of patient 
compliance in mind.

tRanSMiSSion SecuRity  
and encRypting data at ReSt

Healthcare providers must implement 
technical security measures to guard 
against unauthorized access to ePHI being 
transmitted over an electronic communica-
tions network.11 The Security Rule allows 
for ePHI to be sent over an electronic open 

network as long as it is adequately pro-
tected.12 Encryption is the “addressable” 
implementation specification most relevant 
to patients’ use of mobile devices to com-
municate with their healthcare providers.13

Mobile devices can transmit data in 
various ways, such as Internet protocols 
(used by many of the software applications 
developed by Project HealthDesign grantee 
teams), e-mail (which uses traditional Inter-
net protocols), voice (traditional telephone) 
and SMS/text messaging. Text messaging 
holds significant promise for bidirectional 
communication between healthcare pro-
viders and patients. However, the sensitiv-
ity of patients’ health information and the 

risk that such information may be inappro-
priately accessed either while at rest or in 
transit suggest that encryption should be 
employed—or at least evaluated—to pro-
tect patient-generated health information. 

Figure 2 provides background information 
related to the encryption of text messages.

The experiences of the grantee teams 
suggest the following strategies. First, 
providers that give patients mobile devices 
should investigate whether they can pre-
set any built-in encryption tools for data 
at rest. Providers and patients should also 
investigate the availability, effectiveness, 
and price of third party tools that encrypt 
data being transmitted through text mes-

FiGUre 2: Text Message encryption background

Encrypting 
Data at Rest

■n many smartphones include built-in encryption capabilities for data 
at rest. For example, through the Blackberry enterprise Server, 
Blackberry enables an enterprise to set the security policies for its 
employees’ phones. Patients who have smartphones that are not 
provided by their employer or are not otherwise part of an enterprise 
system would probably have to work with their wireless carrier 
or device provider to enable their options for encrypting data at 
rest on their phones. Alternatively, healthcare providers providing 
the smartphones could take responsibility for enabling encryption 
options for them.

■n many smartphones allow patients or enterprises to add third party 
applications, including encryption/decryption and other security 
tools, to their phones. There are a number of third-party applications 
available in the iPhone App Store, for example, that will further 
encrypt data at rest on a smartphone. The price of these applications 
varies, and the difficulty of installation/use can be high.

Encrypting 
Data in Motion

■n Unlike wireless Internet, the network channels over which text 
messages are sent in the United States are not encrypted via Secure 
Sockets Layer (“SSL”) or Transport Layer Security (“TLS”) encryption 
methods. This means that text messages are not automatically 
encrypted as they transverse carriers’ wireless channels en route to 
another smartphone (or elsewhere). 

■n Unless an enterprise or a patient buys a third-party software tool 
that scrambles the text message before it leaves his/her phone and 
unscrambles it upon reaching its destination, text messages can be 
intercepted in transit and read.

■n Third-party software applications to encrypt text messages in transit 
are available in the iPhone App Store, for example. The cost of these 
software tools varies. most tools require the user to configure various 
options after the software is downloaded, to obtain additional keys, 
and to engage in other activities that make installation and use of 
these software applications challenging. 

■n It is probably not realistic to assume that individual patients would 
be capable of installing third-party text message encryption software 
on their smartphones for the purposes of protecting ODLs or other 
information they communicate to their healthcare providers through 
their smartphones.
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FiGUre 3: Spotlight on Project Health Design Grantees

Project Name Description

iN Touch ■n Project HealthDesign’s iN Touch grantee team is examining the potential of collecting ODLs from youth suffering from 
obesity and depression. Under the project, participating youth enter ODLs into their iPod Touch, which sends the ODLs 
to Thecarrot.com via a wireless Internet connection. The carrot.com generates weekly summary reports based on the 
ODLs and sends them to the participants’ healthcare providers’ eHRs. The reports are encrypted via SSL when they are 
transmitted to healthcare providers’ eHRs. To prevent inadvertent or unauthorized access to patient health information, 
the iN Touch team pre-set the participants’ iPod Touches to automatically lock after five minutes of inactivity. They also 
installed the Find iPhone and mobilemeapplications on the iTouches to help locate and remotely erase data from devices 
reported lost or stolen, and asked the individual project participants to do their part to safeguard their iTouches and their 
personal information.

■n The iN Touch grantee team also notes that patient’s ability to refrain from sharing his or her phone with family members 
may depend on socio-economic status. Patients with low-incomes may have only one phone that is used by all family 
members. Thus, the grantee team did not feel they could stress, as an absolute, not sharing the phone with family members 
but instead advised participants on the risks of sharing.

dwellSense ■n Project HealthDesign’s dwellSense grantee team is developing and evaluating technology to monitor the routines of older 
individuals who have arthritis and are at risk for cognitive decline. The grantee team has placed wireless sensors that 
capture routine daily activities (e.g., using a telephone, making coffee, taking medications) throughout patients’ homes. 
The sensors send data to a nearby laptop computer, which enables the process to occur automatically and unobtrusively. 
The sensor data is then transmitted from the laptop into a PHR, where custom applications turn it into individualized 
visualizations for both the patients and their clinicians. 

■n Because the sensors are small and unobtrusive, they have limited computing and battery power. As a result, the grantee 
team undertook a risk analysis and decided not to encrypt the data as it moves from the sensor to the laptop (the data is 
encrypted as soon as it enters the laptop and remains encrypted thereafter). To do so would have required more computing 
power and a stronger, larger and more obtrusive battery, which would have to be changed daily. The grantee team took 
these operational issues into consideration when performing its security measure risk analysis. For example, it looked into a 
more secure radio signal to combat security risks to the unencrypted data, but this also would have required greater battery 
power. After a thorough analysis, the grantee team determined that sending unencrypted data from the sensor to the 
nearby laptop presented a reasonable risk that was worth taking in order to facilitate the project.

saging. If implementation of encryption 
is not feasible, providers giving patients 
mobile devices should engage in alternative 
protections, such as limiting the nature and 
extent of ePHI transmitted via unencrypted 
channels (e.g., careful wording of messages 
to and from patients),and direct patients 
to obtain detailed information through a 
web portal or other secure means. Further, 
providers that have supplied patients with 
mobile devices should offer education and 
training to patients on the risks of transmit-
ting EPHI through text messages.

acceSS contRolS and  
peRSon/entity autHentication

Healthcare providers must implement 
technical safeguards to limit access to EPHI 
only to those authorized.14 There are a vari-
ety of access control methods and techni-
cal controls that are available within most 
smartphones and other mobile devices. 
The access control implementation speci-

fications most relevant to patients’ use of 
mobile devices to communicate with their 
healthcare providers are (i) use of unique 
user identification (required);15 (ii) use of 
automatic logoff (addressable)16 and (iii) 
encryption/decryption (addressable and 
discussed previously).17 With respect to 
authentication, healthcare providers must 
implement procedures to verify that a per-
son or entity seeking access to EPHI is the 
one claimed.18

As the Project HealthDesign grantee 
teams learned, convenience and usability 
are key factors influencing a patient’s will-
ingness to use a mobile device to collect 
and share patient-generated health infor-
mation. Patients generally view security 
measures like passwords and automatic 
log-off features as obstacles, and they may 
be resistant to complying with these secu-
rity measures or their compliance may 
interfere with the effective flow of patient-
generated health information to providers.

With this in mind, healthcare provid-
ers providing patients with mobile devic-
es should probably not require patients 
to password protect their mobile devices. 
Instead, providers should educate their 
patients about the risks of unauthorized 
access to mobile devices, make recom-
mendations about proper access control 
measures and try to help patients make 
thoughtful and informed choices. Health-
care providers who have the resources to 
do so should offer education and training 
on use of passwords and proper device 
handling. (Those without such resources 
should consider providing fact sheets or 
informally educating their patients dur-
ing visits.) Healthcare providers may 
want to ask patients to sign a statement 
indicating they understand the height-
ened risks if they do not protect their 
mobile devices with passwords, enable 
their device’s automatic logoff function 
and refrain from sharing their device 
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with friends and family. Figure 3 spot-
lights some transmission security and 
access control activities undertaken by 
two Project HealthDesign grantee teams.

concluSion

While the collection and transmission of 
patient-generated health information using 
mobile devices is occurring today primarily 
under tightly controlled research circum-
stances, all signs indicate that patients’ use 
of such devices to manage their health will 
increase. And as reimbursement models 
for healthcare providers incorporate cost 
containment incentives, there will be 
greater interest by healthcare providers in 
leveraging smartphones and other tech-
nologies to prevent costly complications. 
Project HealthDesign has demonstrated 
that it is possible to implement workable, 
technology-forward security protections 
for information in and shared through 
smartphones or other mobile devices, and 
they are critical to facilitate the widespread 
use of these tools by patients and healthcare 
providers. JHiM
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T
he healthcare world is being 
upended by legislation and law-
suits. In the midst of the upheav-
al, a quiet revolution is taking 

place that will change the way hospitals, 
doctors and patients interact. The battle-
ground—your cell phone. Welcome to the 
mobile health (mHealth) world.

On June 7, 2011, the World Health Orga-
nization (WHO) released the latest install-
ment of the Global Observatory for eHealth 
series entitled mHealth: New horizons for 
health through mobile technologies.

WHO chronicles the adaptation of 
medical and public-health practice sup-
ported by mobile devices, such as mobile 
phones, patient monitoring devices and 
other wireless devices. One of the most 
frequently reported types of mHealth ini-
tiatives was mobile telemedicine. Specific 
concerns arising from the report includ-
ed data security and privacy, which are 
naturally the areas of the greatest risk for 
mHealth adopters.

On the heels of the WHO report, the 
Food and Drug Administration (FDA) 
issued draft guidance on July 21, 2011, for 
how the FDA plans to regulate mobile 
medical applications, including mobile 
phone applications.1 Under the proposed 
guidance, the smartphone in a physician’s 
pocket could become a regulated medical 
device—on par with a pacemaker, ortho-

pedic implant, or renal stent. Public com-
ments on the draft guidance were due on 
Oct. 19, 2011, and the final version of the 
guidance has not yet issued.2

In contrast to the more cautious 
approach taken by the FDA, the Depart-
ment of Health & Human Services (HHS) 
launched a number of mHealth initiatives 
under the auspices of its Text4Health Task 
Force, which are designed to encourage the 
development and use of mHealth applica-
tions.3

Ladies and gentlemen, the battle has 
begun.

This article provides highlights of the 
emerging mHealth field, with an introduc-
tion to applicable devices and applications; 
regulations related to these devices and 
applications; and the legal minefield into 
which device users may be walking.

Medical deviceS and applicationS

Mobile health devices and applications are 
used for the collection, storage and trans-
mission of patient medical information, 
and include mobile applications which, in 
essence, turn a smartphone into a medical 
device. These devices and applications do 
not target just the healthcare profession-
al—approximately one-fifth of the 5,000 
identified mHealth applications are for 
the general public.4 The range of applica-
tions runs the gamut from applications that 

Mobile health
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allow patients to communicate and receive 
information from their providers to appli-
cations that enable providers to monitor 
patients in real-time.

Additionally, these devices and applica-
tions are providing secure communication 
channels for discussing treatment by the 
provider with other medical professionals. 
Of course, there is also the role that smart-
phones enabled with mHealth applications 
will play in the retrieval of electronic medi-
cal records (EMR). As you will see from 
the following examples, there is always an 
“app” for that.

patient-pRovideR coMMunicationS

There is a growing trend in hospitals and 
practitioner offices to have customized 
applications to provide patients with ser-
vices such as scheduling and emergency 
room wait times. Sometimes the application 
itself provides and directs the communica-
tion automatically. For example, research-
ers at UNC Chapel Hill, The Justin Smith of 
Psychological Assessment Resources Inc. 
and the Children’s National Medical Center 
developed an application that walks a user 
through a series of questions regarding the 
likelihood that someone has suffered a con-
cussion. The application can then e-mail 
that information to a doctor to speed the 
treatment of the injury.5

pRovideR-patient MonitoRing  
and data collection

There are some interesting examples of 
patient monitoring and data collection 
devices and software that have already 
received FDA clearance. AirStrip offers 
smartphone applications that deliver 
patient monitoring data to the provider’s 
phone.6 The vendor’s applications include 
labor and delivery monitoring7, ECG moni-
toring and overall patient monitoring and 
providing patient information including lab 
results, vital signs and medications.

Another example is Mobisante, which 
recently received FDA clearance for a 
smartphone-based ultrasound imaging 
system. The device is a handheld ultra-
sound probe and interface to allow the user 
to see and save real-time ultrasound images 
on his or her phone.8

pRovideR-Medical  
pRofeSSional coMMunicationS

Mobile communication between profes-
sionals will happen—with or without 
a specific application—by virtue of the 
high concentration of smartphone use by 
professionals. QuantiaMD is an online 
physician-to-physician network where 
physicians interact to ask questions and 
learn about clinical issues. The network 
even provides forms and questionnaires 
to use in assessing patients, all available 
from a user’s phone.9 Another example 
is CARE TeleSolutions, a web based ser-
vice provider for the transmission of high 
resolution patient images used in clinical 
diagnosis and reporting from the imaging 
equipment to the Internet.10

CellScope takes the imaging concept a 
step further by providing physical equip-
ment that changes a smartphone’s cam-
era into a diagnostic-quality microscope 
to allow the capture and transmission of 
images for diagnosis.11

For all of these devices and applications, 
the key is interconnectivity. But, with the 
reward of interconnectivity comes risk. 
Some of these devices and applications are 
regulated by the FDA, some will soon be 
regulated and all implicate HIPAA.

Regulation by tHe fda

The FDA regulates medical devices through 
one of two processes: premarket notifi-
cation, also known as the 510(k) process, 
for Class I and II devices; and premarket 
approval, also known as the PMA process, 
for Class III devices. The 510(k) approval 
process is allowed for devices that are 
“substantially equivalent” to a pre-existing 
device already approved and in use. If the 
device is “new,” or otherwise unlike any 
currently existing device, the manufacturer 
must go through the PMA process to dem-
onstrate reasonable “safety and effective-
ness,” a much more onerous task.

An even faster process is available if 
the device is deemed to be a Class I device 
and not subject to the 510(k) process or the 
PMA process. These devices include Medi-
cal Device Data Systems (MDDS), devices 
that are “intended to transfer, store, con-
vert from one format to another according 

to preset specifications, or display medical 
device data” and that “are not intended to 
be used with active patient monitoring.”12 
Although not specifically addressed in 
the Draft Guidance, it is easy to imagine 
mHealth applications that turn smart-
phones into quasi-medical devices that fall 
into this definition of Class I devices and are 
therefore subject only to general controls 
under the FDA.

Before the Draft Guidance, the FDA 
regulated mHealth applications as devices 
when the application turned the smart-
phone into a medical device. The Draft 
Guidance now defines a “mobile medical 
app” as (1) a device intended for use in the 
diagnoses, cure, treatment or prevention of 
disease that (2) is used as an accessory to a 
regulated medical device or transforms a 
mobile platform into a regulated medical 
device.13

The Draft Guidance appears to clarify 
that it is only those mHealth applications 
that rise to the level of changing a smart-
phone into a “medical device” that will be 
regulated. As stated in the Draft Guidance, 
“This narrowly-tailored approach focuses 
on a subset of mobile apps that either have 
traditionally been considered medical 
devices or affect the performance or func-
tionality of a currently regulated medical 
device.”14

However, the FDA has left open the 
option to “exercise enforcement discretion” 
toward mHealth applications that are not 
“mobile medical app[s]” as defined above, 
but are nevertheless “medical devices.”

legal RiSkS aSSociated  
witH Mobile deviceS

Using and manufacturing mobile devices 
and applications. Generally, manufactur-
ers of medical devices are provided some 
protection from tort lawsuits under the 
“learned intermediary” doctrine, where 
the manufacturer only has the duty to 
warn the physician (i.e., the learned 
intermediary) and not the consumer of 
risks associated with the device,15 and 
the “sophisticated user” test, where a 
manufacturer has no duty to warn a user 
of product dangers if the user “possess-
es special knowledge, sophistication or 

31www.himss.org n summer 2012 n Volume 26 / Number 3

http://www.ems1.com/ems-products/software/articles/1057039-App-for-mobile-phones-helps-diagnose-concussions
http://www.airstriptech.com
http://www.ama-assn.org/amednews/2011/05/30/bica0530.htm
http://www.accessdata.fda.gov/cdrh_docs/pdf10/K102153.pdf
http://www.quantiamd.com
http://www.i2itelesolutions.com
http://cellscope.berkeley.edu/
www.himss.org


FOCUS: TITLeFOCUS: A BRAve NeW WORLD

expertise in relation to the product.”16

However, these protections are being 
steadily eroded by state courts. Protection 
for manufacturers from common-law tort 
claims has come from an unlikely source: 
the United States Supreme Court.

In 1996, the Court ruled that a lawsuit 
against the manufacturer of a medical 
device that had gone through the 510(k) 
process was not federally pre-empted 
because the device had not been found by 
the FDA to be safe and effective, just sub-
stantially equivalent.17 As discussed above, 
this is the difference between a Class I or 
Class II premarket notification process 
and the more stringent Class III premarket 
approval process.

In 2008, the Court visited a related issue 
and ruled that a lawsuit against the manu-
facturer of a medical device was federally 
preempted because the lawsuit questioned 
the safety or effectiveness of the device 
which had received Class III premarket 
approval from the FDA.18 Therefore, it 
appears that obtaining Class III premar-
ket approval provides a layer of protection 
against tort liability for medical device 
manufacturers.

These protections for manufacturers 
increase the risk that liability may fall to 
healthcare providers when devices and 
applications used for clinical diagnostics 
are sent home with patients. There is the 
possibility that the patient will not enter 
information accurately or completely, and 
the doctor will make an incorrect diag-
nostic decision based on that information. 
Instances such as this could give rise to law-
suits pulling in all the deep pockets: manu-
facturer, hospital and doctor. The current 
net of medical malpractice and product 
liability laws will most likely be implicated 
and cushion the blow to the manufacturer, 
hospital and doctor. However, it would only 
take one instance of unconscionable injury 
with nominal relief to draw the ire of leg-
islators and policy makers, with uncertain 
and potentially damaging results.

Additionally, hospitals may very easily 
find themselves in the undesirable position 
of being subject to the same liabilities and 
regulations as device manufacturers. The 
FDA has indicated that a health care facil-

ity that (1) buys software or hardware that 
is then added to or modified such that it is 
able to transfer, store, convert or display 
medical device data and (2) uses the modi-
fied device or software (or application) in 
clinical practice will be considered a “device 
manufacturer” under section 807.3(d) of 
Title 21. Such designation brings with it 
the responsibilities under Part 803 to estab-
lish and maintain adverse event files and 
submit annual reports to the FDA. Even if 
such devices were to fall under the MDDS 
definition above, manufacturers of such 
devices must implement the required gen-
eral controls of Class I devices for quality 
systems which govern the methods, facili-
ties and controls for the design, manufac-
ture, packaging and servicing of the devices 
to ensure that they are safe and effective.19 
Classification as a medical device manu-
facturer surely in most cases will be an 
unintended consequence of the hospital’s 
desire to innovate and provide better and 
more coordinated patient care.

For all mHealth devices, there is also the 
risk of off-label use. Off-label use occurs 
when a medical device is used in a manner 
not approved by the FDA. Unfortunately, 
off-label use can occur innocently, such as 
when a doctor uses a device or application 
in a way that benefits the patient and the 
doctor, but is nonetheless “unapproved.”

In other cases, manufacturers may 
knowingly promote a device for a certain 
procedure or function, when it was another 
device that was actually approved to per-
form that procedure or function. Both of 
these instances can lead to litigation.20 It is 
therefore important to educate the device 
users as to the official, approved uses of the 
devices, and to investigate the FDA clear-
ance status and description of any new 
devices touted by manufacturers.

MHealtH pRivacy  
& SecuRity conceRnS

The very benefits of mHealth, including 
mobile access and the ability to share data 
and images with a few keystrokes, raise 
serious privacy and security concerns. 
HIPAA requires covered entities, such as 
hospitals and physicians, to comply with 
security and privacy regulations designed 

to protect patients’ protected health infor-
mation (PHI). PHI is defined as “individu-
ally identifiable health information” that 
is transmitted or maintained in electronic 
media or in any other form.21

The HIPAA security standards establish 
the measures a covered entity must take to 
ensure the confidentiality, integrity and 
availability of all electronic PHI created, 
received, maintained or transmitted by 
the covered entity.22 A covered entity is also 
required to implement protections against 
anticipated security threats; protect against 
any reasonably anticipated impermissible 
uses or disclosures of ePHI; and ensure 
that its workforce members comply with 
the security standards.

The HIPAA security standards, which 
are divided into administrative, physical 
and technical safeguards, organizational 
requirements and policy/procedure/docu-
mentation requirements, run the gamut 
from basic requirements such as the use of 
password protection and access controls, 
to more detailed monitoring and security 
breach response requirements. mHealth 
users must familiarize themselves with 
these requirements and ensure that appro-
priate measures and policies are imple-
mented. For example, before workforce 
members are allowed to use mobile medi-
cal devices, the hospital or other healthcare 
provider must ensure that it has policies 
and procedures in place that govern the 
use of mobile devices.

The HIPAA privacy requirements also 
significantly impact the use of mHealth 
devices and applications. Pursuant to these 
requirements, only authorized individuals 
may access, use or disclose PHI, and such 
access, use or disclosure must be for only 
specifically enumerated purposes. Any 
impermissible access, use or disclosure 
constitutes a HIPAA violation that may 
subject the institution to significant fines.

Additionally, under the breach regula-
tions implemented under the HITECH Act, 
a breach of unsecured PHI occurs when-
ever PHI that is not encrypted or other-
wise secured is impermissibly acquired, 
accessed, used, or disclosed, resulting in a 
significant risk of financial, reputational or 
other harm to the patient whose PHI was 
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the subject of the breach.23 In the event 
of a breach, the provider must notify the 
patient(s), HHS, and, in situations involv-
ing the PHI of more than 500 individuals, 
the news media, regarding the details of the 
breach and take measures to protect against 
further incidents. The provider may also 
be subject to significant fines as result of 
the breach.

The potential for HIPAA violations asso-
ciated with the use of mHealth applications 
and devices is staggering. Smartphones can 
be easily misplaced or stolen. Additionally, 
many users do not understand the extent to 
which data is stored in the device’s mem-
ory, and may assume that deleting an app 
or e-mail is sufficient to eliminate the PHI. 
Such users may then discard, recycle, or gift 
the device to another person—along with 
all PHI stored on the device. Some provid-
ers also chafe at password and encryption 
requirements that are perceived to slow the 
needed flow of information.

Healthcare providers must be sensi-
tive to these issues and craft and enforce 
appropriate policies regarding the use 
of mobile devices to access or use PHI, 
including how to ensure PHI is protected 
in the event that a healthcare team mem-
ber resigns or is terminated. These issues 
are especially fraught with peril in situa-
tions in which the team member is using 
his or her personal mobile device to access 
or use PHI. The use of personal mobile 
devices itself is problematic; the mHealth 
world is one of the only environments 
currently in health care where providers 
know that unauthorized devices are used 
to enter information into patients’ medical 
records, a situation we never thought we 
would find ourselves in after the issuance 
of the HIPAA security rules.

Another area of risk is hacking. While 
smartphones’ vulnerability to hacking 
and viruses should be well-recognized, 
as recently demonstrated by cybersecu-
rity expert Jay Radcliffe, some traditional 
medical devices can also be hacked.24 Mr. 
Radcliffe hacked into Medtronic Inc.’s Par-
adigm insulin pump and demonstrated that 
he could modify the insulin levels and turn 
off the pump. The vulnerability of medical 
devices is an indication of the vulnerability 

of applications as well. These vulnerabili-
ties could lead to the creators and imple-
menters of mHealth applications being lia-
ble for HIPAA-related security of informa-
tion and negligence for not providing better 
security. The real battle will be in situations 
we have not yet addressed, such as when a 
patient’s death occurs from malicious hack-
ing or a virus wipes or alters diagnostic 
information that is used by practitioners 
to make treatment decisions. Informa-
tion technology professionals will play a 
key role in interpreting highly technical 
encryption standards adopted by HIPAA, 
as well as monitoring and developing strat-
egies to combat electronic security threats.

concluSion

mHealth issues will continue to multiply as 
our mobile devices become an even more 
integral part of our life. The wise healthcare 
provider cannot embrace this brave new 
world without a healthy dose of caution 
and ample preparation. Such preparation 
requires input from clinicians, informa-
tion technology professionals, compliance 
personnel, attorneys, administrators, and 
health information management profes-
sionals. Each of these groups brings an 
important perspective to bear and must 
work together to craft and implement 
reasonable policies that balance the need 
for privacy and security with the benefits 
mHealth devices and applications bring to 
providers and patients. JHiM
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FOCUS Mobile health

The Mobile Phone as 
a Tool for Providing 
Primary Healthcare
Feasibility Study for Deploying Mobile Technology
By Ambika Goel; Sarath Gopalan; and Ranjit Roy Chaudhury

ABSTRACT
Over the past decade mobile phones have revolutionized the way we communicate. They have made the world a smaller place 

where people can interact with each other, irrespective of which part of the world they are in. mobile phones are generally 

affordable and available to most of the population, making them more accessible than computers and far more cost-effective than 

hospital beds. Therefore, mobile technology has the potential to revolutionize healthcare in developing countries, particularly in the 

area of health awareness schemes and training of healthcare professionals.

This paper reports the results of a health IT initiative aimed at using mobile phone technology to spread medical care among 

people in slum areas. A survey was done in an urban slum setting to test the feasibility of deploying mobile technology for 

providing primary healthcare services. The design of the study was based on a “Regionalised Service Delivery model.” The visits 

to the slum revealed that people of the community accepted the use of technology for accessing healthcare. Although the slum 

did not have a regular electricity supply, people were attuned to use the mobile phones on a daily basis and walked to the nearest 

market areas to charge their handset batteries. This helped us to approach them with our concept of introducing technology, 

analyze the mindset of the people of the slum, understand the feasibility of technology intervention for healthcare and to collect 

database of common medical symptoms to form the database of the mobile phone application.

KEYWORDS
Health IT, mobile phones, heathcare, mobile phone technology, deploying mobile technology, technology for healthcare, use of 

mobile phones, e-health, technology intervention, mobile phone application.
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M
obile phones have been 
one of the most striking 
technological developments 
in recent decades. This tech-

nology has grown not only in performance, 
but also in the development of networks, 
and has received a huge acceptance by all 
sections of the population, both in devel-
oped and developing countries. As a result, 
mobile telephony and its services like SMS 
has become an important new means of 
communication, even among low-income 
groups.

According to an overview by the Unit-
ed Nations Foundation, Vodafone Group 
Foundation and Telemedicine Society of 
India (August 2008), there are more than 
3.5 billion mobile phones in use across the 
globe and this figure is set to double in the 
next decade. Telephony was introduced in 
India in 1882. India has become one of the 
fastest-growing telecom networks in the 
world, and in June 2011, the total number 
of telephone subscribers in the country was 
885.99 million, with 851.70 million of these 
being mobile phone subscribers.1 The role 
of telemedicine in clinical care, education, 
research and training in health sector con-
tinues to grow all over the world.

In urban areas, hospital beds are inad-
equate and available outpatient facilities 
are stretched by crowds of patients from 
the neighborhood areas who are in need of 
medical consultation for minor ailments 
which could be managed at the commu-
nity level. This wastes valuable resources 
which could be utilized for attending to 
cases which deserve hospital care. Different 
types of service delivery models have been 
suggested for providing effective services 
in the urban areas. We planned to use one 
of these alternative models, the “Mobile 
Based Regionalized Service Delivery.” 
This model consists of a link worker in the 
community for a group of delineated house-
holds, who is trained to attend a sick fam-
ily member of his group and manage the 
morbidity with the active help and support 
of a medical doctor available on a mobile 
phone. Each hospital will maintain a list 
of such link workers and will actively sup-
port the patients referred by them. This will 
include verbal advice during initial consul-

tation and further physical support in case 
of further referral to the hospital and sup-
port for monitoring follow up referrals with 
the link worker.

It is generally believed that the use of 
mobile phone by link workers for access-
ing healthcare will improve the quality 
of the service in poorly served areas and 
decrease the unnecessary patient visits to 
the hospitals for minor ailments. This sur-
vey assessed the acceptability of technol-
ogy intervention by the people. Since any 
software designed for such an intervention 
should be customized to the commonly 
occurring ailments in a given community, 
this survey aimed at collecting informa-
tion about the common ailments faced in 
the community being studied.

The survey helped to assess the socio-
economic status of the slum and to observe 
their acceptance for the intervention of 
mobile phones for primary healthcare. A 
slum settlement “Brar Square” was selected 
for the survey because of previous interac-
tions in the community by one of the co-
authors (SG). Six persons from the commu-
nity volunteered to work with us as “Link 
Workers” (two males, two females and two 
as backup) to help in data collection. The 
slum was thus divided into four sections, 
one under each link worker. The data was 
collected by each link worker for the hous-
es/families under him/her and recorded in 
the data sheets which were designed for the 

purpose. Detailed information of the popu-
lation under study and the symptoms com-
monly faced by them was collected through 
this questionnaire. (Table 1.)

Additionally, the people were also ques-
tioned about their responses to the type of 
technology service which was to be intro-
duced.

The survey was conducted over approxi-
mately six weeks during the summer 
months. Regular visits (once in 10 days) 
were made to the area by the doctor in 
order to maintain contact with the people 
and to provide primary medical consulta-
tion till the time the technology was ready 
to be deployed.

AHERF tied up with a technology com-
pany for development of the mobile phone 
application. This was a bilingual applica-
tion which once installed on the mobile 
phone would work as an SMS facility. The 
steps for the application to work are as fol-
lows:

With the help of the link workers identi-
fied from within the community, each resi-
dent of the slum would be registered on the 
software through the mobile phone and 
would be given a unique ID. This would 
include registering the mobile number of 
each person, family details, number of BPL 
families, etc. So every time a patient needs 
consultation, only the ID will be entered 
and patient details would be retrieved. (The 
link workers would be trained well to use 

S.No. Symptom Name No. of Patients Percentage

1 Stomach Ache 8 9

2 cough 5 5

3 Asthma 10 11

4 malnutrition 21 21

5 Pregnancy 6 6

6 Fever 17 18

7 constipation 16 17

8 chest Pain 10 11

Total    93

Table 1: Summary of Common Symptoms Identified in the 
Slum Area – November 9, 2009
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the application properly.)
For medical consultation a person would 

seek help of the link worker, who would 
feed in the UID of the already registered 
patient and all the patient details would 
be retrieved. The patient would then 
describe the symptoms to the link worker 
who would then use the drop down menus 
available on the software to fill in the symp-
toms (up to 10 symptoms at one time can be 
entered). Then information fed in is sent as 
a message to the doctor. 

The doctor receives the request on his 
mobile phone and he can then log into his 
system and responds to the query from the 
patient after understanding the symptoms. 
The doctor writes a prescription which is 
a primary care SOS for the patient, along 
with the disclaimer that, “This is only a 

Primary Care SOS and if the problem per-
sists and there is no relief then the patient to 
visit a nearby nursing home/hospital.” The 
doctor then clicks “send.” The link worker 
receives the doctor’s reply as an SMS and 
conveys it to the patient. 

This way the patient is able to get pri-
mary healthcare support from certified 
doctors, without investing time and money 
in commuting to the hospitals.

Technology. The application is based on 
J2ME (Java to Micro Edition) format, estab-
lished for consumer wireless device plat-
form. J2ME is a Java Platform designed for 
embedded systems (mobile devices). Java 
ME files implement a profile. Most common 
of these are mobile information device pro-
files aimed at mobile devices such as cell 
phones.2 There are currently more than 2.1 

billion JAVA ME-enabled mobile phones 
and PDAs.

This technology can be useful in the 
healthcare system to provide technology 
to doctors and patients to stay connected 
without being face to face all the time.

obSeRvationS

Basic information about the slum and the 
people living there was collected at the ini-
tial visit. The population of approximately 
1,600 people living in 650 houses consists of 
settlers from the states of Rajasthan, U.P., 
Bihar and Haryana. From our analyses 
(Table 2) 400 individuals have an income 
below poverty line (BPL—defined as per 
the government of India, poverty line for 
rural areas is Rs. 276 per month, i.e. people 
in India who earn less than Rs. 10 per day).

Over the past decade mobile phones have revolutionized 
the way we communicate. They have made the world a 
smaller place where people can interact with each other, 
irrespective of which part of the world they are in. 

S.No. No. of persons No. of children Age Group of children economic Status RashtriyaSvasthyaYojna card mobile No.

Table 2: Example of the Form Filled by Link Workers 
Identified Locally from the Slum – Database Details (per family)
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Their source of income and the type of 
work they do also varied with those from 
Rajasthan mainly working as daily wage 
laborers, people from U.P and Bihar mostly 
doing domestic tasks in nearby houses on 
monthly payment and those from Haryana 
mostly working as semi-skilled govern-
ment employees like peons, drivers, etc.

The literacy level of the community was 
such that most individuals could read and 
write in Hindi and a small proportion could 
read and write their names in English as 
well. All the children attended local gov-
ernment school till class 10, and went to a 
government school for higher secondary 
studies. The healthcare facilities available 
are “not very satisfactory,” according to the 
perception of the people of the slum. In case 
of any medical problem in a family, the male 
members approached the doctors/quacks 
for help and the women did not come out 
on their own to seek medical help. This 
resulted in a major shortcoming in explain-
ing the symptoms since the women were 
taking care of the children and can lead to 
misdiagnosis hence incorrect medication.

‘Mobile Creche’ medical van visits the 
slum once a week to distribute free medi-
cines based on the prescription shown by 
the patient and without any verification of 
the diagnosis. For instance, an antipyretic 
maybe given in case someone complains 
of fever, without any determination of the 
cause of fever. But the van does not stay for 
more than 10-15 minutes in order to enable 
everyone to access this service. There are 
two private clinics in the slum. But, the 
residents informed that there is no quali-
fied doctor present in the slum. However, 
these clinics are providing services for their 
everyday health problems. The charges 
here are Rs.30 or above for each medicine 
that is provided.

Under the government’s Rashtriya 
Swasthya Yojna, insurance cards have 
been provided to the below poverty line 
families. This scheme gives coverage of up 
to Rs.30000 in case of emergency; but the 
patient has to get admitted at least for two 
hours, in the hospital to claim money under 
this scheme and does not provide support 
for outpatient medical services. 

Although many people have mobile 

phones, due to lack of supply of electric-

ity, they have to seek help from the nearby 
homes to charge their phones or sometimes 
charge them in nearby market places on 
payment.

During discussions with the people, it 
also became evident that they lacked basic 
awareness of primary health related issues. 
For example, both males and females were 
equally unaware of problems, like malnu-
trition in children, health of women and 
problems of the elderly. It was explained 
to them that through the technology inter-
vention they could message and seek doc-
tor’s consultation in order to increase their 
knowledge and to have better health.

ReSultS

The social outcome of the study was that 
a good rapport was established with the 
community. There was an acceptance of the 
technology and people showed confidence 
in the team by discussing their everyday 
medical and even emotional issues. A feel-
ing of confidence was established amongst 
the people with the doctor visiting the slum. 
The consultant initiated timely advice for 
appropriate referral for medical problems 
which could not be managed on an outpa-
tient basis at the site. And, an initial stock 
of basic medicines used to treat the most 
frequent symptoms, were made available to 
the population on a goodwill basis.

The importance of the local population 
being able to readily access medical help 
through the mobile phone technology (with 
the help of volunteers from the local popu-
lation serving as link workers) was repeat-
edly reinforced by the doctor at the site.

From the data collected during the sur-
vey, the following important conclusions 

can be drawn:

Acceptability. In the community the 
link workers helped to collect data from 320 
families, a total of approximately 1,600 peo-
ple. This data essentially consisted infor-
mation about- the total number of people 
in the family, total number of children, 
financial status, whether or not they are 
BPL families and have the “RashtriyaSw-
asthyaYojna”, their mobile number (atleast 
one number per family). The average num-
ber of children per family was three, the 
average family size five and 80 families 
of the 320 (25 percent) had BPL cards. All 
this information was readily provided by 
the people, which show their interest to use 
this service, and their eagerness to register 
their mobile number when the service is 
launched in the slum. Thus, based on the 
number of families approached, there was 
100 percent acceptability to use the mobile 
phone as a tool for accessing healthcare. 
(Table 3)

Willingness. The people from the com-
munity volunteered to work as “link work-
ers”, and help in data collection for com-
mon medical symptoms, which would be 
fed into the application. Data for about 320 
families and 15 common symptoms was col-
lected by link workers as per our guidance. 
Their willingness to work towards sup-
porting the use of technology intervention 
was tremendous.

The common symptoms reported by 
the individuals of all ages were similar to 
an average community. Common medical 
problems encountered were- upper respi-
ratory infection with or without fever, acute 
gastroenteritis, skin disorders and gyne-
cological problems (excessive menstrual 
bleeding, irregular menstrual cycle, lower 

Family Average no. of family 
members

Number of children 
per family

BPL (Y/N)

Total: 320 5.071875 2.765625 Y = 80, N = 240

Total number of Families BPL = 80

Average members per family = 5 (5.07)  

Average number of children per family = 3 (2.7)

Table 3: Details of the Families of the Slum
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abdominal pain, and other symptoms) 
which adolescent girls, women in repro-
ductive age group and post menopausal 
women experienced. (Figure 1)

expectationS of tHe coMMunity 
fRoM tHe tecHnology inteRvention

By interacting with the people of the slum 
during the few months of the feasibility 
survey, it was clear that the people of the 
slum expected that with technology inter-
vention for primary health care facilities 
would improve, as easy consultation would 
be made available. Their expense of trav-
elling to bigger hospitals for every small 
ailment would reduce. Medical assistance 
would be available in much less time. Get-
ting a facility which provided them access 
to expert consultants from a high end cor-
porate hospital was a great incentive for the 
slum dwellers. 

Services provided during the survey. 
During the period of the feasibility survey, 
the team from AHERF provided the follow-
ing services free of charge:

Weekly visits to the slum area were con-
ducted, where a consultant from Apollo 
Hospitals provided consultation to the peo-
ple of the slum in order to help them treat 
their regular medical concerns. During the 
consultations, the doctor found that the 
children were malnourished and parents 
were poorly informed about issues related 
to health and nutrition of their child.. The 
doctor educated them about the importance 
of personal hygiene, sanitation of the envi-
ronment and nutritional needs of the child. 

A weighing scale was provided to the Prad-
han, or local community leader and parents 
were made aware that they need to weigh 
their children at regular intervals, and take 
regular medical advice in order to keep 
their child healthy.

Five basic medicines (paracetamol tab-
lets, zinc with multi vitamins, antispas-
modic and norfloxocin with metronidazole) 
were distributed fee of cost. The custody of 
these medicines was given to the Pradhaan, 
who was made aware of the medical situa-
tion where these could be used.
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The importance of the local population being able 
to readily access medical help through mobile 
phone technology was repeatedly reinforced by 
the doctor at the site.
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FOCUS Mobile health

S
ecurity in mHealth encompasses 
many facets, concerns, miscon-
ceptions and fears. From users’ 
perceptions to data breaches, this 

chapter will introduce some of the issues 
that will help you develop insights and 
strategies as you plan for, develop and 
implement mHealth solutions.

Designers and purchasers of mobile 
health solutions must take many issues 
into consideration when developing an 
organizational mobile health strategy. The 
sheer speed of adoption of mobile devices 
and software into our everyday lives has 
propelled the market to produce quicker, 
cheaper and more feature-rich devices 
faster than most organizations can digest. 
The speed with which these devices evolve 
also increases the rate of system depreca-
tion. If not managed correctly, this technical 
liability can be very costly to a healthcare 
organization.

Although we are only at the beginning 
of what can and will be accomplished with 
mHealth, being cognizant of the opportu-
nity is important. The caveat is that with all 
new technologies comes new risk. With a 
well-developed strategy, however, the expo-
sure can mitigated.

By definition, mobile provides unethical 
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users with vast opportunities to exploit. 
This chapter will provide an overview of 
the components of mHealth security and 
insight into solutions to secure your prod-
ucts, protected health information (PHI), 
and the organization as a whole. Please 
note that this is not a “how to” chapter, but 
a guide to assist with mHealth security 
strategy and understanding.

This chapter focuses on connected 
mobile devices, text-enabled cell phones, 
embedded applications, patient-wearable 
and implantable devices, smartphones and 
store-and-forward systems. The reference 
to “devices” will include all systems that are 
mobile and collect, transmit and/or receive 
medical data.

Shahid Shah, Enterprise Software Ana-
lyst and blogger of The Healthcare IT Guy, 
provides a list of IT practices that hospitals 
should utilize. Each one of these points are 
applicable to mobile.1,2

Don’t marry a mobile platform. Operat-
ing systems, platforms, manufacturers and 
vendors will come and go. mHealth innova-
tions are moving very quickly and the hot 
devices of today may be gone tomorrow. 
Don’t get locked in to a device because your 
users have a favorite. We all have a favorite.

Medical devices that don’t communicate 
with existing and future enterprise sys-
tems. Systems that are not connected or 
cannot connect easily to enterprise systems 
are worthless. If you can’t export data to all 
of your systems, it limits the overall system. 
If the devices do not utilize standard Inter-
net protocol, they are already behind and 
will be depreciated.

Application development anchored in 
legacy systems. You must do your own 
research on this issue. Perform a deep dive 
into the architecture of vendor solutions. 
Beware of becoming locked in to a one-
vendor solution. This type of solution can 
be easier going in, but you may be limiting 
future options.

HIPAA-centric IT security development. 
Do not focus on HIPAA for your security 
requirements. As with FDA requirements, 
use best engineering practices of planning, 
designing, developing and testing. If you 
design for security upfront you will be 
ready for HIPAA.

StRategy

The following is a quote that I often refer to 
while doing strategic planning, from Sun 
Tzu3, “Strategy without tactics is the slow-
est route to victory. Tactics without strategy 
is the noise before defeat.”

Developing an overall strategy for mobile 
security is one of the most important steps 
in protecting organizational and patient 
data. It is also a practice that developers 
of mHealth should utilize. Strategy docu-
mentation can be essential in providing 
demonstrable example of your diligent in 
securing PHI.

As a first step, start with a risk assess-
ment of your organization’s projects and 
needs. The assessment will provide the 
information necessary to establish security 
goals. Step two, develop strategies and tac-
tics to ensure that the new system or design 
is HIPAA-compliant and that patient and 
provider information is safe and secure. 

Steps of Execution: 
1. Perform risk assessment.
2. Set security goals.
3. Develop strategies and tactics.
4. Execute.

SecuRity goalS  
and RiSk aSSeSSMent

Healthcare security is unique. Unlike 
other industries’ data breaches, exposure 
of health data can be difficult or impossible 
to correct. As I once heard a colleague say, 
“You cannot undo cancer.” Meaning, that 
once an individual’s health records are 
exposed, there is no getting them back; 
you cannot issue a new card or ID to cor-
rect the exposure. Adding mobile devices 
to the equation increases the risk of PHI 
exposure, making risk assessment even 
more difficult. The following are items 
that should be considered in a strategy to 
secure PHI.

■n What information are you trying to 
protect? The common answer to this is 
“protect everything.” Yes, you can utilize 
this strategy, but it may be costly and det-
rimental to performance, storage, analytics 
and budget.

■n Who wants your data and why? I am 
sure you have heard the saying, “Keep your 
friends close, but your enemies closer.” If 

you can understand the return on invest-
ment of a criminal when it comes to what 
you are trying to protect, you can build a 
better strategy and provide better tactics 
of protection.

■n Prioritize your tactics. Tactics nor-
mally have costs associated with them, so 
you must budget your effort.

■n Is the device an FDA Classified Medi-
cation Device?4

■n Is the device and/or data a HIPAA 
Covered Entity?5

peRception

Mobile security is a doctor’s top concern, 
and a barrier to adoption, stated a Price 
Waterhouse Coopers’ survey.6 In the early 
1990s, I worked for the first online credit 
card processing company and we had a say-
ing: “ Security is perception.”

People don’t like to hear this, but noth-
ing is truly safe. However, the perception 
of security is often more powerful than 
security itself. People need to feel safe, and 
this is a very important part of security. 
Most people in the United States feel that 
they are safe. The majority of people in the 
United States have no issues with giving a 
credit card to a waiter they do not know 
and allow them to carry it away without 
concern. Waiters are one of the highest 
perpetrators of credit card fraud. In most 
developed countries, waiters bring the cap-
ture device to your table, so your card never 
leaves your sight. A healthcare organiza-
tion’s leadership is responsible for provid-
ing an environment of security and trust 
for their patient and providers.

Mobile has spawned a lot of fear in our 
society about personal security. This is sim-
ilar to what credit card companies faced in 
the 1990s with web purchases. More recent-
ly, there have been a lot of publicized data 
breaches concerning patient records, and 
unfortunately, most of these breaches could 
have been prevented with organizational 
policies and procedures.

A majority of the breaches are what I 
call “sneaker theft,” where the medical 
records were carried right out the door on 
USB thumb drives, portable drives, smart-
phones or stolen laptops with unencrypted 
PHI. (See more on encryption in a section 
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later in this chapter.) For example, more 
than 600 patient records stored on a laptop 
computer were taken from Onslow Memo-
rial Hospital in Downey, CA.7 In another 
case, more than 360,000 health records, 
which were stored on a laptop, were stolen 
from an employee’s vehicle8.

Massive Data reported that EMR records 
are more vulnerable to physical theft than 
hacking.9 It’s not some kid in sitting in front 
of his computer in a Third World country 
who is stealing health records; it’s the lack 
of security policies that are allowing these 
breaches to occur.

Written policies are the first line of 
defense in securing systems. These simple 
policies can achieve not only the perception 
of security, but true security.

Here are a few best practices:
■n Develop an extensive policy.
■n Post policies in employee areas.
■n Place policies in your employee hand-

book.
■n Set the policies on USB devices (you 

may want to consider disabling).
You also should consider having all 

employees acknowledge via signature that 
they have read and understand the policies, 
which should then be kept in their files.

data StoRage

There are multiple options for data stor-
age on mobile devices. Each type of storage 
has different security features, concerns 
and threats. Most important to remember 
is that PHI is secure. There are an array 
of strategies that can be implemented to 
reduce the chance of a breach. The weakest 
link in the security chain is where a breach 
will most likely occur. This is where skilled 
software and network engineers come into 

play as part of your risk assessment.
Here is a list of PHI storage scenarios for 

mobile devices:
■n Cloud.
■n On-device storage, memory.
■n Secure Micro SD Card (Secure μSD).
■n Client-server, no on-board storage, 

behind firewall.
■n Store-and-forward.
■n Hybrid, both on-board and remote 

storage.

cloud StoRage

There has been much discussion and con-
fusion on the topic of “the cloud.”. Cloud 
storage has been around and providing safe 
storage for many years. The primary differ-
ence between cloud and client-server is that 
with the client-server model, the business 
that runs the application owns and controls 
the hardware (servers). 

Cloud service is hosted by a third party. 
The major advantage is that additional 
server capacity can be added as needed. 
One of the true benefits of the cloud is that 
the cost of maintenance is reduced, nor 
does the organization need to hire a team 
of experts to administer the system. The 
other advantage is that with the cloud, the 
organization has a team of experts who 
focus primarily on the administration of 
the servers and infrastructure.

I almost always recommend the cloud 
over internal servers. Security in the cloud 
is normally better than that found in indi-
vidual organizations and can be provided 
at a fraction of the cost. However, you must 
perform your due diligence to ensure that 
the selected vendor is HIPAA-compliant 
and provides security for your patients’ 
PHI. Note, most apps and mobile systems 

do not have to be HIPAA-compliant, so you 
must delve into the terms and conditions to 
verify PHI security.

on-device StoRage

Systems required to provide PHI when 
the Internet is not available utilizes on-
device storage. PHI is physically stored on 
the device in a self-contained database or 
file. Examples of these systems are: offline, 
store-and-forward or when a permanent 
copy of the data remains on the device, such 
as in mobile PHRs.

To secure PHI on these systems, appli-
cations should be password protected and 
the data encrypted. There are many dif-
ferent encryption schemas available (e.g., 
open AES-256.)10 Systems developed for 
export from the United States must comply 
with the US Department of Commerce and 
restrict the encryption to 56k.

Note: PHI encryption is an important 
area to focus on when performing your 
due diligence for product evaluation. Many 
smartphone apps have no encryption fea-
tures. Password protection is different than 
data encryption. 

client-SeRveR,  
no on-boaRd StoRage

True client-server applications, also known 
as thin-clients, reside on devices like lap-
tops, and normally do not have or utilize 
on-board storage (i.e., a browser). The 
device is a client to the server; all requests 
for data or storing of data are facilitated 
via a server-side application and data-
base. Normally, client-server applications 
and their clients are protected via a fire-
wall. Since there is no access to storage on 
the device and the clients themselves are 

mHealth innovations are moving very quickly  
and the hot devices of today may be gone tomorrow. 
Don’t get locked in to a device because your users 
have a favorite. We all have a favorite.
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behind a firewall, the security model is 
traditional intranet. Wireless devices are 
the exception—devices must be secured 
and managed. Breaches are still an issue, 
so precautions must be taken to avoid theft 
and wireless snooping.11

StoRe-and-foRwaRd

This technology is often used when a device 
is temporarily off-line (not connected to the 
server), and is similar to on-board storage. 
When the device is connected to the Inter-
net or local area network (LAN) the data on 
the device is uploaded and downloaded to 
and from servers.

A prime example of store-and-forward 
use is the medical home. Caregivers down-
load patient data to the device before they 
leave the office and collect PHI data dur-
ing the home visit. The collected data is 
then uploaded onto the firewall-protected 
server when the caregiver returns to the 
office. Downloaded and collected PHI is 
stored on the device, so data security must 
be implemented.

HybRid

Hybrid devices are a combination of on-
board and remote storage. Data is either 
synced between the device and the server 
DB or the system utilizes a master-slave 
replication algorithm where the device is 
the slave to the server DB (e.g., the server 
data is considered to be the correct data 
and all devices are secondary, so syncing 
is not necessary). The hybrid model does 
not guarantee protection from a breach; 
encryption and other tactics to secure PHI 
is needed. 

data tRanSMiSSion

Wireless devices that share data must 
incorporate a security strategy when trans-
mitting data to and from the server. There 
are several different schemes that can be 
used to accomplish this.

Mobile devices that are not wireless 
can utilize store-and-forward technology 
to transfer data without having to broad-
cast data over a carrier’s wireless system. 
The mobile device is connected to a PC or 
docking station in order to transfer the data 
behind a secure firewall. Some devices uti-

lize Bluetooth, Wi-Fi, or solutions like Zig-
Bee to transmit data. Again it is the admin-
istrator’s responsibility to ensure that the 
chosen solution is secure.

Secure socket layer (SSL) or a virtual pri-
vate network (VPN) may be used to move 
data safely over the Internet. These solu-
tions can significantly reduce throughput 
when used in a wireless configuration. This 
drawback is expected to resolve as wireless 
transmission speeds increase and costs 
decrease. Currently, the most efficient way 
to transmit data via wireless is to encrypt 
the data before it is transmitted and decrypt 
it on the receiving side.

De-identified PHI can be transmitted 
without being secured, but it is not recom-
mended unless you are sure that the algo-
rithms being utilized for de-identifying 
PHI are proven. It only take three pieces 
of demographic data to identify a person.

encRyption

Any PHI stored on a device or transmitted 
over the air must be encrypted to inhibit 
unauthorized users from accessing pro-
tected information. Encryption is the action 
of converting readable text to unreadable 
text and back again by utilizing mathemati-
cal algorithms. The action of converting 
encrypted data back to readable data is 
called decrypting.

There are multiple encryption algo-
rithms available to secure PHI. The chal-
lenge is to make sure that the data is always 
protected, end-to-end. My company utilizes 
AES-256 bit, which is considered military-
grade encryption. Mobile devices must 
encrypt the PHI when it is on the device and 
only decrypt it for viewing by the intended 
user. The Department of Commerce regu-
lates encryption and the export of devices 
and software that contain encryption.12

device ManageMent  
and pHySical SecuRity 

Device management is one of the biggest 
challenges in mHealth. But there are sys-
tems on the market that will assist in man-
aging mobile devices for both individuals 
and enterprise users. The primary step in 
mobile security is to make sure the mobile 
data stores are secure, and then focus on the 

physical security of the devices themselves. 
Countless breaches have been facilitated by 
the lack of physical device security. Consider, 
each time a device leaves your building your 
customers’ PHI and much of your internal 
records also are leaving the building.

Mobile devices must be managed differ-
ently than larger, fixed or physically secure 
devices. Mobile devices are more difficult 
to asset manage. Many mobile devices can 
now be tracked, located and accounted 
for via GPS. Remote system data removal 
(wiping) and tracking is available for both 
individual and enterprise users of smart-
phones. Companies like Gadgettrak13 offer 
solutions to not only remove data from your 
stolen phone or tablet, but also to track 
them with GPS and remotely enable the 
cameras on smartphones and laptops to 
help retrieve the devices. Apple, for exam-
ple, offers enterprise-level phone manage-
ment support. Policies should cover usage 
and security of these devices.

legal iSSueS

Wireless devices are fairly new to health-
care and there is no single regulatory agen-
cy or organization that covers all aspects 
of mHealth. The FDA regulates devices 
that fall under the description of a medi-
cal device.

teRMS and conditionS

Terms and conditions of a product is 
an area in which to consult an attorney. 
Whether drafting a terms and conditions 
policy for your organization’s products or 
reviewing a vendor’s terms and conditions, 
it’s important to understand what is in this 
document and how it effects and protects 
your organization and its PHI. The follow-
ing are items usually contained in terms 
and conditions documents:

■n Terms of use.
■n Contracts.
■n Liability.
■n Indemnification.
■n Responsibilities.
■n Privacy policy.
■n Data use.

Hipaa and HitecH

Health Insurance Portability and Account-
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ability Act (HIPAA) of 199614 and the 
Health Information Technology for Eco-
nomic and Clinical Health (HITECH) Act 
provides transmission guidelines, privacy 
and security standards and laws for pro-
tecting patients’ health records.

HITECH covers culpability for abuse 
and violations associated with HIPAA. 
HIPAA laws only apply to certain “Cov-
ered Entities.” It would be wise to know 
if your product or service is a considered 
a Covered Entity. The HITECH Act is the 
“teeth” of HIPAA.

The following is from the CMS web site 
on Cover Entities. The Administrative Sim-
plification standards adopted by the US 
Department of Health & Human Services 
(HHS) under HIPAA apply to any entity 
that is:

■n A healthcare provider that conducts 
certain transactions in electronic form (a 
“covered healthcare provider”).

■n A healthcare clearinghouse.
■n A health plan.

An entity that is one or more of these 
types of entities is referred to as a Covered 
Entity.15

food and dRug adMiniStRation

The FDA has regulated medical devices 
for many years, but has focused mostly on 
hardware and embedded software. In Feb-
ruary 2011, the FDA released its Final Rule 
on Medical Device Data Systems (MDDS)16, 
which affects systems that manage data col-
lected by a medical device. 

Essentially, if a system, app or mobile 
devices transmits or displays data from 
a medical device the system is likely a 
Class 1 medical device, or MDDS, and 
must pass FDA certification. The other 
aspect of this ruling is that if the data that 
a device displays, manipulates or trans-
fers was originated from an FDA-classified 
medical device at any time in the transfer 
chain, then that device also is an MDDS. 
The FDA issued a Draft Guideline on 
Mobile Medical Applications (July 2011)17 
to help to clarify some of the confusion in 
the industry. 

The following is a list of items covered 
in the draft:

■n Mobile platforms.

■n Mobile applications.
■n Mobile medical applications.
■n Regulated medical devices.
■n Mobile medical app manufacturers.

When performing due-diligence on a 
product your organization is building or 
buying it, check with the FDA to determine 
if the product is a medical device, deemed 
a medical device or is connected to one.18

The FDA is here to protect, guide and 
assist. I have spoken to several people that 
have experience with FDA certification 
and they suggest that you contact the FDA 
directly to get clarification. Contact num-
bers are listed on www.fda.gov.

oRganizational SecuRity policy

An organization’s internal policy on mobile 
device utilization is the first defense against 
a security breach. Once you have per-
formed a risk assessment and determined 
who would most likely benefit from com-
promising your data, you can evaluate what 
parts of your security plan should be cov-
ered with policy.

Following are several tactics to consider 
when formulating policies:

■n Are devices supplied by the employer 
or employee?

■n Lost device procedures.
■n Are devices used for combination pri-

vate and professional use?
■n Are the devices user-configurable?
■n Can users load apps on smartphones? 

(Trojan horse malware have been loaded on 
smartphones via free apps.)

■n Is it a closed-loop solution, behind a 
firewall (i.e., Wi-Fi, NFC)?

■n Enforcement procedures and guide-
lines.

autHentication

Username and password. Username and 
password authentication is one of the sim-
plest protection schemes to implement, and 
most users are comfortable with it. Unfor-
tunately, it provides minimal security for 
PHI and there are many issues with the 
management of users’ credentials.

two- and tHRee-legged 
autHentication 

Both authentications are based on the 

“OAuth” standard. Without getting into 
the low-level details, two-legged authenti-
cation is when permission has been given 
and the tokens for access are stored, but 
without the user having to give permis-
sion each time they access the system. Only 
tokens are stored, not usernames and pass-
words. The owner of the data can revoke 
this access at anytime. Google explains 
this authentication, as a “dance,” which is 
a great description that involves the user, 
the site that is authenticating the users and 
the authenticating site.19

Three-legged authentication involves 
access being shared with a third party via 
the owner’s permission. For example, when 
you login to one web site via another (i.e., , 
Twitter via your Google’s credentials).

The following is a list of credentials that 
may be utilized for device authentication:

■n Universal unique identifier (UUID).
■n International mobile equipment iden-

tity (IMEI).
■n International mobile subscriber iden-

tity (IMSI)
■n North American Numbering Plan 

(NANP).
■n Electronic device ID.
■n Secure micro-SD card (Secure μSD).
■n NFC and embedded secure elements 

(eSEs).

uuid

Currently all cell phones have a UUID20 

embedded/stored in read-only memory 
(ROM)(). UUIDs are not guaranteed to be 
absolutely unique, but the probability of 
uniqueness is high (see the Birthday Para-
dox below21).

Direct linking of personal information to 
a UUID is not considered a best practice. 
However, it is sometimes used a part of a 
set of identifiers (complex key) to provide a 
more unique identifier. One issue with the 
UUID is that it is created and stored dif-
ferently, depending on the manufacturer’s 
operating system or device. Apple states, 
“For user security and privacy, you must 
not publicly associate a device’s unique 
identifier with a user account.” Google 
Android does not have the rule because 
the user can reset the ID, which eliminates 
the association.22
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iMei

IMEI is a unique device identifier that is 
set by device manufacturers and embed-
ded into the phone or device’s ROM and 
is often printed on the phone itself. Other 
numbers that can link a user to a phone are 
the electronic serial numbers and mobile 
equipment identifiers.

iMSi

IMSI is stored on all cell phones, normally 
on the SIM phone of GSM and R-UIM 
(removable user identity modules) on 
CDMA phones. It is used to identify users 
on networks.23

nanp

The North American Numbering Plan 
(NANP) is a unique 10-digit number that 
is used in 19 North American countries, 
including the United States and US terri-
tories, Canada and the Caribbean Islands.24 
These numbers can move with the consum-
er, if they wish to change devices or car-
riers. This number can be used as demo-
graphic data to help identify the user.

electRonic device id

An electronic device ID is a token that is 
used for identification. There are multiple 
concepts and algorithms to support these 
authentication systems. An example of 
an electronic device ID is the storing of a 
token on a drive or ROM at a specific loca-
tion randomly selected by the authentica-
tion system. Each time an authentication 
is requested, the secret location is accessed 
to retrieve the token and authenticate the 
device and/or user.

Secure Micro SD Card (Secure μSD). 
Secure digital memory cards are utilized on 
most smartphones and tablets on the mar-
ket today, excluding Apple’s iPhone and 
iPad. These cards perform authentication 
on mobile devices. Vendors or organiza-
tions can provide their preloaded SD cards 
to utilize a higher level of authentication.25

pRepaRe foR tHe woRSt

No one wants to think about data breaches, 
but they do happen. Being prepared for the 
worst is one of the best strategies for pro-
tecting your patients, providers and orga-

nization. There are legal “breach notifica-
tion” obligations under the HITECH Act 
that stipulate the procedures and timing of 
notification in the event of a breach.26

Remember to always expect the best, but 
prepare for the worst. We have the obliga-
tion to secure our patients’ PHI at all times, 
both to the extent of the law and to the best 
of our ability. JHiM
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T
he ability to capture and ana-
lyze data about business prac-
tices, processes and outcomes 
has transformed many indus-

tries. Data analysis can unlock knowledge 
and reveal insights that support organiza-
tional decisions, quality improvement and 
increase transparency. Health policy in 
many countries is emphasizing public dis-
semination of data on clinical quality as one 
method to improve healthcare quality.1To 
achieve the nation’s healthcare quality aims 
of better care, affordable care and healthy 
people2, analysis of aggregate clinical data 
for purposes of knowledge creation and 
quality improvement must become per-
vasive in healthcare settings. Current and 
proposed electronic health record (EHR) 
Meaningful Use criteria redefine the EHR 
as a quality improvement tool, and position 
the EHR to support healthcare payment 
reforms that factor clinical outcomes as a 
variable of reimbursement.

Healthcare is undergoing a transition 
from an era where patient outcome data 
were locked in manual forms and isolated 
databases to an era where aggregate clini-
cal data are available for knowledge dis-
covery; clinical decisions are supported by 
synthesized information; and healthcare 
processes and outcome are more transpar-
ent. While efforts to “make data electronic” 
through adoption of the EHR are accelerat-

aBStraCt
An exploratory, descriptive study was conducted to understand current 

organizational structures and practices related to clinical data analysis for purposes 

of quality improvement in acute-care settings. Materials and methods included an 

informal survey of a convenience sample of US-based informatics professionals. 

The findings suggest sub-optimal use of clinical EHR data for quality improvement, 

a need for methodologies to assist the prioritization of quality improvement efforts, 

increased perseverance to ensure that all quality improvement projects go through 

the full improvement lifecycle, and a need for refined organizational structures and 

strategies related to secondary uses of EHR data.

We are entering an era where it is possible that clinical-effectiveness research 

may be accomplished as a byproduct of daily clinical care. It is possible for 

clinical data analysis to begin at the outset of the implementation of an EHR, but 

moving the existing culture and expectations of measuring EHR success in terms 

of “go-live” functionality to measurable improvements in patient outcomes will 

require significant investment, organizational structural changes, utilization of 

clinical informatics professionals to their full potential and a willingness to envision 

a future where care delivery, research and quality improvement coexist at the 

bedside.

Implementation of health information systems has been a significant focus over 

the past decade, but now is the time for informatics professionals to collaborate 

with their technology, quality, and evidence-base practice colleagues to help 

their organizations transition from “data” and “information” to “knowledge” and 

actionable insight” levels of information processing.

KeYWOrDS
Quality, informatics, data, electronic health records, health information systems, 

acute care, clinical data analysis.

Learning from the EHR 
for Quality Improvement
A Descriptive Study of Organizational Practices
By Bill Bria, MD; rosemary Kennedy, PhD, MBa, rN, FaaN; and Dana Womack, MS, rN
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ing, many healthcare facilities with imple-
mented EHRs remain at the “data” and 
“information” levels of clinical information 
processing when they have the potential to 
operate at the “knowledge” and “actionable 
insight” levels.3

Implementation of an EHR is a foun-
dational component for clinical quality 
improvement, but the journey to high-
quality, efficient care requires a multi-
faceted strategy that includes leadership, 
culture change and inter-professional 
involvement.4 Progress toward the six 
dimensions of quality identified by the 
Institute of Medicine (safety, effectiveness, 
patient-centeredness, timeliness, efficien-
cy and equity5) is slowly being made, but 
the task of improving individual care is 
hardly completed.6

Clinical analytics must become a perva-
sive activity in healthcare settings to trans-
form hospitals into learning organizations 
that continually use EHR data to improve 
how care is delivered. However, a review 
of literature reveals that there is a paucity 
of research regarding hospital organiza-
tional structures and practices related to 
the secondary use of EHR data for clinical 
quality improvement.1 While a universal 
definition of clinical data analytics has not 
yet been established, within the industry, 
clinical analytics refers to the capture and 
use of discrete clinical data to identify and 
measure quality, patient safety or service 
line efficiencies and improvements.7

The identification of factors associated 
with clinical outcomes has traditionally 
been the purview of academic research 
organizations, and dissemination of new 
knowledge has historically occurred 
through conferences and peer-reviewed 
journals. However, the increased volume 
of structured clinical data within the EHR, 
combined with the evolution of the EHR 
into a quality improvement tool presents 
healthcare facilities with the opportunity 
to invert the “bench to bedside” knowledge 
dissemination paradigm, and combine 
knowledge creation with care delivery. 
Additionally, organizations have an oppor-
tunity to transition from a reactive stance 
of addressing mandatory quality reporting 
mandates to a proactive stance of achieving 

organizationally driven quality improve-
ments. Objective
A key characteristic of high-performing 
organizations is the ability of every employ-
ee to articulate the meaning of quality in 
their organization and the impact they each 
have on quality.8 Recognizing that aggre-
gate clinical data analysis and the applica-
tion of findings to care delivery is key to 
clinical quality improvement, the authors 
conducted an exploratory descriptive study 
to address a gap in the literature regard-
ing current organizational structures and 
practices related to clinical data analysis 
and analytical support of quality improve-
ment, and to inform the design of future 
related studies.Materials and Methods
Data gathering for this exploratory, descrip-
tive study was accomplished through an 
informal survey of US-based informat-
ics professionals. Survey questions were 
developed by health information technol-
ogy professionals and face validity was 
established through peer review. Questions 
solicited information regarding clinical data 
analysis team structure, perceived value of 
clinical data analysis, the role of leadership, 
and opportunities and barriers related to 
quality improvement efforts. Convenience 
sampling of an unfixed sample of US-based 
informatics professionals was accom-
plished through distribution of a web-based 
survey to four prominent health informat-
ics ListServ subscribers. Employment by 
a US hospital or hospital-based clinic was 
a criterion for participation in the survey. 

Analysis of findings was accomplished 
through descriptive statistics and content 

analysis. Descriptive statistics were used 
to summarize multiple-choice questions, 
and content analysis was used to identify 
themes within free text responses. 

Sample DemographicS

A total of 87 complete survey responses 
were received from an unfixed sample dur-
ing a three-week period during June and 
July, 2011. Survey participants represented 
a variety of organizations including com-
munity hospitals (40.2 percent), academic 
medical centers (33.3 percent), children’s 
hospitals (5.8 percent), Federal/VA hospi-
tals (5.8 percent), general medical/surgical 
facilities (4.6 percent) and otherwise clas-
sified organizations (10.3 percent).

Multiple hospital bed sizes were repre-
sented, including 500+ beds (44 percent); 
400-499 beds (14 percent); 300-399 beds (11 
percent); 200-299 beds (14 percent); 100-199 
beds (13 percent); and 0-99 beds (4 percent). 
Nursing informatics was the largest profes-
sional group represented (25.3 percent) by 
study participants, followed by directors/
managers of informatics (19.5 percent); 
clinical analysts (11.5 percent); chief medi-
cal information officers (10.3 percent); and 
other roles (33 percent).

reSultS

Organizational structures. Participants 
indicated that executive roles focused on 
technology infrastructure are more fre-
quently present than roles with blended 
clinical and analytical skills (Figure 1). 
More than 75 percent of participants report 
having a chief information officer (CIO) in 

Figure 1: existence of Selected executive roles  
in Participant Facilities
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place within their organization; less than 
60 percent have a chief medical information 
officer (CMIO); and less than half report 
the existence of a Chief Quality Officer 
(CQO) or chief nursing information officer 
(CNIO). Nearly 13 percent reported that 
none of these roles currently exist within 
their organization. 

More than 72 percent of respondents 
report having a clinical data warehouse 
in place for two or more years, but only 62 
percent report existence of a permanent 
clinical data analysis team to support of 
safety and quality initiatives. Nearly 5 per-
cent report that they have no clinical data 
analysis support (Figure 2).

When permanent analytical team is 
present, participants indicate that these 
teams are led by a CQO or other quality 
leader (40.7 percent), a chief medical officer 
(16.7 percent), CMIO (14.8 percent), CIO (7.4 
percent) or other roles (20.4 percent). Rea-
sons given for the absence of a permanent 
team include lack of staff with appropriate 
expertise (48.5 percent), clinical data analy-
sis not a top priority (24.2 percent), prefer-
ence for temporary teams (6.1 percent), lack 
of funding (6.1 percent) and lack of adequate 
technology (6.1 percent). Persons or teams 
that perform clinical data analysis in sup-
port of care improvement efforts are also 
frequently responsible for producing the 
organization’s mandatory quality reports 
(69 percent).

Prioritization practices. Participants 
indicated that regulatory and payer com-
pliance, sentinel events and opportuni-
ties to reduce cost are primary drivers for 
quality improvement initiatives. However, 

less than 45 percent of organizations repre-
sented have a formal, repeatable process for 
prioritizing focus areas for improvement 
initiatives. Participants that reported hav-
ing a repeatable process for prioritizing 
clinical improvement initiatives most fre-
quently listed Plan, Do, Study, Act (PDSA)9 
as their methodology.

Participants had variable perceptions of 
the value that facility leaders place on clini-
cal data analysis, ranging from very valu-
able (36 percent) to valuable (39 percent), 
neutral (19 percent), somewhat valuable (5 
percent), and not valuable (1 percent). All 
participants felt that clinical data analysis 
was highly important to quality improve-

ment efforts, but they consistently were 
only moderately satisfied with current 
analytical support (Figure 3).

Quality improvement. While 72 percent 
of respondents report having a clinical data 
warehouse in place for two or more years, 

suggesting that the majority of respondents 
have fairly mature health information sys-
tems in place, improvement projects are 
challenged to go through the full traditional 
improvement lifecycle of problem identi-
fication, baseline measurement, improve-
ment plan development, plan execution 
and re-measurement and evaluation. As 
depicted in Figure 4, nearly half (44.7 
percent) of respondents report that only 
50 percent to 75 percent of their quality 
improvement projects go through the full 
improvement lifecycle, and an additional 
30 percent report that less than half of their 

improvement projects go through the full 
improvement lifecycle.

While nearly all (>97 percent) facilities 
report laboratory and pharmacy systems in 
place, higher level functionality to support 
decision-making based on the data these 

Figure 3: Clinical Data analysis  
Importance vs. Satisfaction with analytical Capabilities

Figure 4: Percent of 
Projects that Go  
through the Full 

Improvement Lifecycle
Figure 2: Clinical Data analysis team Structures
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systems lags notably. Only half reported 
a rules engine or clinical decision support 
capability in place, and 21 percent do not 
yet have a clinical data repository (CDR) or 
data warehouse in place.

When asked about challenges related to 
improvement initiatives, participants identi-
fied baseline measurement (24.1 percent) and 
re-measurement and evaluation (33.3 per-
cent) as the most problematic phases of the 
improvement lifecycle (Figure 5). Notably, 
the phases identified as most problematic are 
phases that rely heavily on clinical analytics. 

Additional challenges to the execution 
of advanced clinical analytics in the clini-
cal setting were identified within narrative 
responses. Cultural and educational chal-
lenges and technical challenges emerged 
as themes from a content analysis of par-
ticipant narrative responses. Cultural and 
educational challenges include: lack of 
organizational alignment and/or strategy 
for data analysis, culture changes required 
to promote pervasive clinical analytics, and 

failure to interpret or use the data. Techni-
cal challenges include: lack of standardized 
methods and electronic tools, and inconsis-
tent database structures and lack of data 
interoperability between electronic systems. 

DiScuSSion

Although many clinicians believe that they 
are practicing up to date, evidence-based 
medicine, wide practice variations suggest 
that clinical practice often falls short of 
the best evidence available.10 The health-
care information age, now experiencing 

its greatest growth phase in the history 
of the United States, has the potential to 
eliminate this “evidence gap” through dis-
semination of best-known clinical practices 
to clinicians through clinical decision sup-
port tools delivered via the electronic health 
record and other information instruments.

More importantly, we are nearing a clini-
cal informatics “tipping point” where clini-
cal effectiveness research may be accom-
plished as a byproduct of daily clinical care. 

The importance of conducting research in 
clinical settings, using data that is produced 
as a byproduct of patient care is made more 
poignant by studies showing that the 
results of prospective, randomized control 
trials may take up to 17 years11 to become 
incorporated into clinical practice.

Initiating a facility-based clinical effec-
tiveness analysis effort does not need to 
wait until all seven levels of the HIMSS 
Analytics EMR Adoption Model12 are in 
place. Survey respondents represented 
a broad cross section of implementation 
stages, yet all had engaged in multiple 
improvement initiatives, indicating that 
data analysis should begin at the outset of 
the implementation of an EHR.

The lack (<45 percent) of formal, repeat-
able processes for prioritizing focus areas 
for safety or quality improvement initia-
tives within organizations suggests that 
prioritization of improvement initiatives 
is not occurring consistently in US hospi-
tals. Indicative of a culture that focuses pri-
marily on “hot spots”, survey respondents 
indicated that regulatory/payer compli-
ance, sentinel events and opportunities to 
reduce cost are primary drivers for safety/
quality improvement initiatives. But to 
achieve the nation’s goal of timely, effective 
and affordable care, analysis of aggregate 
clinical data for purposes of knowledge cre-
ation and quality improvement, concurrent 
with care delivery, must become pervasive 
in healthcare settings.

Adoption of methodologies for prioritiz-
ing and tracking initiatives through the full 
care improvement efforts is imperative, as 

To achieve the nation’s healthcare quality aims of better care, 
affordable care and healthy people, analysis of aggregate 
clinical data for purposes of knowledge creation and quality 
improvement must become pervasive in healthcare settings.

Figure 5: Problematic Phases of the Care  
Improvement Cycle

49www.himss.org n Summer 2012 n Volume 26 / Number 3

www.himss.org


Feature: TITlEFeature: QUAlITy IMpRovEMEnT

findings suggest that despite mature data 
warehouse environments, organizations 
are often challenged to meet the analyti-
cal needs of the full improvement lifecycle. 
Execution of the full improvement cycle, 
and particularly the re-measurement and 
evaluation phase, allows organizations to 
not only answer focused questions, but to 
identify additional opportunities for safety 
and quality improvement.

Challenges related to improvement ini-
tiative prioritization, taking projects full 
cycle and lack of satisfaction with current 
analytical support suggest that there is a 
significant opportunity for improved orga-
nizational alignment within applied health-
care informatics in healthcare facilities 
today. Creation of new knowledge through 
analysis of EHR data, and use of the EHR as 
a quality improvement tool requires seam-
less integration of historically disparate 
domains and organizational departments 
focused on information technology, clini-
cal informatics, quality and evidence-based 
medicine.

Clear collaboration strategies are 
required to advance EHR utilization to a 
more sophisticated level of continual learn-
ing, where care delivery data is used to 
increase knowledge about how to improve 
care. This new paradigm requires EHR 
implementation infrastructure to include 
clinical data analysis capabilities and a dis-
ciplined approach to quality improvement. 
A vision for knowledge creation through 
aggregate analysis of EHR data should 
influence every discussion and decision 
from the outset of an EHR implementation.

While the need for an EHR implemen-
tation and governance infrastructure is 
widely recognized, an organizational “ana-
lytic governance” infrastructure is equally 
important. To realize anticipated benefits 
of widespread EHR adoption, healthcare 
facilities must implement analytic gover-
nance processes that include data man-
agement, prioritization and governance of 
clinical improvement initiatives, prioritiza-
tion and execution of clinical data analysis, 
followed by reprioritization (Figure 6).

Analytical activities must span multiple 
functional areas within acute care facilities. 
The existence of organizational “silos” such 
as clinical, quality, research, finance and 
health IT present a significant challenge to 
the creation of a consistent, vital informat-
ics infrastructure to support effective use 
of clinical data. Successful transformation 
of US health entities into learning health 
organizations will require that technolo-

gies become progressively more invis-
ible, while the core foci of clinical (patient 
care), research (new knowledge), qual-
ity (continuous quality improvement) and 
finance (compliance and revenue) become 
the dominant drivers of coordinated infor-
matics activities.

The study also highlights the importance 
of contextual factors influencing clini-
cal data analytics such as leadership and 
culture. This finding is consistent with the 
literature showing the multi-dimensional 
impact of cultural influences which oper-
ate across multiple levels within the orga-
nization.1 Moving the existing culture and 
expectations of measuring EHR success in 
terms of “go-live” functionality to measur-
able improvements in patient outcomes 
will require significant investment, orga-
nizational structural changes, utilization 
of clinical informatics professionals to their 
full potential, and a willingness to envision 

Figure 6: Clinical analytic Governance

Clinical analytics must become a pervasive activity in 
healthcare settings to transform hospitals into learning 
organizations that continually use EHR data to improve 
how care is delivered.
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a future where care delivery, research, and 
quality improvement coexist at the bedside.

limitationS

This exploratory, descriptive study 
involved recruitment of a convenience 
sample of informatics professionals to par-
ticipate in an informal survey. While this 
sampling method offered convenient access 
to targeted professionals, and the informal 
nature of the survey allowed the authors to 
gather information quickly, a limitation of 
convenience sampling via informatics List-
Servs is that the exact sample size cannot 
be determined, nor participant selection 
randomized. A limitation of the informal 
survey is the absence of formally tested 
question reliability and validity. 

concluSion

Implementation of health information 
systems has been a significant focus over 
the past decade, but now is the time for 
informatics professionals to collabo-
rate with their technology, quality, and 
evidence-base practice colleagues to help 
their organizations transition from “data” 
and “information” to “knowledge” and 
actionable insight” levels of information 
processing. This collaboration is essential 
to the effective use of the EHR as a qual-
ity improvement tool and the creation of 
a learning healthcare environment. Addi-
tional research regarding organizational 
structures that are best suited to the execu-
tion of clinical effectiveness research as a 
byproduct of daily clinical care is needed 
to move facilities beyond EHR implemen-

tations and meaningful use compliance to 
a transformation into an effective learning 
organization that consistently produces 
improved patient outcomes. JHiM
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Feature 

W
e are in a period of great 
change in healthcare. 
Much of what we have 
seen in recent years and 

much of what we are likely to see is attrib-
utable to the healthcare industry’s adop-
tion and use of rapidly evolving technolo-
gies, including medical devices/systems, 
information systems and telecommunica-
tions. These tools are critical to existing 
and future gains with respect to the qual-
ity, timeliness and effectiveness of patient 
care. That healthcare technology has and 
will continue to play a critical role was 
acknowledged in the Institute of Medicine’s 
seminal report To Err is Human, where it 
was stated that going forward, “technology 
… has to be recognized as a ‘member’ of the 
[healthcare] work team.”1 In the IOM’s 2010 
report The Future of Nursing, they acknowl-
edge “there is perhaps no greater opportu-
nity to transform [healthcare] practice than 
through technology.”2

We have come to heavily depend on tech-
nology—this “member” of the healthcare 
team—and our ability to deliver care can 
be severely compromised when this team 
member is not ready and available. We also 
note that these technologies, on which we 

aBStraCt
over the next 10 years, healthcare technology will give us the possibility of 

transforming healthcare delivery in ways that can offer unprecedented quality, 

timeliness, effectiveness and availability. Some of these technologies include 

integrated clinical information systems, robotics, imaging, genomics, telemedicine 

and nanotechnologies.

However, these technologies are increasingly complex and integrated. Most 

organizations do not have the infrastructure to adequately deal with the proper 

selection, deployment or support of these new and emerging tools. These 

healthcare organizations must adopt strategic processes to ensure they select 

technologies appropriate to their missions and goals. These organizations 

must also evolve existing services, such as clinical engineering and information 

technology, into a seamless support service for medical and information 

technologies by adopting a common governance framework. Implementing a 

strategic technology selection process and evolving the technology support 

infrastructure (staff, processes, tools) are necessary to achieve the substantial 

benefits to patient care and economic sustainability.

KeYWOrDS
Clinical engineering, medical technology, healthcare technology, governance, 

technology assessment, infrastructure.

Healthcare 
Technology 
Challenges 2020
Defining a Framework for Success
By Stephen Grimes, FHIMSS, FaCCe, FaIMBe
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have become increasingly dependent, have 
come at the expense of significant increases 
in both healthcare complexity and cost.

Increased complexity. A Networking 
and Information Technology Research and 
Development (NITRD) program report from 
2009 describes how “older generations of 
mechanical, analog and electromechani-
cal devices … have been largely replaced by 
devices and systems based on information 
technologies” and how these devices/sys-
tems are “often connected to other devices 
in increasingly complex configurations, 
potentially creating systems of systems 
that span scales from tiny … to ultra-large.”3

Formerly passive technologies have 
largely been replaced by new systems of 
systems (SoS) that actively control critical 
physiological processes and functions.

Increased cost. Healthcare technolo-
gies are major contributors to increasing 
healthcare costs. Technology-associated 
gains have come at a significant financial 
cost to this industry. The 2008 U.S. Con-
gressional Budget Office (CBO) estimates 
that nearly half of the annual double-digit 
increases we have experienced in health-
care over the previous decade are the direct 
result of our adoption and use of new tech-
nologies.4 One of the largest U.S. healthcare 
enterprises, Kaiser Permanente, reported 
that between 1997 and 2007 their spending 
on health technologies and related proce-
dures increased by 830 percdent.5

By the end of 2011, annual spend by the 
U.S. healthcare industry for information 
technology is expected to reach $40 billion 
… with an estimated 24 percent compound 
annual growth rate (CAGR) between 2012 
and 2014.6 Estimates are that industry 
will spend an additional $105.8 billion for 
medical devices/systems for that year.7 
These numbers help put in perspective the 
relative size of the financial implication of 
technology on healthcare costs—and also 
indicate how the technology spent is por-
tioned between information and medical 
technologies, as depicted in Figure 1.

Fully realizing the benefit of new medi-
cal devices/systems, information systems 
and telecommunications technologies will 
require that we understand and address the 
full impact of these technologies, including 

the consequences of increased complexity 
and cost, as well as the increased benefits.

In what follows, we more fully lay out 
some of the most promising categories of 
evolving healthcare technology as well as 
some of the key elements in a new infra-
structure paradigm that is designed to simi-
larly evolve with and appropriately support 
these new technologies.

the promiSe of  
healthcare technology

Technology has the potential to play a 
transformational role in healthcare deliv-
ery. If appropriately selected, deployed and 
used, technology can be a major enabler 
for clinicians in advancing patient care. It 
can positively influence work processes, 
facilitate seamless exchange of data and 
provide critical information to clinicians, 
enabling them to deliver more appropriate 
and timely patient care.

Healthcare technologies available today 
or in the near term have the prospect of 
significantly improving the quality, time-
liness, and effectiveness of patient care; 

patient and staff safety; and business oper-
ations (e.g., management, scheduling, bill-
ing). Examples of technologies that either 
now impact or over the next ten years will 
impact patient care in a significant way 
include:

Integrated clinical and information 
technology systems. Information tech-
nology promises to play a greater role in 
the clinical aspects of healthcare, in addi-
tion to the business aspects. The number 
of diagnostic, therapeutic and information 
systems is rapidly rising with an overall 
synergistic effect. Benefits gained from 
integrating these systems can far exceed the 
benefits available when individual devices 
and systems are used in a standalone mode. 

■n As a consequence of our ability to 
increasingly integrate and use clinical and 
information technologies to gather grow-
ing amounts of data from medical devices 
about a patient’s condition, there has been 
a corresponding need to process that data 
into information in a way that is meaning-
ful to the diagnostician and therapist with-
out causing them to suffer “data overload.” 

Figure 1: effective Support of New Healthcare technologies 
May require a rebalance of Infrastructure resources
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■n New knowledge-based or evidence-
based expert and decision-support systems 
are designed to collect data and suggest 
diagnoses and courses of treatment based 
on pre-selected rules for decision-making 
within specialized domains of knowledge. 

■n Intelligent communication technolo-
gies can insure the right information gets to 
the right provider at the right time to insure 
the right patient gets the right care.

■n Increased reliability for critical patient 
care applications will be achieved by the 
incorporation of autonomic capabilities 
similar to the human body’s involuntary 
nervous system (i.e., that allows the human 
body to adjust to environmental changes, 
external attacks and internal failures). As 
autonomic features are incorporated, these 
critical systems will increasingly: 

1. Be self-aware.
2. Adapt to environmental changes.
3. Continuously adjust to optimize per-

formance.
4. Defend against attack.
5. Self-repair.
6. Exchange resources with unfamiliar 

systems.
7. Communicate through open stan-

dards.
8. Anticipate users’ actions.
The use of autonomic systems will 

enable us to realize the benefit of increas-
ingly complex technologies that, without 
their autonomic abilities, would quickly 
overwhelm us with their need for manage-
ment and support.8-9

■n Integration has the potential to bring 
healthcare resources to any near or remote 
location and to facilitate medical data, voice 
and video communications between a com-
bination of patients, providers and payers.

Digital imaging. Advances in imaging 
technology enable clinicians to view physi-
cal details that were not discernable with 
earlier imaging systems. New systems can 
even evaluate biologic processes and events 
as they occur in vivo. New images offered 
through advanced technologies give func-
tional images of blood flow and metabolism 
essential to diagnoses and to research on 
the brain, heart, liver, kidneys, bone and 
other organs.

telemedicine & telehealth. Improve-

ments in telecommunications, informa-
tion and medical technologies are greatly 
expanding opportunities for the applica-
tion of telemedicine and telehealth. With 
the availability of high-resolution imaging, 
non-invasive telemetric sensors, robotics 
and high-speed broadband connections, 
providers have the capability of remote-
ly monitoring, diagnosing and treating 
patients in a manner that both makes 
optimum use of clinicians’ time and deliv-
ers care when and where needed by the 
patients.

robotics. Use of robotics in patient 
treatment can facilitate both remote access 
by a provider to a patient as well as access 
to areas on or in the patient that may be 
otherwise difficult or impossible to reach 
by traditional methods. The provider’s 
ability to operate more accurately may be 
enhanced, the patient’s recovery time may 
be significantly reduced and access may be 
greatly improved.

■n Accuracy. Robotic systems can per-
form procedures (e.g., surgery) more steadi-
ly than the human hand and with much 
greater control. Complex procedures will 
greatly benefit from the increased steadi-
ness and control offered by these systems.

■n Minimally-invasive procedures. 
Because robotic systems can operate in 
much smaller and more confined spaces 
than the human hand, these systems can 
be much less invasive and consequently 
require less recovery time and reduce the 
likelihood of complications (e.g., infection 
and blood loss).

■n Remote procedures. Robotic systems 
are being utilized to treat patients when it 
is not feasible to have an operator at the 
patient’s side

Micro- and nanotechnologies. Micro 
scale analytic systems are under develop-
ment that will provide a “laboratory on a 
chip.” The result will be a highly portable 
platform that is capable of remote screen-
ing and, as a consequence, accomplishing 
earlier detection in the disease process.

■n Micro- scale diagnostic sensors are 
available that offer the ability to do mini-
mally intrusive, continuous physiologic 
monitoring of ambulatory and non-acute 
patients 

■n Micro- and nano-sensors under devel-
opment can serve as probes and detectors at 
an organ, tissue, cellular, or even molecular

■n Micro- and nano-scale devices are 
being designed to function as artificial 
organs and surgical instruments 

■n Nano-particle vectors are being devel-
oped to aid in drug delivery and DNA modi-
fication level. 

Genomics. Technologies under develop-
ment will screen and identify individuals 
who possess genes that predispose them 
to certain diseases. Knowing who is pre-
disposed to what disease will enable us 
to focus our preventive efforts on those 
most at risk. As our understanding of the 
genome improves, we will have the ability 
to develop treatments that target affected 
genes while still other treatments can be 
optimized for an individual patient based 
on what we know to be effective for some-
one of their genetic make-up.

If managed well, these technologies 
have the potential to make possible the 
efficient delivery of better quality health-
care at affordable costs in a greater variety 
of venues to a population that has been 
underserved. If not managed well, these 
same technologies can financially drain 
healthcare organizations, create workflow 
nightmares and pose major risks to the care 
and safety of its patients.

the challenge of  
realizing the promiSe

While healthcare technology has the poten-
tial to greatly enhance our ability to deliver 
safe, effective and timely patient care, these 
benefits are not automatic. 

technology must be strategically 
applied and aligned with the organiza-
tion’s mission and goals. The spectrum 
of healthcare technologies available now 
and in the near future leaves healthcare 
providers with a broad range of choices. 
These provider organizations must select 
from among those technologies based on 
an evaluation of their relative benefits and 
the degree to which the application of any 
of these technologies contributes to the 
organization’s stated mission and goals. 
Anticipated benefits (e.g., improvements 
in care outcomes, patient/staff safety, 
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increased revenue, reduced costs, opera-
tional efficiencies, demographics served, 
market perception) should be based on 
available evidence.

effective technology implementations 
require process and workflow chang-
es. To gain planned benefits, virtually all 
significant technology implementations 
require changes in workflow processes. In 
fact, often a major goal of new technology 
implementations is to achieve safer, more 
efficient and effective workflows. To insure 
these desired improvements are achieved, 
those processes and workflows should be 
analyzed and adequately planned with 
all relevant stakeholders (e.g., managers, 
users) prior to technology implementation. 

Metrics enabling the organization 
to monitor the benefits gained must 
be established and employed. Prior to 
selecting and deploying new technologies, 
the organization should identify appropri-
ate metrics to employ in determining the 
degree of success in achieving each of the 
anticipated benefits. The use of such met-
rics in assessing improvements in care out-
comes, patient/staff safety, increased reve-
nue, reduced costs, operational efficiencies, 
demographics served, market perception 
will help validate the planning process or 
focus attention on those process areas in 
need of improvement.

Technology also presents risks that must 
be anticipated and addressed if potential 
benefits are to be fully realized and the 
potential adverse affects are to be avoided. 
Some factors contributing to these risks 
and some consequences include:

Increased complexity associated with 

new healthcare technologies. Healthcare 
technology has grown considerably more 
complex over the last 20 to 30 years. The 
evolution of healthcare technologies can be 
summarized in three key trends:

■n Most electronic medical devices are 
designed with microprocessors and essen-
tially operate as special purpose computers.

■n Computerized medical devices have 
an increasing number of features/options 
that enable them to collect, process and 
store increasing amounts of medical data. 
Given this increased complexity, clini-
cian training (and re-training) on operat-
ing procedures, safety precautions, basic 
troubleshooting and backup procedures 
are critical.

■n There is a growing trend is to integrate 
and interconnect/network disparate medi-
cal (and information) technology devices 
and systems to facilitate an increased 
exchange of medical data. A 2010 survey 
conducted by the College of Healthcare 
Information Management Executives 
(CHIME) concluded that 23 percent of 
medical devices in respondents’ medical 
device inventories were already networked 
and an additional 8 percent, while not yet 
connected, were network-capable.10 These 
interconnections further compound the 
complexity of these systems.

New technologies applied with with-
out requisite changes in processes 
and workflows. New technologies usu-
ally require workflow and process changes 
and often are acquired specifically because 
of anticipated improvements in safety and 
efficiency. Failure to plan for new work-
flow processes or involve key stakeholders 

in implementing needed process changes 
can result in new technology implementa-
tions that are less safe, less efficient and 
more costly than the old technologies they 
replaced.

Introduction of new vulnerabilities: 
Single points of failure (SPOF) on clini-
cal systems that can affect multiple 
patients. Discrete devices and compo-
nents are generally more reliable today 
than their predecessors of 20 or even 10 
years ago. However the interconnection 
of these devices/components often creates 
complex, integrated clinical systems poten-
tially affecting many more patients than the 
standalone device. The interconnection 
also often introduces new vulnerabilities by 
incorporating devices/components that are 
single points of failure (SPOF). If these SPOF 
devices/components do fail, they have the 
potential to take down an entire system and 
affect the care and safety of many patients 
as well as business operations. 

Increased dependence on new tech-
nologies. Due to the enhanced benefits 
these systems offer, clinicians’ dependence 
on the information maintained and trans-
mitted by systems for effective and timely 
diagnosis is likewise increasing. This 
dependence on integrated systems can 
have major implications on the clinician’s 
ability to deliver patient care and on busi-
ness operations if those systems should fail. 
And some systems are likely to fail with the 
potential for dire consequences for patient 
care, patient/staff safety, or operations, par-
ticularly if adequate steps are not taken to 
identify and mitigate the associated risks.

Convergence of clinical and informa-

One of the largest US healthcare enterprises,  
Kaiser Permanente, reported that between 1997 
and 2007 their spending on health technologies 
and related procedures increased by 830 percent.
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tion technologies outpacing the devel-
opment of adequate management and 
support services. While convergence of 
clinical, information and telecommunica-
tion technologies in healthcare has been 
rapidly accelerating for more than 20 years, 
the development of integrated services by 
healthcare providers to effectively handle 
the acquisition, deployment and support of 
these converged technologies has severely 
lagged. There is generally insufficient col-
laboration between clinical engineering, 
information technology and telecommu-
nications services who continue to follow 
an operations model designed for the less 
complex and un-converged technologies 
of 20 years ago. As a consequence of inad-
equate collaboration and coordination, pro-
viders often incur unnecessary costs and 
experience inefficiencies in the acquisition 
and deployment, of new systems. They also 
often fail to realize the full benefit these 
systems once deployed and can experience 
compromises in the system performance 
and patient safety.

Recognizing the degree to which the 
healthcare providers are challenged in 
this area, the Joint Commission published a 
Sentinel Event Alert on Safely Implementing 
Health Information and Converging Technolo-
gies in 2008.11 In this Alert, the Joint Com-
mission warns that “as ‘converging tech-
nologies’ (the interrelationship between 
medical devices and health IT) are increas-
ingly adopted by healthcare organizations, 
users must be mindful of the safety risks 
and preventable adverse events that these 
implementations can create or perpetuate.” 

“Not only must the technology or device 

be designed to be safe, it must also be oper-
ated safely within a safe workflow process.” 
Joint Commission’s Alert further warns of 
the following additional risk factors:

Failure to conduct adequate tech-
nology planning. Inadequate technology 
planning can result in:

■n Poor product selection (i.e., selecting a 
product solution that does not adapt to the 
target clinical environment). Major factors 
contributing to poor selection can come 
about through failure to consult product 
reviews or alerts or the previous experi-
ence of others; and over reliance on vendor 
advice (without oversight of an objective 
third party).

■n Insufficient testing or training.
■n Failure to consider best practices.
■n Failure to consider costs and resourc-

es need for ongoing-maintenance.
Failure to anticipate and mitigate 

for technology-related adverse events. 
Technology-related adverse events can 
happen when healthcare providers and 
leaders do not carefully consider the impact 
technology can have on care processes, 
workflow and safety. New technology 
systems can create new work, complicate 
workflow—and can result in events that can 
have a significant, adverse effect on patient 
care and safety.

Failure to integrate and regularly 
update systems. Manual transcrip-
tion and re-entry of data significantly 
increases opportunities for errors. Safety 
is compromised when healthcare informa-
tion systems are not integrated or updated 
consistently.

Strategic technology  
planning ServiceS

Today’s healthcare technologies have major 
implications for patient care, operations 
and finances. Because of their impact on 
patient care, their level of technical integra-
tion and their need for support, the deploy-
ment of any new healthcare technology can 
easily have a ripple effect on a wide range 
of an organization’s clinical, support and 
business operations.

Corresponding to their growing impact 
on operations, healthcare technologies can 
also have a major impact on the organiza-
tion’s financial resources. In recent years, 
costs associated with healthcare technolo-
gies have been responsible for nearly 40 per-
cent of the healthcare cost increases faced 
by providers. Inadequate consideration of 
all technology costs relative to technology’s 
benefits can significantly compromise both 
the quality of an organization’s financial 
investments as well as the hoped for ben-
efit gains. The bottom line is that no orga-
nization can afford to acquire and deploy 
major new healthcare technologies without 
first giving appropriate consideration to the 
strategic clinical, operational, and financial 
implications of that acquisition.

To address the challenge of identifying 
new healthcare technologies for acqui-
sition, some provider organizations are 
establishing a form of “strategic healthcare 
technology assessment” committee. This 
committee would be multidisciplinary and 
may include:

■n Department chairs
■n Chief Medical Officer (CMO)

The bottom line is that no organization can afford to 
acquire and deploy major new healthcare 
technologies without first giving appropriate 
consideration to the strategic clinical, operational, 
and financial implications of that acquisition.
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■n Chief Medical Information Officer 
(CMIO)

■n Chief Nursing Officer (CNO)
■n Chief Executive or Operating Officer 

(CEO/COO)
■n Chief Financial Officer (CFO)
■n Chief Technology Officer (CTO)

Additional support staff should include 
the senior experts in information services, 
clinical engineering, quality and risk man-
agement.

The role of such a committee is to serve 
as a the healthcare provider’s gateway for 
new and emerging healthcare technologies 
(generally limited to those with an impact of 
capital-plus-first-year-operating impact of 
$100,000) by proactively examining which 
of these technologies provides benefits that 
best meet the mission and goals of the pro-
vider organization. These benefits may fall 
into one or more of the following categories:

■n Improved care outcomes.
■n Improved patient/staff safety.
■n Regulatory compliance.
■n Improved efficiency and workflow 

processes.
■n Improved revenue, particularly rev-

enues improvements associated with pay 
for performance (P4P) initiatives.

■n Reduced costs.
■n Broader demographic served.
■n Market perception (reputation).

This committee should:
■n Focus on—and provide the greatest 

weight to—evidence-based reviews of new 
technologies and seriously consider those 
that most further the service objectives of 
the organization.

■n Charge appropriate stakeholders 
with the task of analyzing and planning 
workflow processes associated with effec-
tive deployment of new technologies and 
reporting findings back to the committee.

■n Establish appropriate metrics to 
determine how well the new acquisitions 
achieve each of the benefits predicted… and 
should in turn adjust their decision-making 
processes when anticipated results are not 
subsequently achieved.

■n Adopt a long, strategic view of its 
role and should promote the concept that 
healthcare technologies are not departmen-
tal, but organizational, assets that need to 

be properly integrated technically and 
operationally if the anticipated benefits 
those technologies are to be fully achieved.

■n Avail itself of appropriate staff exper-
tise, particularly from senior experts in 
clinical engineering and information tech-
nology who can identify required infra-
structure associated costs (e.g., facilities, 
staffing, supplies, training, service/sup-
port); and conduct a risk analysis to iden-
tify vulnerabilities and the degree to which 
they can be reasonably mitigated.

healthcare technology  
Support ServiceS 

To achieve the promise of the new tech-
nologies, healthcare providers also need to 
develop an infrastructure that is conducive 
to the appropriate selection, efficient deploy-
ment and safe use of those technologies.

The increasingly complex nature of 
and expanding role of healthcare technol-
ogy requires a corresponding increase in 
sophistication of that infrastructure. Infra-
structures (i.e., support staff, services, pro-
cesses, facilities, utilities) that were adequate 
to support technologies of 20 to 30 years ago 
are not adequate to support technologies of 
today let alone provide the support those 
healthcare organizations will need to deal 
with technologies in the near future. Going 
forward, healthcare organizations need to 
plan for the continual evolution of their 
infrastructures to meet the new challenges 
associated with these converging technolo-
gies. These organizations need to insure 
their infrastructures are both prepared to 
address the substantial increase that has 
occurred in deployed technologies and 
also better allocated between the support 
of medical and information systems (e.g., 
where the value of medical technologies 
acquired by U.S. healthcare organizations is 
reported to be more than twice the value of 
health IT acquired by those organizations).12

A critical aspect of the evolution of an 
effective infrastructure is the successful 
integration and collaboration between 
clinical engineering (CE), information ser-
vices (IS) and telecommunications to sup-
port their converging technologies. Medical 
device/system support in healthcare orga-
nizations has traditionally been the domain 

of CE services. Information technology 
support has usually been addressed sepa-
rately by IS. The reality of today’s medical 
and information technology convergence 
is that CE and IS must harmonize their 
efforts if they are to effectively support 
these increasingly linked technologies.

Close collaboration and some integra-
tion is vital. It is also vital that healthcare 
organizations realize that, while the tech-
nologies are converging and the support 
model (i.e., clinical engineering, informa-
tion services, telecommunications) needs 
to adapt (Figure 2), it is important that the 
best elements of each be preserved in the 
adaption and integration process. This is 
particularly critical when the CE and IS 

Figure 2: Healthcare 
technology Domains
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are brought together in a shared reporting 
relationship. Because CE is usually signifi-
cantly smaller (i.e., staffing, budget) than 
IS in most organizations, clinical engi-
neering is more vulnerable to loss of its 
unique character in any “merger.” Among 
the most important aspects of a typical 
clinical engineering service to preserve is 
their focus on the nuances of technology 
application at the point of patient care. As 
a consequence of their professional train-
ing and experience, clinical engineers 
(CE) and biomedical engineering techni-
cians (BMET) generally understand those 
nuances to include:

■n Patient safety issues.
■n The benefits and risks of medical tech-

nology on the patient.
■n Their primary role as supporting the 

clinicians who are responsible for deliver-
ing care.

■n The interface between patient, device, 
clinician and environment.

■n How response time in addressing 
medical technology issues can have a sig-
nificant impact on patient safety and the 
delivery of care.

■n Regulations and best practices associ-
ated with the use of medical technology in 
patient care.

■n The management of medical device 
hazards and recalls.

Support of medical devices and systems 
cannot be rendered safely or effectively 
without this patient-centered perspective. 
However converging technologies bring 
new challenges into the medical technol-
ogy support arena and the move from what 
were primarily discrete medical devices to 
integrated systems requires another level of 
technology sophistication for those who are 
involved in the selection, deployment and 
support of those integrated medical systems.

It remains critical to retain the patient 
focus when supporting these systems, but it 
also is critical to appreciate that these medi-
cal technology systems are typically more 
complex and may have implications for 
more than one patient’s care or safety. Some 
of these medical systems may even be con-
sidered “life critical” in the same sense that 
some business systems are considered mis-
sion critical. Effectively supporting these 

integrated medical systems requires not 
only the above-described “patient focus” 
but also an understanding of the complex-
ity inherent in a system of interconnected 
devices collecting, exchanging, and pro-
cessing patient data. Those charged with 
the primary support of these integrated 
medical systems must evolve their service 
paradigm and their skills to account for the 
fact that these technologies are an integra-
tion of medical and information systems.

ShareD governance framework 

The reality of medical and information 
technology convergence has led a grow-
ing number of healthcare organizations to 
bring their clinical engineering and infor-
mation services together under a com-
mon organizational framework in order 
to foster collaboration and coordination of 
efforts on technology issues in an increas-
ingly common workspace. While there is 
growing recognition of the need for collab-
oration, the industry has yet to arrive at a 
consensus on how best to achieve it beyond 
changing lines on the organization chart. 

The best solution for effective collabora-
tion (regardless of reporting relationships 
for CE and IT) is likely to be found in the 
adoption of a common governance frame-
work such as the Information Technology 
Infrastructure Library (ITIL) or ISO/IEC 
20000-1:2005 Information Technolog y – 
Service Management.

In The Gartner Group’s 2008 report on 
“Top 12 Actions for the CIO,” they insist 
that healthcare organizations who have not 
done so seriously consider the adoption of 
ITIL.13 As a proven set of IT best practices, 
Gartner says ITIL provides a framework 
for delivering services in healthcare orga-
nizations where those information technol-
ogy services are increasingly critical to all 
aspects of the organization’s operations. 
An advantage in adopting either ITIL or 
an ISO/IEC 20000-1 governance model is 
that both clinical engineering and informa-
tion technology share common elements 
in those models. By adopting and adapt-
ing elements in such standard governance 
models, clinical engineering services map 
well to the respective processes in informa-

Figure 3: Shared Governance Model for Ce and IS can 
Provide Both an effective Bridge Between these Critical 

Services and a roadmap for Collaboration
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tion services (Figure 3). Both clinical engi-
neering and information services could and 
should retain their unique aspects (i.e., clin-
ical engineering’s focus on patient safety 
and the clinical environment) but through a 
shared governance model, both would have 
a bridge that could help ensure seamless 
support for converging technologies. 

A spectrum of service elements make 
up a comprehensive clinical engineering 
or medical technology service (Figure 4). 
Ideally every healthcare provider would 
have access to these services to insure effec-
tive support. In practice, many healthcare 
providers fragment the responsibility for 
services and assign or leave the responsi-
bility for some elements to other depart-
ments or vendors. As a result of this frag-
mentation, some of these service elements 
are either delivered inconsistently or not 
delivered at all. As the number of complex, 
integrated, converged systems increases, 
the need to consolidate infrastructures and 
offer a comprehensive CE and IS that work 
together seamlessly becomes vital. 

Adopting one of the aforementioned gov-
ernance frameworks can help identify any 
gaps critical gaps in the infrastructure and 
insure there is effective integration of medi-
cal and information technology services.

new hybriD roleS

Another consequence of the need for 
evolving infrastructures is likely to be 
new hybrid of roles that build on critical 
elements from both clinical engineering 
and information services. Among the most 
important of these growing new hybrid 
professionals are:

■n Clinical systems engineers (CSE) who 
will focus on strategic planning and man-
agement services associated with increas-
ingly complex integrated medical systems.

■n Clinical systems support specialists 
(CSSS) will focus on technical services 
such as installation, configuration, repairs 
of these integrated medical systems.

■n Radiofrequency spectrum managers 
(RSFM) will focus on monitoring and man-
aging the influx of an increasing number of 
electromagnetic energy sources that com-
pete for available spectrum and that, without 
effective management, could have a severe 

adverse affect on patient care or safety.
Figure 5 is a Venn diagram that illus-

trates the relationship between clinical 
engineering (medical technology service 
management) professional domains (i.e., 
technology management, professional 
engineering and engineering technology) 
and their sub-and cross-specialties.

Position descriptions outlining pos-
sible roles, responsibilities, and qualifica-
tions for clinical systems engineers (CSE), 

clinical systems support specialists (CSSS), 
and radiofrequency spectrum managers 
(RFSM) are provided in table 1.

a StanDarD for conDucting  
riSk management on  
meDical Device networkS

A recently adopted ANSI/AAMI/IEC stan-
dard establishes guidelines and also defines 
key roles necessary for managing the chal-
lenges associated with increasingly complex 
and integrated medical technologies. The 
standard, ANSI/AAMI/IEC 80001-1:2010 
Application of risk management for IT net-
works incorporating medical devices, outlines 
a risk management approach to managing 
the acquisition, deployment and support 
(addressing the entire life-cycle) of these inte-
grated medical technologies. Among its most 
significant provisions, the standard defines 
these required roles and responsibilities:

■n The health delivery organization’s top 
management (i.e., management of the orga-
nization owning/operating the system) is 
responsible for 

1. Establishing policies.
2. Providing adequate resources (e.g., 

financial, staffing) to conduct meaningful 
risk management.

3. Periodically review the performance 
of the risk management process.

■n The medical IT network risk man-
ager (e.g., clinical systems engineer) is 
responsible for the execution of the risk 
management process and for ensuring the 
safety, effectiveness, data/system security, 
and interoperability of integrated medical 
technologies—and for engaging appropri-
ate stakeholders in this process and report-
ing results to senior management.

■n The manufacturer be responsible for 
providing:

1. Instructions on integrating a medical 
device into an IT-network.

2. Information regarding any known risk 
vulnerabilities.

3. Information on device security features 
that would be useful in any mitigations.

Taken together with an appropriate gov-
ernance frameworks like ISO 20000 (on 
which 80001-1 was in part based) and ITIL, 
this standard’s refocusing of clinical engi-
neering (and appropriate IT) resources on a 

Figure 4: Spectrum 
of Medical technology 

Services required 
to Support New 
technologies

Figure 5: Medical 
technology Service 

Management Domain
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Table 1: Ce-It Hybrid roles

Clinical Systems engineer (CSe) Clinical Systems Support Specialist (CSSS) radio Frequency 
Spectrum Manager (rFSM)

Coordinates an organization-wide program to insure the  
effective deployment, integration and support of interconnected 
medical systems 

responsibilities
■n Maintains current inventory of networked and integrated medical 
systems (including catalog of services, features, interconnections)

■n Coordinates security management process including risk (e.g., 
criticality & probability) and vulnerability analysis and related 
documentation associated with interconnected/integrated medical 
systems

■n Coordinates with stakeholders a process to prioritize, develop and 
implement plan to manage/mitigate identified risks associated with 
interconnected/integrated medical systems by applying appropriate 
administrative, physical & technical safeguards

■n Maintains the integrity of FDA approval for interconnected / 
integrated medical systems

■n Works with stakeholders to insure effective deployment, integration, 
and support of new medical systems into legacy systems and non-
medical elements of the organization’s information infrastructure. 

■● Works to assure systems are deployed into an optimum (i.e., 
secure & supportive) environment. 

■● Continually reviews system components to determine which are 
obsolete or otherwise no longer adequately supportable and then 

■● plans for and implements component upgrades/replacement in a 
timely manner. 

■n Identifies and manages appropriate software upgrades, security 
patches and anti-virus installs for interconnected/integrated 
medical systems according to industry best practices

■n Manages Root Cause Analysis (RCA) and Failure Mode Effects 
Analysis (FMEA) on incidents involving integrated medical  
systems and reports findings to appropriate stakeholders for  
follow-up action

■n Monitors and adopts industry “Best practices” to insure integrity, 
availability & confidentiality of data maintained and transmitted 
across interconnected and integrated medical systems

■n Educates stakeholders on security and other implications 
associated with the proliferation of interconnected and integrated 
medical technologies.

■n Supervises clinical engineering, clinical systems support specialists 
and other staff as necessary in clinical systems integration and 
infrastructure support (e.g., hybrid reporting structure, project 
supervision)

Qualifications
■n Baccalaureate degree in Biomedical or Clinical Engineering 
(Master’s preferred)

■n 5-10 years experience in clinical engineering and information 
systems

■n project management and planning skills/experience
■n Strong communication and team building skills across functional 
areas

■n Certification (completed or in process) preferred in one or more of 
following:

■● Certified Clinical Engineering (CCE)
■● Certified Information Systems Security professional (CISSp) by 
(ISC)2

■● Cisco Certified network Associate (CCnA) or network 
professional (CCnp)

■● Microsoft Certified Systems Administrator (MCSA) or Engineer 
(MCSE)

Works with stakeholders
■n Information Services (including network support, disaster recovery)
■n Clinicians (system users including physicians, nurses, 
technologists, etc))

■n Medical system manufacturers/vendors
■n Risk management
■n Information Security 
■n procurement/purchasing/materials management
■n Clinical engineering

Responsible for providing engineering support of specialized 
medical devices and systems (e.g., cardiology, neurology, 
surgical, monitoring). This support may include installation, 
integration, clinical training, operation, diagnostics, technical 
service, and vendor management in these specialized areas.

responsibilities
■n Maintains accurate inventory (including configuration 
information) of all devices, systems and components in their 
assigned areas.

■n Coordinates deployment of new medical technologies in 
assigned areas including planning, needs analysis, evaluations, 
installation, integration and training

■n Manages other special projects associated technologies 
considered for or currently used in assigned area(s).

■n Monitors operational effectiveness of medical devices and 
systems in assigned area(s) and

■● insures devices/systems are effectively maintained by 
judicious application of scheduled & corrective maintenance, 
upgrades and overhauls as appropriate

■● acquires, deploys and utilizes appropriate  
hardware/software tools to monitor and manage device & 
system performance

■● develops or acquires and deploys administrative, technical 
and physical safeguards to maintain integrity and availability 
of clinical information maintained or stored by medical 
devices & systems

■n Develops and provides operational and service training to 
clinicians and support personnel on devices and systems in 
assigned area(s)

■n provides consultation to clinical staff on capabilities and 
limitations of available technologies

■n Represents technology perspective for assigned area(s) as 
needed at meetings with other stakeholders

■n Monitors medical device hazard/recall reports for their 
assigned area(s) and insures appropriate follow-up (i.e., 
communication, corrective action, follow-up)

■n Monitors regulatory developments affecting devices & systems 
in assigned area(s) and identifies/coordinates implementation 
of appropriate compliance measures

■n Maintains technical library and database with  
information critical to the support of devices and systems in 
assigned area(s)

■n participates in the development and maintenance of a capital 
equipment plan (for existing and new operations) for assigned 
area. Basic plan elements should include needs analysis/
assessment, total cost of ownership (TCo) analysis, and 
comparative evaluations of technologies.

■n Consistent with the needs of clinical engineering and other team 
members, may perform other duties as requested or assigned.

Qualifications
■n Bachelors of Science degree in Biomedical or Clinical 
Engineering, Engineering Technology or related area

■n 3 years experience in Biomedical or Clinical Engineering and 
clinical systems support

■n Strong communication and team building skills across 
functional areas. 

■n Effective educator, mentor and role model.
■n Demonstrated project management & planning skills
■n Certification (completed or in process) preferred in Clinical 
Engineering (i.e., Certified Clinical Engineer / CCE) or Certified 
Biomedical Equipment Technician (CBET)

Works with Stakeholders
■n Clinicians (system users including physicians, nurses, 
technologists, etc)

■n Manufacturers/vendors
■n Information Services
■n procurement/purchasing/materials management

The RFSM is responsible for 
enterprise-wide management 
and monitoring of the radio-
frequency environment. 

responsibilities
■n Maintaining an inventory of 
all R/F systems operating 
in or affecting the clinical 
environment

■n Managing deployment and 
operation of R/F systems 
so as to insure regulatory 
compliance and to minimize 
adverse interactions 
between devices and 
systems

■● Advising in selection of 
compatible R/F systems

■● planning for R/F 
allocation, deployment, 
integration and upgrades 
as necessary

■● obtaining requisite 
licenses/permits and 
insure all are kept current

■● Investigating reports 
of possible adverse 
R/F affects on devices/
systems and identify 
appropriate corrective 
action as necessary

■n Educating users and 
monitoring user practices 
associated with R/F system 
in order to assure their safe 
and effective operation

Qualifications
■n Bachelors of Science 
degree in Electrical 
Engineering (relevant 
training may substitute)

■n 5 years of experience in 
Spectrum Management, RF 
safety, license application 
process

■n Knowledge of R/F related 
rules, regulations and best 
practices

■n Strong communication and 
team building skills across 
functional areas.

■n proficiency with standard 
desktop applications such 
as Microsoft Word and 
Excel.

Works with 
Stakeholders

■n Clinicians (system users 
including physicians, 
nurses, technologists, etc)

■n Manufacturers/vendors
■n Information Services
■n procurement/purchasing/
materials management
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risk management approach to their support 
of medical technologies can substantially 
help clinical engineering and IT make the 
necessary paradigm shift to more relevant 
support models.

concluSion

There is an opportunity for current and 
emerging technologies to play a major role 
in transforming healthcare delivery. We 
have mentioned clinical information sys-
tems, robotics, imaging, genomics, tele-
medicine and nano-technologies as being 
among the transformational technolo-
gies that can help achieve unprecedented 
improvements in the quality, effectiveness, 
timeliness and availability of patient care. 
However these technologies are often com-
plex and require an unprecedented level 
of integration. Successfully achieving our 
patient care goals requires new strategic 
processes and an evolution in the infra-
structure necessary to support these com-
plex, integrated technologies. When select-
ing new healthcare technologies for deploy-
ment, we have discussed how organizations 
must adopt a strategic approach and insure 
appropriate consideration is given to the 
overall impact (e.g., clinical, operational, 
financial). We have also discussed how 
healthcare organizations must also look 
to evolve their technology support infra-
structures to insure clinical engineering 
and information technology services share 
a common governance and that they are 
organized and staffed to adequately meet 
the challenges of the increasingly complex 
and integrated technology environment. 

Evolving technology is a steamroller that 
is even now changing the healthcare deliv-
ery landscape. All of us now have a short 
time to decide whether we’ll be part of the 
steamroller—or part of the road. JHiM
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Q uality healthcare depends 
on the availability of the right 
information, to the right people, 
at the right time to enable them 

to make the best possible health-related 
decisions. Lack of complete and accurate 
information to guide healthcare decision-
making has been associated with decreased 
patient safety and poorer health outcomes, 
as well as increased resources utilization.1

Positive health outcomes for chronic 
medical conditions increase as a result of 
health status surveillance and coordination 
of care, activities which are information 
intense, and performing them successfully 
depends on effective exchange of data. The 
World Health Organization acknowledges 
eHealth as the cost-effective and secure 
use of information and communications 
technologies to support health and health-
related fields, including healthcare servic-
es, health surveillance, health education, 
knowledge and research.2 eHealth technol-
ogy has been categorized as having three 
main overlapping functions: to enable stor-
age, retrieval and transmission (sharing) 
of data; to support clinical decision mak-
ing; and to facilitate remote care.3 eHealth 
technology is broadly classified as organi-
zational and/or provider health informatics 

aBStraCt
Consumer health informatics is an emerging field that offers the ability to enhance 

the quality and safety of care by leveraging information and communication 

technologies to place the patient at the center of care. This is particularly true 

for patients with chronic complex medical conditions and/or from vulnerable 

populations, including minorities, the elderly and disabled. Uptake and adoption 

of such technology has been slow. Strategies are needed to assess barriers 

and develop successful approaches to promote connected health leveraging 

consumer eHealth technologies, including interoperability with organizational IT 

systems, for support of patients and their provider teams to optimize care. 

Through two case studies and an overview of current evidence and industry 

trends in personal connected health technologies, this paper will make the case 

for connected health applications adoption and integration within the healthcare 

IT ecosystem to support and connect patients and their providers. We will present 

a model developed by a healthcare system and a software developer for the 

interoperability of web-based self-care management platforms for seamless 

24/7 sharing of personal health information across the continuum of care among 

the patient, system and non-system providers and organizations which are 

stakeholders in the US healthcare delivery system.

KeYWOrDS
personal health records, diabetes, spinal cord injury, chronic conditions, mobile 

devices, connected health.

Consumer Health 
Informatics 
Lessons from Case Studies of a Patient-Centered 
eHealth Technology Self-Care Management Platform
By Michelle F. Magee, MD; Cortney Nicolato, CPHIt; and  

Manon Maitland Schladen, MSe PMP edS

Consumer Health Informatics
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and consumer health informatics. To-date 
a large body of publications in this field 
has focused on organizational electronic 
health records. Less robust evidence exists 
on leveraging eHealth technologies for 
self health management of patients with 
chronic conditions. This paper will focus 
on consumer-centric health informatics. 

Consumer health informatics is a rap-
idly evolving field that offers ability to 
enhance care quality and safety by lever-
aging information and communication 
technologies to enable patients to be at 
the center of their care. This patient-cen-
tric approach to health information man-
agement obviates many issues of patient 
privacy, data property rights and system 
interoperability that currently challenge 
provider-to-provider information sharing 
across and among systems of care. Accord-
ingly, the Office of the National Coordina-
tor for Health Information Technology 
(ONC) has included a consumer-focused 
technology, the personal health record 
(PHR), among its evolving health informa-
tion technology infrastructure portfolio. 
A PHR is defined as a standards-based, 
interoperable, electronic record of an indi-
vidual’s health-related information that is 
controlled by the individual.4 

Individuals with chronic, complex medi-
cal conditions and their family members 
or custodial caregivers bear the brunt of 
managing care outside healthcare pro-
vider facilities. Diabetes mellitus, hyper-

tension (high-blood pressure) and spinal 
cord injury may be considered prototypes 
for the development of management strate-
gies for chronic medical conditions. These 
disorders share common needs relative to 
health information sharing typical of the 
majority of common chronic medical con-
ditions (e.g., comprehensive, up-to-date 
clinical lists).

Yet each condition also has divergent 
needs for health information (e.g., data 
provided by devices which support self-
care). The case studies we present lever-
age one instance of a web-based personal 
self-care management platform to delineate 
how consumer eHealth informatics may 
be used to support diabetes, hypertension 
and spinal cord injury self-management, 
including among minorities and the under-
served, as illustrative of disorders which 
require chronic care management. Lessons 
learned will be presented in the context of 
a broader overview of the current health 
IT ecosystem, industry trends and current 
evidence on usability and the impact of per-
sonal health technologies on outcomes to 
inform developers, clinicians and research-
ers working in the field of consumer health 
informatics. 

the technology platform

The patient-centered eHealth technology 
PHR (eHealth2go) used by the patients 
in our case studies is being deployed in a 
regional health system in the Mid-Atlantic 

United States. It is a comprehensive health 
self-care management platform which is 
powered by Get Real Consulting’s Instant-
PHR technology. The platform resides in, 
and is provided security by, Microsoft 
HealthVault (HV). When the record is in 
use, it is pulled down onto a local server 
where it is accessible to the patient and, 
with his/her permission, to caregivers 
and/or providers. No data is stored on the 
local servers. Use of HV-partnered devices 
(e.g., blood-glucose meters) to enable data 
entry to the PHR is encouraged. A proto-
type companion web-based mobile tech-
nology application was made available to 
the patient presented in Case #2. Platform 
applications support the three main com-
ponents of eHealth technology functional-
ity, namely storage, retrieval and sharing of 
protected health information (PHI), sup-
port for self-care management decisions 
and facilitating remote care. exhibit 1 
lists specific platform functionalities with 
examples of data which may be relevant 
to each in the general medical PHR and 
in the PHR of the diabetes or spinal cord 
injury patient. 

Case studies. Both case studies 
received approval from the MedStar Health 
Research Institute Institutional Review 
Board.

Methods.  Patients volunteering to 
participate in a pilot program evaluating 
usability, usefulness and uptake of the PHR 
were supported in setting up their record. 

PHr eHealth functionality General Health record examples Diabetes-specific examples Spinal Cord Injury-specific 
examples

Store, retrieve and share 
personal health information

Demographics; lists (conditions, 
allergies, medications, directives; 
immunizations, hospital discharge 
summaries; ECGs; images; physical 
activity & food logs); Care plans; pHI 
available for acute care encounters

DM complications, CvD risk factors 
status; medications for blood glucose 
control; downloaded blood glucose 
meter readings; A1C test results. 
Access to pHI in ED if diabetes 
emergency

polypharmacy management; Files 
of imaging studies; Access to pHI 
for EMTs, in Emergency Dept. or 
during hospitalization

Support self-care management 
decisions

Access pHR or web-based health 
education information; problem solving; 
smoking cessation tools; social media 
support

Diabetes self-management education 
content; carbohydrate counters; blood 
glucose pattern management; CvD risk 
calculators.

Confirm current medication doses 
and timing

Facilitate remote care Request/receive results; appointment 
& test reminders; eRxs direct to 
pharmacies.

Send provider BG results for insulin 
dose recommendations; adhere to 
guidelines for eye, kidney tests.

notify primary provider of ED visit 
or hospitalization findings and 
treatment.

exHibiT 1: Consumer eHealth technology Functionalities
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Instruction in processes for signing up for 
an e-mail account if the patient did not 
already have one, for a HV account and 
the PHR were provided by a program staff 
member who served as a health navigator. 
Patients were guided through the required 
processes for entering PHI into their PHR. 
Instruction in how to upload device driv-
ers and to download data from them was 
provided. 

Case Study 1: use of a Web-Based 
PHr in the Diabetes & Cardiovascular 
Disease Prevention Self-Management 
Microcosm

AC, is a 62 year old African American 
male with type-2 diabetes and hyperten-
sion (high blood pressure–BP). He was 
referred to the diabetes clinic of an urban 
tertiary care hospital for management of 
uncontrolled high blood glucose (BG) and 
BP. He expressed frustration at his BG and 
BP being out of control: “No matter what I 
do, I do not get better. I feel tired, I have no 
energy and I feel that I have no control over 
my own health.”

He had been taking the maximum-
recommended doses of two oral diabetes 
medications, and two additional types 
of pills, each once daily, for BP manage-
ment. His hemoglobin A1C, a measure 
of long-term BG control, was 13 percent, 
which correlates with an estimated aver-
age glucose of 326 mg/dL over the preced-
ing two to three months. This A1C value 
represents uncontrolled diabetes, falls far 
short of the American Diabetes Associa-
tion national Standards of Care5 target of 

7 percent, and is associated with a signifi-
cant increase in long-term risk for diabe-
tes co-morbidities, including eye, kidney 
and nerve disease, heart attack and stroke. 
An average BG in the 300s is well above 
the ADA clinical targets of 70-130mg/
dL before meals and under 180mg/dL 
after meals.5 His blood pressure was 
188/101mmHg, also well above the ADA 
standard care goal of 130/80mmHg. He 
had never received diabetes education, 
had limited prior experience with com-
puter use and had never used a computer 
to access health-related information. 

AC provided informed consent to par-
ticipate in a diabetes clinic program which 
seeks to engage high-risk individuals with 
uncontrolled diabetes in self-management. 
A diabetes educator helped him obtain an 
e-mail address and taught him basics of 
logging in, navigating the Internet, etc. She 
also supported him in setting up his PHR 
and instructed him in use of the applica-
tions. An HV supported BG monitoring 
device was provided, drivers were upload-
ed to his record and he was instructed in 
how to download sugar readings from his 
meter to the PHR. He was also shown how 
to view diabetes education resources (e.g. 
the plate method for controlling meal por-
tion sizes by food group) in the PHR, how 
to print reports and encouraged to take 
PHI reports to his primary care provider 
(PCP) visits. This approach reflects the 
patient-centered, collaborative approach 
to self-management prescribed in both the 
chronic Care (Coleman et al., 2009) and 
the Medical Home Models (Bates & Bitton, 

2010). At subsequent visits, special empha-
sis was placed on looking at BG patterns 
and BP results and reviewing data points 
within healthy targets and outside of target 
ranges for each. 

In time, AC felt empowered to have more 
say in his medical care as he reviewed his 
PHI displays in the PHR. He changed PCP 
as he grew to feel that not enough action 
had been undertaken earlier to help control 
his conditions. When his new PCP wanted 
to wait a month before making changes in 
BP meds, he showed her data from his 
PHR and a new BP medication was added 
to his regimen that day. Looking at his BG 
data displays in the PHR allowed him to 
see how many were outside of range and 
really opened his eyes to the relationship 
between what he ate/drank, his activity 
levels and his BG readings. Overall, he 
was able to more clearly see the relation-
ship between diet, exercise and changes 
in medication on the one hand and his 
BG and BP values on the other. This led 
to a greatly enhanced sense of empower-
ment as he was able to see that his lifestyle 
behaviors clearly mattered and influenced 
his overall health and well-being. He made 
changes to his diet and starting walking 
regularly. This information was so valu-
able to him that he would go to a friend’s 
house regularly to update his PHR, as he 
did not have a computer at home. 

At the end of a three-month period, 
his diabetes was well controlled, with his 
A1C having come down to 6.6 percent. 
His BP control was trending between 130-
140/80mmHg and he is working with his 

Consumer health informatics is a rapidly 
evolving field that offers ability to enhance care 
quality and safety by leveraging information and 
communication technologies to enable patients 
to be at the center of their care.
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PCP to have further adjustments made to 
his BP medication regimen. He continues 
to update his PHR and says he will recom-
mend it to others.

The self-care management platform was 
successfully adopted as a tool to support 
eHealth literacy and diabetes and hyper-
tension care by an African American male 
who had little prior computer experience 
and did not own a computer. A health navi-
gator provided the required education to 
enable him to use the platform indepen-
dently to support self-management and 
to share PHI with his PCP. This strategy 
enabled the patient-centered healthcare 
team to move toward targeted control of 
AC’s chronic medical conditions. 

Case Study 2: the utility of a PHr  
in Health Self-Management for 
Persons with Physical Disability- 
Spinal Cord Injury

ML, a 46-year-old, unemployed, college-
educated male with a C5-6 spinal cord 
injury (SCI), worked with program staff to 
explore the usefulness of a PHR in help-
ing him manage his health after disability. 
As is typical for his level of injury, ML is 
paralyzed and has only limited use of his 
arms and hands. Numerous chronic medi-
cal conditions tend to follow paralysis.6-9 
In addition to coping with mobility con-
straints, ML faces the challenge of prevent-
ing/managing skin breakdown, bone loss, 
chronic infections, including recurrent uri-
nary tract infections (UTI), hypertension, 
obesity and bowel function.

The PHR framework described in Case 

Study 1 was used as a point of departure 
for tailoring a PHR for use after SCI. An 
SCI self-management guide10 provided a 
roadmap to help ML create a PHR to meet 
his specific needs. Like the diabetes edu-
cator in Case Study 1, the staff member 
working with ML provided on-going help 
and guidance for developing and imple-
menting his PHR.

Data types used by people with SCI to 
monitor the most common health threats 
are often more qualitative than quantita-
tive. For example, UTIs are a chronic prob-
lem after SCI. Risk is monitored at home 
through observed changes in urine color, 
odor, and subtle perceived changes in gen-
eral well-being since neurologic impair-
ment blocks the pain and sense of urgency 
that signals urinary problems to persons 
without SCI. Tracking these subjective 
warnings of infection doesn’t provide the 
same clear and quantifiable management 
pathway as does, for instance, tracking of 
BG values in diabetes. ML, therefore, chose 
not to log these data in his PHR although he 
could have done so. ML was motivated to 
develop his PHR for the ability it provided 
him to alert health care providers, particu-
larly in emergency situations, to the needs 
of his relatively uncommon condition and 
his specific personal health history. He 
recounted numerous prior experiences 
where his health had been compromised 
because he was too ill to self-advocate and 
his special needs as a person with SCI went 
unrecognized. Furthermore, ML takes 
almost a dozen medications prescribed by 
a frequently changing group of providers. 

He was delighted to find that his PHR and 
pharmacy interoperated perfectly in the 
HV ecosystem and that his medication list 
was continually updated whenever a medi-
cation or dosage was modified. ML noted, 
“What I do now when I have to go to the 
hospital in an emergency is to ask the EMT 
tech to put ALL my containers in a bag and 
bring them with me. This will be so much 
more efficient!”

ML readily adapted to using his PHR. In 
contrast to many persons with chronic con-
ditions, particularly those who are elderly,11 
people with SCI have been shown to be 
receptive to using technology and assistive 
technology to facilitate computer interac-
tion is a common component of post-injury 
rehabilitation.12 ML preferred to navigate 
his PHR with the speech recognition and 
touch technology he was accustomed to 
using on his mobile device (Android). ML 
reviewed multiple web-based emergency 
provider applications that interoperated 
with his PHR, but he did not believe that 
people helping him in an emergency would 
have sufficiently easy and unrestricted 
access to the Internet to retrieve his infor-
mation promptly. He chose, therefore, to 
augment his online PHR with an affordable 
($20), waterproof USB dog tag device with 
a warning of his high-risk medical status 
engraved on the cover and his complete 
PHR downloaded and saved to the device 
memory. ML’s desire to maximize the por-
tability of his personal health information 
for emergency use, in full awareness of a 
somewhat diminished guarantee of privacy, 
is consistent with the health information 

Efforts by developers, clinicians and researchers to improve 
usability and usefulness and reduce disparities in uptake and 
adoption, and further studies to provide evidence for best 
practices for the design and deployment of PHRs will be 
prerequisites to their ubiquitous dissemination and use.
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access preferences expressed by other per-
sons with physical disabilities.11

Subsequently, ML was indeed trans-
ported to the emergency department (ED) 
to resolve a crisis situation. During this epi-
sode, as had been his experience in the past, 
ML suffered from temporarily diminished 
capacity and had difficulty communicating 
his situation to ED staff. The ED doctor 
took the dog tag PHR from around ML’s 
neck, inserted it into an ED USB drive and 
displayed all of ML’s medications, relevant 
history and “special handling” instruc-
tions. “How cool is that!” ML reported the 
doctor having remarked. ML was promptly 
admitted to the hospital where his medical 
problem was appropriately addressed.

DiScuSSion

The broad-ranging potential utility and 
value of PHRs in both the management of 
chronic medical conditions and in bridging 
PHI transmission to the acute-care setting 
(ED or hospital), which have historically 
each siloed data, for persons with chronic 
conditions are highlighted by the case stud-
ies presented. While it is beyond the scope 
of this paper to review all of the body of 
literature on PHRs, our case studies illus-
trate some concepts which we feel should 
be emphasized and will be of interest and 
importance to developers, providers and 
researchers working in this space.

The PHR supported each of the three 
main functionalities delineated for eHealth 
technology tools. Namely, use of the PHR 
enabled patients to: store, retrieve and 
share PHI; support self-care management 
decisions and facilitated remote care. Con-
siderations in usability, evidence for the 
impact of PHRs on health outcomes, using 
diabetes and hypertension which were co-
morbidities in Case Study 1 as examples, 
and addressing disparities in the uptake of 
personal eHealth tools should also be con-
sidered in further initiatives which target 
development and deployment of PHRs. 

PHrs and Storage, retrieval and 
Sharing of Personal Health Information. 
One key function of the PHR is to serve as 
a life-long resource for an individual’s com-
posite health information drawn from a 
wide variety of sources.4 Placing PHI under 

the individual’s own control, as was done 
by the patients in our case studies, assures 
that PHI can be made available when and 
where it is needed for care. We believe that 
the PHR has the potential to serve as a per-
sonal health information exchange.

The most salient sources of PHR health 
information, according to NAHIT, are 
records imported from those maintained 
by healthcare and service providers, indi-
viduals’ personal health data from medi-
cal devices, information manually gener-

ated by individuals for self-management 
or to alert care providers, and information 
from insurance providers. Over the past 
several years, interoperable, standards-
based patient connected health platforms 
(e.g.,HV), have become freely available to 
consumers and allow them, in theory and 
indeed in practice, to begin managing all 
of these types of health information13 HV 
is a secure, health-base cloud ecosystem, 
that has over 150 different applications and 
medical devices linked together to support 
self-health management. HV supports auto 
population of data to the PHR. For example, 

if an individual provides authorization, 
pharmacy refill data and/or laboratory 
results from the HV partner organizations 
database will roll into the PHR where it can 
be viewed by the patient or permissioned 
providers. Patient portals, which allow an 
individual to view selected data sets from 
the provider/organization’s Health Infor-
mation Systems (HIS), outside the organi-
zation’s firewall, also have the potential be 
imported through web-based data reposi-
tories, such as HV, for storage in the PHR. 

Providers can be granted access to view 
stored PHI when and where it is needed 
24/7 as patients move across the continuum 
of care, and particularly across health care 
settings that do not share systems. These 
concepts are illustrated in exhibit 2.

PHRs will enable movement away from 
the current paradigm of dependence on 
memory of PHI to reliable data storage. For 
example, a reliable medication list is a cor-
nerstone of medical management for chron-
ic conditions. Patients are often asked to list 
their active medications at care encounters 
and may do so from memory with varying 

exHibiT 2: HealthVault Partner applications
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degrees of accuracy or may present all of 
their medications for the provider to sort 
through and list. The fi rst step in moving to 
more accurate medications recall is for the 
patient to keep all of their medications on 
a paper list. eTechnology moves this list to 
an electronic format, as shown in exhibit 
3. This concept was clearly useful in Case 
Study 2 where the patient was taking mul-
tiple medications for management of his 
chronic conditions secondary to SCI. The 
PHR facilitated keeping an updated list and 
sharing it with providers.

Information which can be stored and 
retrieved from the PHR in this way includes 
lists of data such as demographics, medical 
conditions, allergies, immunizations and 
medications; images and reports, for exam-
ple x-rays, CT and MRI scans, ECGs, con-
sultation records and advanced directives. 

phrS anD Support for Self-care 
management DeciSionS

PHRs are more than static repositories 
for personal health data.14 By integrating 
data, knowledge, software tools and educa-
tion content, PHRs support active patient 
engagement in better health care and bet-
ter health. PHRs have also been classifi ed 
as a health self-management intervention16 

because of the values of patient-centered-
ness and consumer-empowerment that 
underlie them. Healthcare frameworks 
that are characterized by a strong focus 
on health self-management, notably the 

Chronic Care Model16 (CCM) and Medical 
Home Model,17 increasingly include PHRs 
in their paradigms for patient engagement. 
A survey conducted and published by Lake 
Research Partners in 2010 demonstrated 
that people with chronic health conditions, 
particularly those with multiple health con-
ditions, perceived PHRs as particularly rel-
evant to managing their health.11,18

Consumer eHealth informatics, as 
exemplifi ed by the PHR, enables informed 
individuals who are actively engaged in 
the daily management of their chronic 
conditions as the “change agents” in a 
healthcare system which is challenged in 
meeting the needs of this burgeoning popu-
lation.15 The CCM emphasizes the patient-
provider relationship and leverages self-
management and information technology 
as key elements to success in achieving 
mutually agreed upon health outcomes.19 
Self-management is viewed as a collabora-
tion among patients and providers which 
enables resolution of patient-defi ned prob-
lems, participation in decision making and 
self-management education focused on 
development and application of problem-
solving skills and self-effi cacy.18 Improved 
health outcomes are reported when prac-
tices implement more than a single com-
ponent of the CCM.16 These components 
can each be supported by PHR function-
alities. Additionally, leveraging the role 
of social media via the PHR platform for 
freely sharing ideas and experiences with 

other patients with similar conditions 
offers a potentially rich benefi t to patients 
managing chronic illness that has yet to be 
examined systematically. 

eDecision support tools enable physi-
cians to implement evidence-based best 
practices and to attain clinical benchmark 
indicators for care. In consumer health 
informatics, the analogous functionality 
is self-management support. Patients with 
chronic health conditions are asked to per-
form tests and record data that will provide 
information to guide health management. 
For example, in the care of diabetes, daily 
fi ngerstick BG testing provides data that 
the patient can use to guide adjustments to 
insulin doses using a methodology known 
as pattern management.20

An example of self-care management 
functionality in PHRs enabling improve-
ment in behaviors is illustrated in Case 1 
where the patient was able to move from 
handwritten BG logs to a graphic display 
of his readings. This presentation allowed 
him to see and understand the relation-
ship between BG patterns and his eating 
and physical activity behaviors. This con-
cept is illustrated in exhibit 4. The graphic 
display of the BG readings is overlaid on a 
background where the target BG range is 
shown in green. The tabular display aligns 
BGs with time of day obtained. These rep-
resentations allow the patient to readily see 
BGs which lie outside his/her target range 
by time of day, facilitating recognizing their 

exHibiT 3: Moving from Memory to reliable Data   

 
Pill Bottles Handwritten Medication List electronic Medication List
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relationship to meals and/or changes in 
physical activity. 

phrS to facilitate remote care

Persons with chronic medical conditions 
work with their healthcare providers in 
different ways based on their underlying 
healthcare needs. Therefore, it is not sur-
prising to observe that the patients whose 
cases were just presented used their PHRs 
differently. In the case of AC, the diabetes 
clinic served as his medical home, intro-
duced him to PHR technology and engaged 
him in its use. He collected the same infor-
mation, for example, BG and BP, at home as 
the clinic or his PCP would collect during 
visits. Additional data, whether transmit-
ted electronically to his record at the clinic 
or on paper to his PCP, enhances quality of 
care by facilitating safe and effective medi-
cation adjustments. Further, by becoming 
more involved and knowledgeable about 
the management of his diabetes through 
use of the PHR, the patient became a more 
effective self-advocate which also contrib-
uted to his better health.

Current healthcare systems provide 
no comparable “SCI Clinic” to help SCI 
patients manage their health.21 Conse-
quently, ML was on his own to engage his 
various providers in the use of his PHR, 
a tool they were unlikely to have antici-
pated using in working with him. The SCI 
patient was concerned primarily with shar-
ing unexpected information with health 
care providers emergently. The relative 

frequency with which providers encoun-
ter patients with diabetes and the relative 
rarity of their encounters with patients 
with SCI also infl uence priorities of these 
patients for maintaining data in their 
PHRs. It would not occur to a person with 
diabetes to include an explanation of that 
condition and its implications in the sum-
mary data of his/her PHR. That however, is 
exactly what preoccupies persons with SCI 
and provides a large part of the motivation 
they may have for shepherding their own 
health information. 

Managing medication information, cen-
tral to health maintenance in both diabe-
tes and SCI, is a self-management task that 
bridges these and other chronic conditions. 
The American Health Information Com-
munity Consumer Empowerment Work-
group fl agged interoperability of medica-
tion information as essential to the broad 
adoption of PHRs.22 Subsequently, a stan-
dardized medication profi le became the pri-
ority and principal deliverable of the ONC 
Workgroup.23 It should not escape notice 
that the most effi cient exchange of data ML 
was able to carry out in his PHR was the 
automated updating of his pharmacy data. 
In the case of both AC and ML, however, 
the pivotal central position of the patient 
to his own care was the factor that bridged 
information exchange between human 
beings and information systems. 

PHR technical architecture may be 
designed for web-based and/or mobile 
platforms which can be, and increasingly 

are interoperable with a wide variety of 
eHealth platforms, including organiza-
tional eHealth technology platforms (i.e., 
EMRs and patient portals). This evolution 
positions PHRs to play an important role 
in facilitating sharing of key PHI across 
the spectrum of care among patients and 
providers to support care.

conSiDerationS in 
uSability anD uSefulneSS

One of the most prominent barriers to suc-
cessful implementation of Meaningful Use 
of health IT are systems with poor usability 
(specifi c to the interface design), and sys-
tems which are not useful to the intended 
user groups. The former (usability) results 
in confusing and hard to use systems, and 
the latter (usefulness) results in a lack of 
motivation to use the system. Although 
IT designers often attribute the low usage 
rates to “slow uptake” or “lack of knowl-
edge that the system exists” the real reason 
likely resides in the lack of usability and 
usefulness of the system. 

In a recent systematic review and evalu-
ation of web-accessible tools for manage-
ment of diabetes and CVD risk factors, Yu, 
et. al reviewed 57 studies, of 12,626 citations, 
which met the criteria that they provided 
education or assessed outcomes. Useful-
ness, sustainability and usability were 
evaluated. Tools for mobile devices were 
excluded. Methodological quality and rat-
ings for clinical utility and sustainability 
were variable and there was a high preva-

exHibiT 4: using Blood Glucose Data to Support Pattern Management

 

 
    Handwritten blood glucose log                                   Downloaded blood glucose data Handwritten blood glucose log Downloaded blood glucose data
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lence of usability errors. Only six percent of 
tools were free of usability errors and fully 
60 percent had three or more errors. Com-
mon usability errors included limited usage 
of visual elements to facilitate learning 
and lack of intuitiveness in navigation and 
expected next steps.24 Greater improve-
ments in patient outcomes were seen with 
greater use of the tool and other interven-
tion characteristics which enhanced use 
were peer or counselor support, email or 
phone contact and updates regarding the 
tool. Lack of intuitiveness in navigation was 
evidenced in our first case study, where the 
patient required significant support from 
a health navigator to sign up for and set-
up his own PHR. This observation and 
the high prevalence of usability errors in 
the Yu meta-analysis support the premise 
that eHealth technology tools, certainly in 
their present state of development, cannot 
be successfully deployed without involve-
ment of a human element (i.e., support by a 
health navigator who can train the patient 
to fully leverage the platform to support 
self-management and outcomes). High 
prevalence of usability errors highlights the 
need to ensure that to provide useful and 
usable formats, eHealth technology tools 
should undergo usability testing prior to 
release to the public. This analysis high-
lights how human factors professionals can 
assist the healthcare community by lending 
their expertise on designing, assessing and 
implementing people-centered systems. 

evidence for the Impact of PHrs on 

Health Outcomes.
There is a small, but growing body of evi-
dence demonstrating clinical impact of 
PHRs as tools in chronic diseases man-
agement. Several of these reports focus 
on diabetes, again as a prototype chronic 
medical condition that requires a high level 
of patient engagement in self management 
to enable improvement in blood glucose 
control, as was seen in the patient in Case 
Study 1. Pre-visit use of online PHRs linked 
to an EMR increased rates of DM-related 
medication adjustment from 15 percent to 
53 percent, p<0.001, compared with active 
controls.25 In a recent report the WellDoc 
DiabetesManager®, a care management 
system which provides mobile application 
coaching and patient/provider web has 
reported outcomes for a cluster-random-
ized clinical trial conducted in 26 primary 
care practices where 39 physicians partici-
pated and 163 patients were enrolled and 
included in the analyses.

A 1.2 percent greater reduction in A1C, 
p<0.0001 was seen in the maximal care 
intervention group when compared to 
controls receiving standard care alone. 
Maximal care patients received a patient-
coaching system and provider clinical deci-
sion support.26 The patient in Case Study 1 
also had hypertension. Kaiser Permanente 
has generated evidence in a 6-month ran-
domized, controlled trial among 348 sub-
jects with uncontrolled hypertension that 
an intervention incorporating a PHR can 
significantly impact BP control. Usual care 

was compared to an intervention using the 
American Heart Association’s “Heart 360” 
PHR platform, BP device and instruction; 
alerts to patient and provider; and a Phar-
mD who adjusted BP medications using 
communication via e-mail and/or phone. 
Intervention participants had an absolute 
reduction systolic BP that was -11mmHg 
greater than in controls and were 50 per-
cent more likely to have SBP at goal at the 
end of six months.27 Each of these studies 
deployed a combination of strategies for 
leveraging technology to enhance provid-
er interactions. Further studies are clearly 
needed to generate rigorous data which will 
define strategies for best practices around 
the design and deployment of PHRs. 

addressing Disparities in uptake of 
Personal eHealth technology tools. 
Evidence suggests that for certain groups 
the Internet is already playing a significant 
role in individual healthcare empower-
ment.18 Unfortunately, the adoption of 
technologies, specifically with minority 
and vulnerable populations, including the 
elderly and those with low income, are not 
at the levels one would hope.28 Interest is 
growing in understanding the potential 
role of health IT in addressing healthcare 
disparities among these high-risk groups. 
With Health IT leaning in the direction of 
connected health, those who receive their 
care through the public health system 
and/or those with or at risk for chronic 
diseases can be supported in embracing 
the digital age of healthcare in a mean-

We envision a near future when all Americans … will have a 
patient-centered web-based PHR which fully leverages, and 
allows seamless transfer of PHI among, organization/provider 
and consumer eHealth informatics platforms and will serve as 
the center of a personalized health information exchange.
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ingful way.29 National data suggests that 
those with less education, lower incomes 
and chronic diseases derive the most 
value and achieve deeper engagement in 
processes for managing their health and 
healthcare.18 In a small demonstration 
project among African Americans (n=32) 
in a managed Medicaid plan clinic, the DC 
HealthConnect project demonstrated that 
patients using the WellDoc system for an 
average of 12 months had a strong trend 
towards reduction in ED visits and hos-
pitalizations (58 percent), when compared 
to historic self-controls in the 12 months 
preceding participation in the interven-
tion.30 In another recently reported ran-
domized controlled study, deployment of 
an online, HV-based PHR diabetes self-
management intervention to integrate 
seamless provider-patient communica-
tion among African Americans from one 
primary care practice in Washington, 
DC, was undertaken. Participants (n=74, 
majority female, 2/3 earning $25-50,000 
annually and 75 percent high school or 
higher level of education) were enrolled. 
Forty-seven completed the study. A sig-
nificant association between participation 
in the intervention and achieving an A1C 
of 7 percent or lower was demonstrated, 
p< 0.05. Intervention group patients were 
4.58 times more likely to reach the target 
A1C than controls.31 These reports provide 
evidence that minority and underserved 
patients can be successfully engaged in the 
use of self-care management technology to 
improve diabetes outcomes. Further stud-
ies area also needed in this area.

viSion

We envision a near future when all Ameri-
cans, including those living with complex 
chronic medical conditions, will have a 
patient-centered web-based PHR which 
fully leverages, and allows seamless 
transfer of PHI among, organization/pro-
vider and consumer eHealth informatics 
platforms and will serve as the center of a 
personalized health information exchange. 
This PHR may more aptly be termed a com-
prehensive health self-care management 
platform, or SCaMP. It will serve as a cra-
dle-to-grave PHI repository, which by vir-

tue of rich and usable transmedia content 
will successfully engage patients in useful 
behaviors which drive both prevention and 
management of chronic diseases. Patients 
will come to view medical data the same 
way they currently view their own financial 
banking data and/or online business trans-
actions as they develop an understanding 
of the vital importance of 24/7 access to PHI 
in enabling better health and better health 
outcomes. These platforms, in concert with 
connected applications (both web-based 
and mobile), devices and tools will allow 
patients to have a “one-stop-shop,” holistic 
medical management experience tailored 
to their needs and experience at all times. 

concluSionS anD  
overarching themeS

Efforts by developers, clinicians and 
researchers to improve usability and use-
fulness and reduce disparities in uptake 
and adoption, and further studies to pro-
vide evidence for best practices for the 
design and deployment of PHRs will be 
prerequisites to their ubiquitous dissemi-
nation and use.

Pillars to Connected Health success, as 
illustrated in these case studies, will revolve 
around four areas of focus. First one must 
create meaningful patient experiences in 
which content will be personalized and rel-
evant to the individual’s health experiences, 
be controlled by the patient, and result in 
simple yet effective experiences. Second, 
reliable clinical data is absolutely neces-
sary for safe and effective health manage-
ment. Data entry must be automated when-
ever possible lessening dependence on the 
patient to manually enter PHI. Integration 
with other technologies which generate 
and/or store data, like medical devices, 
EMRs and web-accessible repositories of 
health information will facilitate data entry 
automation. The third area is promotion of 
collaboration with and among healthcare 
providers and caregivers. This requires 
arming providers, patients and/or care-
givers with timely and appropriate alerts 
and reminders which are generated by the 
technology platform and creation of elec-
tronic venues for collaboration. This will 
also create opportunities for research and 

quality improvement initiatives leveraging 
PHR technology.

Finally, it is important to meet individ-
ual eHealth technology users in the space 
where they live and feel comfortable. In 
this regard, mobile health technology, 
or mHealth is here to stay and should be 
embraced. Meeting patients on common 
ground may best be accomplished by focus-
ing on what have to-date been considered 
non-traditional methods of care delivery, 
including a pivotal role for personal health 
technology in engaging the patient as a 
change agent in his/her health care. JHiM
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Feature 

T
he eMr, with data centered on 
the patient and delivered elec-
tronically, is a communication 
method that involves coordi-

nated physician and nurse processes to 
describe and document patient care deliv-
ery and transitions of care. The use of the 
EMR has impacted medical error rates, test 
and treatment decisions to avoid duplica-
tion and patient care variations.4,5,43

“Armed with data points from the point 
of care, nurse informaticians and chief 
nursing officers, will be able to quantify, 
for the very first time, the value of nurs-
ing’s contribution to the quality of patient 
care in America.”49

backgrounD

The aim of the Patient Protection and 
Affordable Care Act (ACA) is to increase 
the value of healthcare to patients and soci-
ety. This new national health environment 
rewards value and quality, devotes greater 
attention to outcomes measurement, with 
outcomes improvement essential to the 
success of providers and organizations 
across the healthcare industry. 

Nurses invest a great deal of profes-
sional time and effort to document inter-
ventions, actions, advocacy and decisions; 

electronic Medical records

Electronic Patient 
Plan of Care
Nursing Care Coordination and Patient  
Care Transitions in Electronic Medical Records
By Luann Whittenburg, PhD, rN

aBStraCt
This paper discusses the new healthcare environment of rewarding patient 

care quality in organizations that devote attention to outcomes measures 

and improvement. Since 2004, federal health policy has promoted delivery 

performance changes to obtain patient care value and quality transparency. The 

patient protection and Affordable Care Act (pub. l. 111–148) was enacted on 

March 23, 2010, to improve the health of individuals, families and communities 

(HHS, 2004). nursing is moving from task-oriented documentation in electronic 

medical record (EMR) systems to a patient plan of care model. Electronic nursing 

documentation systems are focusing on patient plan of care documentation 

to monitor and track the progress of patient care. The aim of this paper is to 

describe a replicable method to examine EMR nomenclatures and lexicons using 

the structured nursing concepts in the Clinical Care Classification (CCC) system 

to support nursing outcomes measurement and quality transparency in health 

systems.

KeYWOrDS
patient plan of care, electronic medical record, EMR, nursing documentation, 

quality, outcome measures, structured nursing data, ISo, CCC.
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yet, what a nurse documents is rarely being 
used to advance nursing research or prac-
tice. Florence Nightingale understood the 
importance of nursing documentation as 
the foundation of care.39 Nurses are respon-
sible for patient care 24 hours a day, seven 
days per week, 365 days a year and “spend a 
great deal of time managing and document-
ing patient information.”36 Time spent by 
nurses gathering, coordinating and docu-
menting patient information can be as high 
as 50 percent of nursing hours.34 And, 
while a patient’s medical record may reflect 
medical problems; nursing documentation 
of the care delivered and the many patient 
actions performed by the nurse are typi-
cally never recorded.3,27 There is a critical 
need to leverage nursing documentation to 
study nursing practice and outcomes and 
without electronic standardized, coded 

Structured data is the first step in the 
implementation of an EMR clinical deci-
sion process required to promote evidence-
based practice in nursing; for without 
structured data, there is a duplication of 
information and a decline in data interoper-
ability for internal and external exchange.36 
Without standardized data, hospital costs 
could increase with an accompanying loss 
of critical patient care information needed 
for longitudinal studies, clinical trials, 
population health surveillance, disease 
management intervention and the preven-
tion of patient illness.55,29,17,12 Standardized 
data allows the reuse of information from 
disparate locations that are unable to com-
municate with each other to deliver data for 
evidence-based best practice.

Many research studies have analyzed 
EMR use for nursing documentation and 
the classification of nursing records for clin-
ical purposes.19,22,25,30 Most EMR nomen-
clatures are proprietary with an existing 
ontology framework that affects nursing 
documentation quality and nomenclature.53 
A replicable method to examine EMR 
nomenclatures and lexicons has method-
ological significance for the nursing infor-
matics community. The ability of a nursing 
terminology, the Clinical Care Classifica-
tion (CCC) system45 to act as a data integra-
tor for the electronic exchange of nursing 
care interventions and actions among and 

between EMRs increases the visibility of the 
nursing’s contribution to patient care and 
offers significant improvements in nursing 
data collection, analysis, and retrieval of 
nursing information for nursing practice 
and research. Nursing documentation is 
not advancing nursing practice.11 The use 
of structured nursing concepts from the 
CCC moves nursing away from nursing 
EMR task lists toward an individualized 
and interoperable patient plan of care.

nurSing practice

The impact of EMRs on nursing documenta-
tion has been seen in documentation fields.51 
In EMR documentation, when an appropri-
ate nursing concept was missing, nurses 
had the opt-out option of free-text data 
entry. Often the configuration of an EMR 
limited nursing documentation rather than 
providing the means to document struc-
tured nursing interventions and practice. 
Essentially, the EMR format determined 
the collection of nursing information. An 
EMR designed with pre-coordinated ques-
tions (task lists) with mandatory fields that 
must be answered often produce data that 
appeared “normal” or “without problems.”

nurSing Documentation

Today, the importance of including patient 
preferences in decisions regarding care is 
increasingly supported by all professions 
and pre-coordinated task lists lack flex-
ibility for this new healthcare environment. 
Traditionally, healthcare organizations 
expected EMR vendors to provide nursing 
documentation content.48 Therefore, nurs-
ing data was often represented using dif-
ferent terminologies.2 Often EMR nursing 
content (nomenclature and lexicon) were 
developed by nurses employed by the orga-
nization and were based on evidence-based 
guidelines in the nursing literature. This 
EMR nursing content frequently appeared 
as templates for documentation that was 
not editable. The nursing templates were 
used to structure the EMR content for each 
nursing care documentation entry. These 
EMR templates used for nursing care doc-
umentation were documentation models 
concentrating on specific EMR content (i.e., 
a meta-model).16 In each template, the per-

tinent information to document was pro-
vided by displaying specific data elements 
in pick-list or list box.16 A pick-list is a list 
of template data elements displayed in a 
data window. A data window is a system 
interface on the display screen that accepts 
device input from a mouse or trackball that 
allows the nurse to select a data element or 
object on the screen.16 A list box is similar 
to a drop-down list. The list box displays 
or drops down data elements for the nurse 
to select. Once a data element is selected, 
the list box converts to an inactive state and 
displays only the selected value.

nurSing care plan

Hardiker, Bakken, Casey and Hoy14 view 
nursing terminology as being designed to 
communicate information about patients, 
families and groups and as a means to sup-
port the acceleration of improvements in 
U.S. healthcare quality. Nursing terminol-
ogy does more than communicate informa-
tion on the patient’s status, care and condi-
tion; nursing terminology also exchanges 
data about the care nurses provide using 
the nursing process: assessment, diagnosis, 
outcome identification, planning, imple-
mentation and evaluation.

In 2007, the selection of a national nurs-
ing terminology standard, the CCC system 
was the beginning of the move to patient 
plans of care documentation for care coor-
dination and care transitions. The EMR is 
needed to support the continuous and effi-
cient shared understanding of a patient’s 
care history that simultaneously aids inter-
disciplinary communication and decision-
making about the future care of patients.24 
The EMR may have multiple purposes 
within an organization, such as fulfilling 
legal documentation requirements, accredi-
tation, accountability and financial billing; 
whereas the primary function of nursing 
documentation is to communicate conti-
nuity and quality outcomes are visible and 
nursing research has a source of informa-
tion about patient care outcomes.

According to Hammond et al, 2010, “If 
data collection is structured around the 
data needs of the community collecting 
the data, there is an incentive for timeliness 
and accuracy. If the nurse understands the 
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importance of the data and how data will 
be used, collecting and entering accurately 
and completely becomes important.”13

cimino: iDeal  
terminology characteriSticS

Researchers have identified the ideal charac-
teristics of terminology system for the struc-
tured data capture, storage, analysis and 
reporting in a health information system.8 
The characteristics are: “domain complete-
ness, granularity, parsimony, synonymy, 
non-ambiguity, non-redundancy, clinical 
utility, multiple axes, and combinatorial.”58 
Zielsorff recommends terminologies have 
unique and context-free identifier (i.e., each 
term must have a definition, be arranged 
hierarchically with the ability have multiple 
data parents and must be able to map terms 
to other standard classifications).

The CCC is a free, public domain, uni-
fied, poly-hierarchical nursing terminol-
ogy of atomic-level concepts following 
the nursing process of nursing diagnoses, 
interventions and nursing outcomes. The 
use of the CCC system for the classifica-
tion of nursing knowledge in standardized 
nursing concepts allows nurses to system-
atically construct a common document for 
the communication of the nursing diagno-
ses of patients, nursing interventions per-
formed and to communicate the resulting 
nursing care outcomes. With standard-
ized, coded nursing concepts, nurses are 
able to determine which nursing interven-
tions work best for a given patient popu-
lation. As the nursing profession system-
atically collects electronic information 
about nursing care, the profession gains 
evidence-based practice data to identify 
those clusters of nursing interventions 
that typically occur together for certain 

types of patients. This information may be 
useful in determining the cost of nursing 
services, planning for nursing resource 
allocation and constructing critical paths 
and plans of care.33

clinical care claSSification SyStem

The CCC system was developed by Saba 
and colleagues from nursing research at the 
Georgetown University School of Nursing. 
The project was initially called the Home 
Care Project research project (1988-1991).47 
The research was funded by the Health 
Care Financing Agency (HCFA), now the 
Center for Medicare and Medicaid Services 
(CMS). The purpose of the research was to 
develop a method of predicting nursing 
resource needs and measure outcomes of 
nursing care.46

The CCC research team consisted of 
home health experts, a statistician, a sys-
tems analyst and a national advisory com-
mittee. Saba and colleagues conducted 
a pilot study, designed a framework and 
established a methodology.46 The study 
methodology was applied to a national 
sample of home health agencies (HHAs) 
that provided all services and products 
used to restore, maintain and promote 
physical, mental and emotional health to 
Medicare home health patients.52

government-funDeD reSearch

The CCC system was developed from ret-
rospective research data from 8,967 patient 
records from a sample of 646 HHAs ran-
domly stratified by staff size, type of owner-
ship, and geographic location. The HHAs 
represented every state in the nation, 
including Puerto Rico and the District of 
Columbia.47 The CCC system is a nurs-
ing terminology of discrete atomic-level 

data elements that encompasses nursing 
diagnoses, interventions and outcomes 
capturing the essence of patient care in all 
healthcare settings.

The CCC system describes the six steps/
standards of the 1: assessment, diagnoses, 
outcomes identification, planning, imple-
mentation and evaluation in a coded, 
standardized framework to support the 
exchange of nursing information and 
makes available for data retrieval and 
analysis the contribution of nursing care 
to patient outcomes for improved health-
care services and nursing visibility in the 
EMR database.

The CCC system describes nursing 
practice in a coding structure designed for 
retrieving data from computer informa-
tion systems.14 Saba45 explains that “the 
CCC System uses a five-character structure 
to code the two terminologies: (1) CCC of 
Nursing Diagnoses and Outcomes and (2) 
CCC of Nursing Interventions and Actions. 
The CCC coding structure is paced on the 
format of the International Statistical Clas-
sification of Diseases and Related Health Prob-
lems: Tenth Revision: Volume 1, WHO, 1992. 
The coding strategy for each terminology 
consists of the following:

■n First position: One alphabetic char-
acter code for Care Component (A to U);

■n Second and third positions: Two-
digit code for a Core Concept (major cat-
egory) followed by a decimal point;

■n Fourth position: One-digit code for 
a subcategory, if available, followed by a 
decimal point;

■n Fifth position: One-digit code for:
■● One of three Expected or Actual 

Outcomes and/or;
■● One of four Nursing Intervention 

Action Types.”45

Nurses invest a great deal of professional time and effort 
to document interventions, actions, advocacy and 
decisions; yet, what a nurse documents is rarely being 
used to advance nursing research or practice.
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nurSing conceptS

The use of standardized, coded concepts is 
an important framework for patient care 
documentation.38 Standardized, coded 
terminology to improve documentation 
systems using the nursing process is 
important for the visibility of the nursing 
profession.45

Standardized, coded nursing concepts 
are a set of agreed upon symbols (numeric 
or alphanumeric) used in representing 
concepts to allow the exchange of terms in 
an understandable and agreed upon man-
ner.9 The CCC system uses a standardized 
framework consisting of 21 Care Compo-
nents for classifying two interrelated ter-
minologies: 1) the CCC System Nursing 
Diagnoses and Outcomes; and 2) the CCC 
of Nursing Interventions and Actions. 
Nursing actions known in the CCC system 
as nursing intervention action types are 
modifiers that “focus on the specific action 
needed to carry out nursing interventions. 
The action types provide the measures used 
to determine status of the care process and 
provide the evidence for clinical decision 
making.”45 Berman, et al.6 defines nursing 
actions as an action a nurse performs to 
achieve client goals. The four CCC inter-
vention action types are: 

assess: “Actions to collect and analyze 
data on health status” and “refers to evalu-
ating the presenting problem/condition—
signs and symptoms—at the time of the 
examination of patient.”45

Perform: “Actions to perform hands-on-
care-treatments, interventions, services, 
activities and/or procedures to patient.”45

teach: “Action that refers to educating or 
instructing- the patient and/or caregiver” 
and “provide knowledge and skill.”45

Manage: “Actions that refer to manag-
ing care—indirect actions on-behalf-of-the 
patient and/or caregiver.”45

clinical requirement

The conceptual framework for nursing 
documentation is the American Nurses 
Association (ANA) Nursing Process. The 
standardized, coded nursing intervention 
and action type concepts of the CCC system 
share the ANA philosophy that nursing 
care uses a “common thread uniting differ-

ent types of nurses who work in various 
areas of nursing practice is the nursing pro-
cess—the essential core of practice for the 
registered nurse to deliver holistic, patient-
focused care.”1 This common thread is the 
nursing process which is based on the 
natural science principle that humans have 
needs and that the satisfaction of needs is a 
central motive for human existence.31

The ANA nursing process framework 
is based on the human existence “needs 
theory” adapted for nursing and nurs-
ing research. The nursing needs theory 
was first articulated in 1978 by Yura and 
Walsh.26 The nursing process is the total 
of nursing activities including assess-
ment (identifying human needs), inter-
vention (administering to human needs) 
and evaluation (validating the effective-
ness of the help given). Yura and Walsh 
(1978; 1983)56, at the Catholic University of 
America, Washington DC, reflected that 
human needs result from internal tension 
and organized the ANA nursing practice 
framework on the assumption that all basic 
human needs are relevant to nursing and 
would be similar across all areas of nursing.

The matching of standardized, coded 
nursing concepts for the coordination of 
nursing care has been discussed in the lit-
erature since early 1990.19,20,58

The exchange of EMR nursing docu-
mentation during any patient care transfer 
or transition from one healthcare practice 
setting to another is challenging between 
or across systems. Reusing the data enables 
data interoperability and standardization 
and simplifies the administrative burden 
of data collection. Facilitating the automa-
tion between various coding systems used 
in healthcare reduces the costs of provid-
ing care and improves the quality of the data 
and the timeliness (availability) (ISO, 2010). 
Many patients with complex medical histo-
ries have multiple diagnoses, medications, 
allergies and healthcare providers across 
numerous practice settings. The use of the 
national nursing terminology standard, 
the CCC system, as an integrator for the 
exchange of nursing data and documenta-
tion supports the mandate of the regulatory 
and accrediting organizations to reconcile 
patient-centric information during every 

transfer of care, discharge or admission.23 
The CCC also supports CMS data qual-
ity, transparency and integrity criteria for 
meaningful use reconciliation when patient-
centric data is exchanged across system 
boundaries for patient care coordination 
and healthcare quality by using the nurse 
process recognized for professional nursing.

The partnership of nursing and technol-
ogy is vital for designing nursing practice 
environments.44 A nursing terminology 
standard that identifies each of the six steps 
of the nursing process for a patient plan of 
care exchange between and among EMRs 
supports the transitions of care based on 
professional nursing requirements. The 
exchange of EMR data using the nursing 
process facilitates the provision of patient-
centric care for the entire healthcare team. 
A unified system of nursing data repre-
sented by following the Nursing Process 
presents professional decision-making 
that is available to reduce costly healthcare 
duplication and contribute to patient care 
outcomes and may assist in avoiding the 
medical errors that cost thousands of lives 
each year (IOM, 2001).

A recent study (Postpartum Nursing 
Records: Utility of the Clinical Care Clas-
sification System, n.d.) revealed EMR 
nursing documentation fields focused 48 
percent of data elements on the CCC Action 
Type: Perform with 10 percent of EMR 
variables addressing the nursing docu-
mentation of patient education/teaching; 
and 4 percent addressing patient care man-
agement or indirect patient care actions. 
The study concluded an EMR was unable 
to currently fully describe the complexity 
of nursing care without the inclusion of a 
standardized, coded, nursing terminology 
that follows the nursing process containing 
all the required data elements of effective 
and professional nursing practice.

replicable methoD to examine 
emr nomenclatureS anD lexiconS

Several researchers18,37,54 describe content 
analysis as involving interconnected pro-
cesses: 1) identifying the specific character-
istic of the concepts to be measured, (i.e., 
the content analysis unit) and 2) applying 
explicit rules for the identification, coding 
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and documentation of concept character-
istics. The replicable method to complete 
the interconnected processes for the use 
and reuse of data between EMR nursing 
documentation elements and the nursing 
concepts of the CCC system for the exami-
nation of EMR nomenclatures and lexicons 
is described in ISO Technical Report: 12300 
(ISO, 2010) with the content analysis unit 
the EMR template.

A deductive content analysis process is 
applied when the concepts to be described 
are pre-established.40 The deductive meth-
od also allows the investigator to describe 
the degree of consistency between EMR 
nursing intervention documentation 
fields/templates and the nursing concepts 
of the CCC System. The use of a “degrees 
of equivalence” scale as addressed in the 
ISO report is the key to establishing as 
replicable method to associate the nursing 
intervention concepts in the EMR with 
the CCC System though a level of mean-
ing (ISO). The EMR words/phrases iden-
tified by action verbs should also include 
“linguistic variation”7 such as synonyms 
of CCC Action Type modifiers: (a) assess; 
(b) perform; (c) teach; and (d) manage. The 
ISO report allows various data to be com-
pared and linked to support data informa-
tion exchanges and reuse between EMRs. 
The ISO report result would be replicable 
maps (matched relationships) between two 
documentation systems (EMR and CCC) 
that define the cardinality and degree of 
equivalence between the concepts and the 
rules used to enable the matching of the 
documentation (ISO, 2010).

The ISO report also provides guidance 
for healthcare organizations charged with 
creating or applying mappings for clini-
cal requirements. The ISO report identi-
fies issues and discusses the potential in 
and the limitations of applying concep-
tual maps. The ISO report establishes 
and harmonizes the basic principles for 
developing, maintaining and using map-
pings and provides the needed guidelines 
for good practice.

concluSion

Quality improvement expectations have 
been placed on EMRs to promote Since 

2004, federal policy has been to promote 
improvements in health delivery per-
formance and increase transparency in 
the quality of healthcare delivered in the 
United States. After a decade, and with 
approximately 35 percent of healthcare 
facilities now using an EMR, nursing has 
discovered the EMR is does not likely mir-
ror the traditional medical record32,50 and 
that coded, structured nursing documen-
tation with a nursing process framework 
is needed to exchange nursing data to add 
transparency to nursing’s contribution to 
patient care continuity and quality out-
comes. The ISO report and the CCC system 
each supports the implementation of the 
patient plan of care model for the exchange 
of nursing between and among EMRs. The 
use of structured nursing data increases the 
value, quality and transparency of health-
care to individuals, families and communi-
ties by relying on the patient plan of care for 
care coordination and transitions.

This article discussed the current health-
care environment of rewarding patient care 
quality in organizations that devote atten-
tion to outcomes measures and improve-
ment and described a replicable method to 
examine EMR nomenclatures and lexicons 
using the structured nursing concepts of 
the CCC system. The examination of EMR 
nomenclatures and lexicons using the 
methodology described in ISO report pro-
vides the replicable method to examine 
nursing concept consistancy between EMR 
templates for nursing documentation. The 
EMR, with data centered on the patient, 
is a communication process that involves 
coordinated physician and nurse activities. 
The importance of outcomes measures is 
increasingly supported by all health pro-
fessions with patient plans of care the first 
step for nursing in evidence-based practice 
to accelerate the attainment of healthcare 
value and quality transparency. JHiM
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extensions are strongly preferred.  
Tables should be as Microsoft Excel 
documents. PowerPoint presentations, 
PDF and Web-based (.gif) extensions are 
UNACCEPTABLE.

n Assign a title and/or figure number to 
each graphic in the extension. DO NOT 
include title within body of graphic. 

n Label x and y axis of every graph.

n Distinguish bars or pie chart sections 
by pattern, not color.

style and presentation:
n Use standard spelling, style, 
reference, and grammar guides such as 
Webster’s New Collegiate Dictionary, the 
American Medical Association Manual  
of Style and The Elements of Style.

n Use active sentences and be specific. 
Back up generalities with examples. 
Avoid jargon.

n All articles will be copy edited and, 
where necessary, rewritten. The process 
by which authors may review and 
approve changes is defined in the  
letter of agreement.
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Abstract due: CLOSED
Manuscripts due: August 23, 2012

spRInG 2013
Integration and Interoperability
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Clinical and Business Intelligence
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FAll 2013
Mobile Health Technology
Abstract due: March 28, 2013  
Manuscripts due: April 19, 2013 

 Writer’s Guidelines Journal of Healthcare Information Management



Congratulations CPHiMs!
■■ Ramana Adibhatla, MSc, MBA, PMP, CPHIMS – Horseheads, N.Y.
■■ John Marc Alban, CPHIMS – Advocate Health Care – Chicago, Ill.
■■ Sarah Aldamigh, MS, CPHIMS – University of Pittsburgh – Pittsburgh, Pa.
■■ Maj. Robert B.O. Allen, CPHIMS – US Air Force – Washington, D.C.
■■ Manoj V. Alsi, CPHIMS – Saint Francis Hospital & Medical Center – Hartford, Conn.
■■ Jeanne Anderson, CPHIMS – Blessing Health System – Quincy, Ill.
■■ Susan T. Anderson, CPHIMS – Government of Alberta – Edmonton, Alberta, Canada
■■ Tony Aufenkamp, CPHIMS – Columbia United Providers – Vancouver, Wash.
■■ Davis R. Austria, RN-BC, MS, PMP, CPHIMS – New York University – New York, N.Y.
■■ William John Bailey II, CPHIMS – Columbus, N.J.
■■ Julie J. Baker, CPHIMS – PwC – Blairsville, Pa.
■■ Seth Baker, CPHIMS – Hartford Hospital – Hartford, Conn.
■■ Kevin Malcolm Baldwin, CPHIMS – UCLA – Los Angeles, Calif.
■■ Rao Bandla, PMP, CPHIMS – Bandla Project Consultants – Delta, British Columbia, Canada
■■ Ellen Batch, BSN, CPHIMS – Texas Health Resources – Plano, Texas
■■ Christopher L. Becker, CPHIMS – WHITEC – Eleva, Wis.
■■ Gary Bellamy, RHIA, CPHIMS – CareTech Solutions – Mount Pleasant, S.C.
■■ Maj. Eric Berard, MS, CPHIMS – US Army – Columbia, S.C.
■■ Anne Margaret Bobb, RPh, CPHIMS – Children’s Memorial Hospital – Chicago, Ill.
■■ Collin Boetger, CPHIMS – Fujitsu – Rocky River, Ohio
■■ Barbara A. Borrowman, CPHIMS – VMware – Inver Grove Heights, Minn.
■■ Cheryl Bowman, CPHIMS – UW Health – Madison, Wis.
■■ Cyril Braude, CPHIMS – Toronto, Ontario, Canada
■■ Jennifer Brewer, MA, CPHIMS – Northern Arizona Healthcare – Cottonwood, Ariz.
■■ Dwight Brown, MA, CPHIMS – Mayo Clinic – Rochester, Minn.
■■ Sepideh Browning, 1LT, MHA, PMP, CPHIMS – Grayson, Ga.
■■ Christine Bullerdick, MS, CPHIMS – SSM Health Care – Saint Louis, Mo.
■■ Robert C. Campbell, RN, MSN, CPHIMS – US Army – San Antonio, Texas
■■ Jerome Canete, MD, CPHIMS – Burnaby, British Columbia, Canada
■■ Dennis Joseph Carney, PMP, CPHIMS – Siemens – Phoenixville, Pa.
■■ Jennifer Carpenter, RN, CPHIMS – University Hospitals – Shaker Heights, Ohio
■■ Jim Cassell, CPHIMS – HSM – Saint Paul, Minn.
■■ Thomas R. Chambers, CPHIMS – Cisco Systems – Duluth, Ga.
■■ Benson Chang, CPHIMS – CGI US Federal Market – Fairfax, Va.
■■ Kathleen Grace Charters, CPHIMS – Columbia, Md.
■■ Muhammad Chebli, CPHIMS – Somerset, N.J.
■■ Melissa Cherry, CPHIMS – Navy Medicine – Schertz, Texas
■■ Poo Ling ‘Pauline’ Chua, CPHIMS – Toronto, Ontario, Canada
■■ Karen Clark, MBA, CPHIMS – OrthoTennessee – Knoxville, Tenn.
■■ Patrick Correia, CPHIMS – NYSTEC – Albany, N.Y.
■■ Catherine Cosby, CPHIMS – Adventist Health System – Lake Mary, Fla.
■■ Claudio Costa, MD, MSc, CPHIMS – Sao Paulo, Brazil
■■ Chris Cotton, MHA, CISSP, CPHIMS – Mechanicsville, Pa.
■■ David Z. Cowan, CPHIMS, LFHIMSS – Georgia Institute of Technology – Atlanta, Ga.
■■ Scott Crader, CPHIMS – Vancouver, Wash.
■■ Mike Craig, CPHIMS – Edmonton, Alberta, Canada
■■ Joseph Crowe, CPHIMS – Markham, Ontario, Canada
■■ Paul Csonka, CPHIMS – Miami, Fla.
■■ Michelle Lynn Currie, MSN, BSN, CPHQ, CPHIMS – Kaiser Permanente – Oakland, Calif.
■■ Todd B. Cutick, MS, CPHIMS – Cutick Analytics – Silver Spring, Md.
■■ Mara Lynn Daiker, CPHIMS – Columbia St. Mary’s – Wauwatosa, Wis.
■■ Samuel Davies, CPHIMS – Richmond, Va.
■■ Thomas C. Davies, CPHIMS – DBHDS – Chesterfield, Va.
■■ Susan DeCathelineau, MHSA, RHIA, CPHIMS – Hyland Software – Elk River, Minn.
■■ John DeGrandpre, CPHIMS – Siemens – New Ipswich, N.H.
■■ Pamela Delo, RN, BSN, CPHIMS – VHQC – Richmond, Va.
■■ Ravi Dhobale, CPHIMS – Atlanta, Ga.
■■ Philomena DiQuollo, RN, MA, CPHIMS – Barnabas Health – Newark, N.J.
■■ Justina Dombrowski, CPHIMS – Fairfield, Calif.
■■ Samantha Douglas, CPHIMS – Abu Dhabi, United Arab Emirates
■■ Deborah Dunham, RPh, CPHIMS – UW Health – Mdison, Wis.
■■ Dorothy DuSold, MA, CPHIMS – Tenet – Lakeville, Minn.
■■ Christopher Eakes, CPHIMS – Largo, Fla.
■■ Marshall Ebright, CPHIMS – Florida Hospital – Orlando, Fla.
■■ Tarek Emara, CPHIMS – IBM Canada – Markham, Ontario, Canada
■■ Colleen Ennett, CPHIMS – Philips – White Plains, N.Y.
■■ Kevin Estroff, CPHIMS – Lakeland Regional Medical Center – Lakeland, Fla.
■■ Benjamin D. Exley, MBA, MHA, CPHIMS – Evansville, Wis.

Join this elite group. 
Visit www.CPHIMS.org to 

find out more and to see 

the full list of CPHIMS.

Congratulations to the 
following individuals who 
have recently achieved 
the Certified Professional 
in Healthcare Information 
and Management Systems 
(CPHIMS) credential from 
November 1, 2011 through 
May 31, 2012. CPHIMS is 
dedicated to enhancing and 
promoting the healthcare 
information and management 
systems profession by 
providing the premier credential 
in the industry. CPHIMS 
accomplishes this mission 
by establishing standards for 
professional practice; creating 
a fair, valid, and reliable 
examination process by which 
professionals can demonstrate 
their knowledge and skill; 
granting certification to those 
who meet the program’s 
standards; and communicating 
the value of the credential 
to consumers and other key 
constituencies.
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Congratulations CPHiMs!
■■ Marshall Ferguson, MBA, CPHIMS – Avanade – Austin, Texas
■■ Donna Ann Fitzpatrick, RN, BSN, CPHIMS – Pawtucket, R.I.
■■ Marc Flower, BSME, CPHIMS – Atlanta, Ga.
■■ Pamela Foyster, MHA, BSN, CPHIMS – Quality Health Network –  
Grand Junction, Colo.

■■ Andrew W. Fraser Jr., CPHIMS – Knoxville, Tenn.
■■ Cassie Frazer, CPHIMS-CA – Whitby, Ontario, Canada
■■ Michael Gagnon, CPHIMS – Health Information Exchange Partners –  
South Burlington, Vt.

■■ Dan Galles, MBA, CPA, CPHIMS, FACHE – Prime Healthcare Services – Reno, Nev.
■■ Ross John Gardiner, PMP, CPHIMS – Abu Dhabi, United Arab Emirates
■■ Kathleen Ann Geier, CPHIMS – Mendota Heights, Minn.
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Toronto, Ontario, Canada

■■ Larry Gilbert, CPHIMS – Vermont Information Technology Leaders – Montpelier, Vt.
■■ Jennifer Gillert, CPHIMS – Ottawa, Ontario, Canada
■■ Cynthia Gingrich, MSIS, CPHIMS – Arcadia, Mich.
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■■ Teresa Gocsik, MS, CRNA, CPHIMS – Aspen Advisors – Grosse Pointe, Mich.
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■■ Amit Goyal, CPHIMS – Zensar Technologies – San Jose, Calif.
■■ Andrea Gray, CPHIMS – Dalerea Consulting – Kansas City, Mo.
■■ Teresa M. Grogan, MS, CPHIMS – Lancaster General Health – Ephrata, Pa.
■■ Alan Haaksma, CPHIMS – Oakville, Ontario, Canada
■■ Nona Hall, CPHIMS – Rosslyn, Va.
■■ Simon Hall, CPHIMS – Victoria, British Columbia, Canada
■■ Jeffrey M. Hammen, PMP, CPHIMS – Roswell, Ga.
■■ William Charles Hammond, CPHIMS – Memorial Sloan-Kettering Cancer Center – 
New York, N.Y.

■■ Matthew Hantle, CPHIMS – Grand Rapids, Mich.
■■ David Harries, MBA, MPP, PMP, CPHIMS – Pembroke Pines, Fla.
■■ Craig Harrington, CPHIMS – Dallas, Texas
■■ Arthur W. Harvey II, MS, CPHIMS – Boston Medical Center – Boston, Mass.
■■ Jenny Hatlen, MS, CPHIMS – Mercy Health System – Janesville, Wis.
■■ Carolyn Morgan Hayden, MBA, CPHIMS – AmeriHealth Mercy – Swarthmore, Pa.
■■ Erica He, CPHIMS – Toronto, Ontario, Canada
■■ Donna M. Heathcock, CPHIMS – WellStar Health System – Atlanta, Ga.
■■ Meghan Hodges, CPHIMS – McKesson – Roswell, Ga.
■■ Martin Hodgkinson, CPHIMS-CA – Toronto, Ontario, Canada
■■ Janet Hofmeister, PMP, CPHIMS – Harris Corporation – Melbourne, Fla.
■■ Joanna Mary Holt, CPHIMS – Abu Dhabi, United Arab Emirates
■■ Jennifer Hope, CPHIMS – Etobicoke, Ontario, Canada
■■ Kent Hopkins, MBA, PMP, CPHIMS – Catholic Health Initiatives – Cedar Hills, Utah
■■ Robert Horst, MBA, CPHIMS – Audacious Inquiry – Catonsville, Md.
■■ Terry Hsu, CPHIMS – Toronto, Ontario, Canada
■■ Karen J. Hughes, RN-BC, CPHIMS – Steward Health Care System – Stoughton, Mass.
■■ Trip E. Humphrey III, CPHIMS – Bon Secours Health System – Richmond, Va.
■■ Charles Hampton Huntley, CPHIMS – Appalachian Regional Healthcare System – 
Boone, N.C.

■■ Sarah Hutchison, CPHIMS-CA – Toronto, Ontario, Canada
■■ Junjie Javier Inocencio, Capt, CISSP, CPHIMS – Army Medicine – San Antonio, Texas
■■ Andrew Inselmann, MSIS, CPHIMS – Andrews Air Force Base – Washington D.C.
■■ Henry L. Jenkins, MS, MBA, CPHIMS – Huntington Hospital – Pasadena, Calif.
■■ Perry Joe Johns, Maj, CPHIMS – US Air Force – Langley Air Force Base, Va.
■■ Alex Jones, MPA, CPHIMS – US Department of Veterans Affairs – Silver Spring, Md.
■■ Valayia Jones-Smith, CPHIMS – Olivehurst, Calif.
■■ Paul Jriyasetapong, CPHIMS – Henry Mayo Hospital – Valencia, Calif.
■■ Serena A. Judge, CPHIMS – Lawrence & Memorial Hospital – New London, Conn.
■■ Pallavi Kantharia, MS, CPHIMS – Manalapan, N.J.
■■ Ajithkumar Kantrapati, CPHIMS – Ontario, Calif.
■■ Ken Kaufman, CPHIMS – ICA – Nashville, Tenn.
■■ Scott Kaufman, CPHIMS – Waltham, Mass.
■■ Janine Kaye, CPHIMS – Ottawa, Ontario, Canada
■■ Yin Kean, CPHIMS – Chicago, Ill.
■■ David E. Keirns, CPHIMS – Kaiser Permanente – Pleasanton, Calif.
■■ Patricia Caroline Kelsey, CPHIMS – Hudson, Ohio
■■ Margie Kennedy, CPHIMS-CA – Merigomish, Nova Scotia, Canada
■■ Rich Kernan, CPHIMS – Deloitte – Alpharetta, Ga.

■■ Kasem Kharbat, PMP, CPHIMS – Saudi Aramco – Dhahran, Saudi Arabia
■■ Bassam Khawaja, CPHIMS – Rehabilitation Institute of Chicago – Naperville, Ill.
■■ LuAnn K. Kimker, RN, MSN, CPHIMS – Arcadia Solutions – Burlington, Mass.
■■ Elizabeth K. King, CPHIMS – Partners Healthcare – Charlestown, Mass.
■■ Kimberly Anne King-Quinn, CPHIMS – Driscoll Children’s Hospital –  
Corpus Christi, Texas

■■ Donald E. Kinser, MBA, PE, CPHIMS – EDI – Atlanta, Ga.
■■ Suma Kirshnaprasad, CPHIMS – Flower Mound, Texas
■■ Bruce Kisell, PMP, CPHIMS – Orlando, Fla.
■■ Thomas E. Kniss, MBA, PMP, CPHIMS – Community Memorial Health System – 
Ventura, Calif.

■■ Ty Knox, CPHIMS – Wilmington, Del.
■■ Stephanie Koch, CPHIMS – Accenture – Milwaukee, Wis.
■■ Marc Koehn, CPHIMS – Gordon Point Informatics – Victoria, British Columbia, Canada
■■ Paul Koepke, CPHIMS – Shaker Heights, Ohio
■■ Laura Marie Kreofsky, MBA, MHA, PMP, CPHIMS – Impact Advisors – Portland, Ore.
■■ Ian Krochak, CPHIMS – Niverville, Manitoba, Canada
■■ Nathaniel C. Krouse, 1LT, PMP, CPHIMS – US Air Force – APO, AE
■■ Manoj Kumar, CPHIMS – Medco – Towaco, N.J.
■■ Paul C. Kuo, CPHIMS – Loyola University Health System – Riverside, Ill.
■■ Charles Lagor, MD, PhD, CPHIMS – Philips – Briarcliff Manor, N.Y.
■■ Dantes LaHens, PMP, CPHIMS – Lunari Consulting – Kirkland, Wash.
■■ Mary Lamb, CPHIMS – Telligen – West Des Moines, Iowa
■■ Shellie Lane, RHIA, CPHIMS – Mercy – Ardmore, Okla.
■■ Chuck Laufle, CPHIMS – CareTech Solutions – Troy, Mich.
■■ Edward J. Lavelle, CPHIMS – Columbia University in the City of New York –  
New York, N.Y.

■■ Po Lun ‘Francis’ Law, CPHIMS – Toronto, Ontario, Canada
■■ Christina Romero Lawrence, CPHIMS – Kaiser Permanente – Albany, Calif.
■■ Melanie Lawrence, CPHIMS – Oklahoma Health Care Authority – Mustang, Okla.
■■ Jon Le, PMP, CPHIMS – Dallas, Texas
■■ Robert D. Levy, MA, PMP, CPHIMS – ASM Research – Beloit, Wis.
■■ Pamela Linden Brown, MS, CPHIMS – MD Anderson Cancer Center – Houston, Texas
■■ Judith L. Lock, RN, MS, CPHIMS – UW Health – Oregon, Wis.
■■ Warren Longley, CPHIMS – Woods Cross, Utah
■■ Vanessa Ivette Lora, MD, MHSA, CPHIMS – Miami, Fla.
■■ Cinda Lott, RN, BSN, CPHIMS – West Georgia Health – Lanett, Ala.
■■ Mark Lott, CPHIMS – Qualedix – Naples, Fla.
■■ David Lovison, PMP, CPHIMS – Eugene, Ore.
■■ Patricia Soledad Lugtu, CPHIMS – MMIC Group – Maple Grove, Minn.
■■ Colleen M. Lyons, MBA, PMP, CPHIMS – Continuum Health Partners – New York, N.Y.
■■ Charlotte M. MacDonald, CPHIMS – Ottawa, Ontario, Canada
■■ Abid Malik, CPHIMS-CA – eHealth Ontario – Toronto, Ontario, Canada
■■ Shelagh Maloney, CPHIMS-CA – Canada Health Infoway –  
Mississauga, Ontario, Canada

■■ Lloyd Mangnall, CPHIMS – VHA – Irving, Texas
■■ Steve Marquis, CPHIMS-CA – KeyInfo Consulting – Dartmouth, Nova Scotia, Canada
■■ Mary S. Martin, RN, MBA, CPHIMS – Northeast Georgia Health System – Gainesville, Ga.
■■ Ivana R. Marzura, CPHIMS – Blue Pebble - Toronto, Ontario, Canada
■■ Erwin Masinsin, BSME, CPHIMS – Lifesavers’ Home Health Services –  
Montebello, Calif.

■■ May Mathew, CPHIMS – Clarksville, Md.
■■ Marangeli Matos, CPHIMS – Caguas, P.R.
■■ Byron Mattingly, PhD, MPH, MBA, CPHIMS – Natick, Mass.
■■ Jackie Mau, RN, CPHIMS – Kaiser Permanente – Pleasanton, Calif.
■■ Douglas R. McDonald II, CPHIMS – Henry Ford Hospital – Royal Oak, Mich.
■■ Terry McCauley, CPHIMS – Comport Consulting Corporation – New York, N.Y.
■■ Jack McClure, CPHIMS – Buford, Ga.
■■ Brent McGaw, CPHIMS-CA – Canada Health Infoway – Toronto, Ontario, Canada
■■ Daniel McKenna, CPHIMS – Middleboro, Mass.
■■ Anthony McKenzie, CPHIMS – Sun Parlor Home for Senior Citizens –  
Leamington, Ontario, Canada

■■ Ben McLarin, CPHIMS – Los Angeles, Calif.
■■ Martha A. McLaughlin, RN, BSN, PMP, CPHIMS – Northeast Georgia Health System – 
Gainesville, Ga.

■■ Frank W. Meissner, MD, CPHIMS, FACC, FACP – El Paso, Texas
■■ Lou Anne Meloche, CPHIMS-CA – Toronto, Ontario, Canada
■■ Angie Mendoza, RN, BSN, CPHIMS – Sharp HealthCare – Lakeside, Calif.
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Congratulations CPHiMs!
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■■ Carisha Cruz Piton, MSN, CPHIMS – Seattle, Wash.
■■ Donna Giufurta Poole, CPHIMS – Baptist healthcare System – Lexington, Ky.
■■ Bindu Purushothaman, MS, PMP, CPHIMS – ABQ Health Partners – Albuquerque, N.M.
■■ Shobhan K. Rajam, MBA, CPHIMS – Rochester Hills, Mich.
■■ Nancy Ranum, CPHIMS – Madison, Wis.
■■ Brian Richmond, MBA, CPHIMS – Louisiana Health Care Quality Forum –  
Baton Rouge, La.

■■ Jonathan Ringo, MD, CPHIMS – Baltimore, Md.
■■ Darnelle Roby, CPHIMS – Kansas City, Mo.
■■ Roberta Rochman, RN, MBA, CPHIMS – SSi-SEARCH – Lulburn, Ga.
■■ Thomas Paul Rohrer Jr., MHSA, CPHIMS – Iowa Health System – Des Moines, Iowa
■■ Anthony Rose, CPHIMS – Miami University – Middletown, Ohio
■■ Sheri Ross, CPHIMS – Calgary, Alberta, Canada
■■ David Rousso, CPHIMS – Logicalis – Highland Park, Ill.
■■ Erika Russo, CPHIMS – Ephrata Community Hospital – Epharata, Pa.
■■ April Sage, CPHIMS – Online Tech – Ann Arbor, Mich.
■■ Arul Jyothi Sakthikumaran, MBA, CPHIMS – Cary, N.C.
■■ Daniel Salzberg, CPHIMS – Bon Secours Health System – Richmond, Va.
■■ David R. Schieffer, PMP, CPHIMS – Bullzi Projects – Shawnee, Kan.
■■ Michael D. Schlesselman, PharmD, CPHIMS – Lawrence & Memorial Hospital –  
New London, Conn.

■■ Christina Schmoekel, RNC-NIC, MSN, CPHIMS – Grand Rapids, Mich.
■■ Janita Dalene Schoeman, RN, CPHIMS – Saudi Aramco – Dhahran, Saudi Arabia
■■ Hardy Sekhon, CPHIMS-CA – Canada Health Infoway –  
Victoria, British Columbia, Canada
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Columbia, S.C.
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■■ Jeffery To, CPHIMS – IBM – New York, N.Y.
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■■ Ron Trunk, CPHIMS – Takoma Park, Md.
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■■ Herbert Dixon Wilcox, MS, CPHIMS – Aiken, S.C.
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■■ Ron Yeager, CPHIMS – Virginia Mason Hospital & Medical Center – Seattle, Wash.
■■ Claude Younger, CPHIMS – Denham Springs, La.
■■ Ali K. Youssef, PMP, CPHIMS – Henry Ford Hospital – Ypsilanti, Mich.
■■ Hong Yun, CPHIMS – Plano, Texas
■■ William C. Zirkle, CPHIMS – Halifax Regional Hospital – South Boston, Va.
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